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Product / Development
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IAR EMBEDDED WORKBENCH

Our products are used by many of the world’s largest corporations as well as thousands of .
small and medium-sized companies in a range of industries, such as the automotive industry, IN THE CUSTOMERS PRODUCT
) : : : : : DEVELOPMENT
industrial automation, medical technology, consumer electronics and the Internet of Things. ettt s
igital products have an em system

controdled by one or More processors.

Autoliv

Before a processor can be used in a product, it needs

ARDBR o e e
BUCKS AP et

) Sensing

DECKER 1)\ /i1 ERCHRYSLER @ = ?

SChneider = : Product developers use |AR Embedded Workbench

gEIectric 2 to program the processor and give it the correct

instructions to control the finished product.
¢ miTsuBISHI BOSCH A
&% ELECTRIC @

=
| aox Miiele
N _ — ] Once the processor has been programmed,
<3 > : S A . el SRl S e it is ready for the finished product.
O S B D e R T
Pl e v | .. m_.ua‘ g IS, s

, 5,000 customers 150,000 teéhnblbgy users 95% recurring customers
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1 million customer products ‘
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Embedded Workbench for ARM and NXP device support

 32-bit device . . SIAR
* NXPi.MX, i.MX RT CrossOver, Kinetis, S T »
LPC %3l = ‘ SYSTEM}

* 064-bit device
¢ NXPi.MX 8M, i.MX 8M Mini, and i.MX 8M
Nano %35!
. IMEEZZEIR '
« NXP S32K 3% (ER)

- ZERRFZE(EmMDbedded Trust/C-Trust)
. K22/K24, KV56/KV58, K64/K65/K66,
LPC55S16, LPC55528, LPC55569, i.MX
RT1064

« EWARM-EXT 8t#R:=32/64 bit NXP MCU
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IEC 61508

Functional Safety of Electrical/Electronic/Programmable Electronic Safety

ISO 26262 — Automotive/Road Vehicle m

|[EC 62304 - Medical Device Software

EN 50128 - Railway Applications

* TAR Embedded Workbench for Arm V8.50
IAR Embedded Workbench for RISC-V V1.40
IAR Embedded Workbench for RX V4.14

Available for :

IAR Embedded Workbench for RL78 V3.10.2

IAR Embedded Workbench for RH850 V1.40.3
IAR Embedded Workbench for STM8 V3.11
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Functional
Safety o /

EWARM 8.50

IEC 60730 for Household Appliances

ISO 13849 and IEC 62061 for Machinery Control
Systems

IEC 61511 for Process Industry

ISO 25119 for Agriculture and Forestry
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General

|.MX Series

Increasmg work effluency

ed IAR Embe

I.MX RT CrossOver Series

Kinetis Series

ent ‘H:J ] rom \fﬁi

I I I system design in order to build an optimal infotainment system.
FULFILLMEN I The Sound Engineering Team at Hyundai Mobis was able to increased the
OF SOUN D efficiency of ii\-:v‘ work by the advantage of the user-friendly and intuitive

IAR Embedded Workbench

IAR Embedded Workbench i

LPC Series

IAR Embedded SECURE
Workbench THINGZ

Automotive

S32K Series

Engineer, Sound Engineering Team at Hyundai Mobis

IAR Embedded
Workbench

ThikZeedR

MOBIS:

PREMIUM IN-CAR
AUDIO SYSTEM
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: _ . MARZERE
— NBEEZ Eone ~ > Security from

T 5% == > Pre-certified /// Inception
ompiler anc RAEAN@mE build tools EMREY

debugager toc - firlysE (el // p L|nux build and /
— analysis tools :

SUPERIOR A DEDICATED FUTURE-PROOF
TECHNOLOGY TEAM PRODUCT DEVELOPMENT
Our technology enables the best We help the customer to be We aim to be a supplier for
possible product development. an experlin their area. future-proof product development.
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IAR C/C++ #RiZesB1hb

ZIERRE AT BCRHE

e
A IBESETEIL EXESIZE

ISO/IEC 14882:2017 (C++17)

ISO/IEC 9899:2018 (C18)
ANSI X3.159-1989 (C89)

RS HEBE
Ek - BEAER
ﬁﬁ%j(/J\_JZL Categony: : IEEE 754 standard for floating-
mJ‘ AY A% R &Mum_mecmp“m point arithmetic

General Options
; 5 =<

Options for node "welcome”

Static Analysis Discard Unused Publics
C/C++ Compiler
Aszembler Diagnostics  MISRAC:2004 MISRALC:1998 Encodings  Exra Options

Sﬂxrtn[;m:erter Language 1 Language 2 Optimizations Qutput  List . Preprocessor 1§ﬂ:%§ E/\J I gljj %\E 0O I J/\/( ’: 52 i-li”, EE\U Eit %/\/\ ;75%
ild Acti Lewvel Enabled transformations: ! =1=} viu = B ==
Tﬁ og ——|'$ B% E:'ke:‘-‘?ho"s () None Common subexpression elimination == 35 j:I %U P':'ﬁ % /E‘” ”it E 'Tq: : : :
£4 Debugger O Low Loop unvoling Plum-Hall Validation test suite
§E 1% JEH E/J 1J(; E% et O Medium Code motion ° Perennial EC++VS
I Simulator (® High Type-based alias analysis . Dinkum C++ PrOOfer

Cross call
Cross jump

Size ~
alanced

AEREH R E G
>500,000 1T C/C++ A B # &=
E‘éiﬂ
FEEE%EE_E
solEAR AR T
1E1 EE 4R

BB BICHERIAREL 7
REARREILE - X

E{CERERN
= - oA
R RN IR
il

INNIZRE 2 B VS &

OF. I | Cancel
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« Option > C/C++ Optimizations > Level > High > Size

« Function Profiler > #pragma
— #pragma optimize=no_size constraints

@ IAR_DevCon_Arm - IAR Embedded Workbench IDE - Arm 8.42.2

3 oo > ~a|

w | Terminal I/O

| 1l
MR- R

v o X

?(J Output:

Corelark Size
Total ticks
Total time (set:s)
Iterations/Sec
Iterations

Memory location

Compiler version :

. STACK

© 838829470

13.106710
152.593590
2000

Log file: OFff

2K performance run parameters for coremark
EE

IAR ANSI Cr/C4+ Compiler V8. .42.

BEARRE RS (Size| + Speed?)

CoreMark 1.0 Benchmark - ARM: ST STM32F407VG (Cortex-M4) 64 MHz, EWARM ver. 9.10.2

Code (byte)

Data (byte)

Tota (byte)

Size ratio

CoreMark/MHz

Speed ratio

18,173

1,561

19,734

1.00

1.10129

1.00

17,737

1,563

19,300

0.98

1.258277

1.14

17,087

1,038

18,125

0.92

1.581696

1.44

16,787

1,038

17,825

0.90

2.211457

2.01

20,607

1,038

21,645

1.10

3.45157

3.13

16,579

1,038

17,617

0.89

2.100296

191

16,655

1,036

17,691

0.90

2.418866

2.20

File Edit View Project Security Debug Disassembly Il-jet Tools Window Help
DOER@ = XEB0 9cC c< Q> %K*EKBO>RL BB =G CcO.
Workspace ¥ B X | Optimization.map core_main.c core_statec
Optimization - Debug
. 175
Files o .
£ B1IAR_DewCon_Arm 177
® Application - Debug v 178
@ Bootloader - Debug v 179
@ C-SPYMacro-Debug v 180
|- @ C-STAT - Dehug v 181
@ Library - Debug v VAN Dragna optimize=no size cc
® Optimization - Debug v 183 [] enum CORE_STATE e_state_tr
-_App 184 r\riu. *g instr;
o] B d 185 [cT: WI:: NEX l SYMBOL;
-S?aﬁ:tru 186 enum CORE smn— state LEVEI
I—FI-_Oi ::l lS?_:J for( ; *m'r‘ && !
;_@ugut. izai 188 NEXT_SYMBOL N one
| phimizaton. map 189 if (NEXT SYMBO
{# [J Optimization.out 190 :
191 vrear, LOW
192 } d
193 [H switch(state)
Overview Application | Bootloader | C-51. Me Ium
Functon Proie High > Balance
OTEF o
-High > Speed
Function PC Samples PC Samples (% g p
Fl__core_state_transition | a3sosl 21|
v| core_list_find 23200 14 \ngh > Slze
v|  matrix_mul_matrix_bitextract 18389
9 crous 18305 11 H|gh > Size + pragma
v| core_list_reverse 14561
V| matrix_mul_matrix 12850

Debug Log

. High > Size + pragma
+ Multi-file

16,587

1,042

17,629

0.89

2.440968

2.22
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File Edit View Project Debug ljet Tools Window Help
£ C - - | B 2 B
Wg*ﬁﬁgﬁ (haom@ =2 % BE . DcC < QO 5rECBONE RO=64d0:0 3 il @O a0
a Workspace ¥ B X | coreplexip_welcome.c x «¢_stat.c plic_driver.c init.c welcome.map w || Disassembly v 3 X
RTOSA#5HE5! - e ° Stack
AR Debug . main() 10 Goto | < Memory @ > .
=] - 119 PWMO_REG(PWM_CFG) = 0} ~ Di bl . - - S
*EE k ﬁ%ﬂﬁ-ﬁ( rac e) Files o . 120 PWMO_REG(PWM_CFG) = (PWM_CFG_ENALWAYS) | (PKM_CFG_ZEROCM isassembly Location Data Variable Value Type Frame ~R ﬁaﬁ
=) @welcome - Debug v 121 PWMO_REG(PWM_COUNT) = &; 4040032E 157D c.addi a8, -1 Ox00002710 | 10000  int /.
M bsp 122 ] ©x80@GRFEA @XCDCDCDCD
‘ [) fe300prei_d... 123 // The LEDs are intentionally left somewhat dim. 40400330 @65 c.addi a2, 1 @xBOPORFES OXCDCDCDCD
| Rinite @ 124 if(b > @ 8& g == @){ @xBAGGRFEC @XCDCDCDCD
‘ B plic._dri 2 . (0 48400332 01061713 slli a4, a2, Ox18 @XB000OFF @XCDCDCDCD
t kel plic_driver.c 126 [1  while(1) { 49400336 8341 c.srli a4, ox18 Bx800POFF4 @xCDCDCDCD
}‘E\‘_:CStﬁt 127 volatile uint6d_t * now = (volatile uint64_t*)(CLINT_CT 40400338 €719 c.beqz a4, x4BAEA346 erocorallocncsec
\ [ c_stat.c 128 uint64_t then = *now + 1060; 4040033 01051713 175 a4, 20, @x1e OXBOGORFFC 540002
129 while (*now < then) { }
o 5 4940033E 8341 c.srli ad, ox1@
oreplexip_...
e . -‘ﬁﬂ? plexip_ 1310 (> 0 BR b =< 0) { 40400340 E319 c.bnez a4, 0x48489346
* _tﬁ%*ﬂ /E CLput 132 re-; '"**"
£ I B/ == — B welcome.map =5 gri 40400342 0585 caddi a1, 1
— 2a [ welcome.out 134 | } ’ b--;
#ﬂ I ﬁ | 135 [-] if(g > 0 8& r == 0) { 484009344 167D c.addi a2, -1
=< E 136 g3 PWMB_REG(PWM CMP1) = BXFF - (r >> 2); Watch 1
137 b++; Expression Value Location Type
138 | } 4940034A 01659793 s1li as, al, ex1e i ;
[weicome C1sd HEsTEg=9 sosoosae  g3c1 carli a5, 0a0 ; ST I T
140 rt; 40400350 8789 c.srai as, 2 g 3 32[0:15] wint16t
Registers 1 v ox 141 b--; 48400352 BF1D c.sub a4, as <click to . -
B < | Grou]PWH B 142 - : 40400354 20005757 1ui a5, 0x20005
-f ) ° ::i 2pave3ss 2478793 addi as, as, ex2a
4840035C €398 b a4, @(as
mme | Value | Access 145 PIMB_REG (PHM_CMP2) FE- (g o> 2); e 2] Do e =
[# PWMOCFG  @x000e14e0 ReadWrite = OxFF - vy 2)s | L = g 5
£ PIME_REG (PHM_CMP3) (b )i 4B4003SE  OFFOR713 1li12 ad, OxFF
PUMOCOUNT 0x00000077 ReadWrite 147 res  o10t100n 11' o L E" 7o
PUMOPUMS  x00000080 ReadWrite | < > v e s Ch Eh st ok =
[ PWMOCMPR  Ox@00000FE  ReadWrite — c.srll a5, mae m JT
¥ PWMOCMP1  Ox@00000F3 ReadWrite  Terminal /O v 3x 4e400368 8789 c.srai as, 2 Variable  Value Location Type
& PavockP2  0x000000FC ReadWrite  [gupie Log fle: Off Cmndsd BAD G CLEE 1| I 10000 x80000FEQ int
[# PUMOCMP3  0x000000FF ReadWrite A040036C__20005707 Lud 85,_x20005 r 50 a1[@:15] uint16_t
Welcome to the E31 Coreplex IP FPGA Evaluation Kkit! Breakpoints v o X g 13 ae[e:15] uint16 t
X b ] az2[e:15] uintl6_t
T Location Extra = -
ype = now OxB200BFF8 a3 uinté4_t volatile *
S V4 z @ Code  coreplexip welcome.c:124.3, type: default (auto) L 1921881 OX20PBFFE uint64_t
@ code  coreplexip_welcome,c:144.5 when "r % 50 == @ .., then 1920602 t2:11 uint64_t
’ () code  coreplexip_welcome.c:139.5, type: default (auto) *ﬂ —tﬁﬂ gﬁ ;,ﬁ
Input: Ctrl codes Options... .- E ; 2
. 24
Buffer size: 1) E iﬂ
Build Debug Log
Ready Ln 142, Col & UTF-8 CAP NUM OVR
- - - -

GIAR
SYSTEMS



@ GPIO - 1AR Embedded Workbench IDE - Arm 8.20.2

A ST LE C-STAT - BERRERRRIBAISHNME o o

Workspace Stm3 21 nu stm32t4x_hal_gpio.c X v | C.STAT Messages

(STM32F4us Nucko )| seventy: [l Messages: 80
Message Check
= RHS srgumentis ininterval [3,NF] which is out of range .. ATH-shiftbounds
m RHS argumentis in interval [0LINF] which is out of range .. ATH-shiftbounds

MISRA C:2004, MISRA C++:2008 and MISRA C:2012 ’ |
[ioa Jmmwﬂ.‘,...E,kmmp,c,@ S| [ 2 s amens nenal(aEhich s oot . AT s bonce
Common Weakness Enumeration (CWE) and a subset of CERT C/C++ T b R I e el At i

: = RHS argumentis in interval [LINF] which is out of range .. ATH-shifrbounds
Hide Llocate Back Foward Home Pint 11 stm32boc_hal_adc_exc (B messages)

S
i STM‘BEFélxx Corterts| e | Search | Faveried] - Q:E argumen:wsmm:er\/a: {g:mgw:m: is nu: uz range ﬂ:—s:\g—suun?
arnple i srgumentis in interval [LINF] which is out of range .. ATH-shifthounds
° Son ‘E E/J % % EJ L Tg E %E % 7\3_ 1% ﬁq Typeinthe konmordtofind IAR Systes L m RHS argumentis in interval [1INF] which s outof range - ATH-shiftbounds
/ II‘ N PRRIvndearpes i m PHS argumentis in interval [LINF] which is out of range .. ATH-shiftbounds
= RHS argumentis in interval [1LINF] which is out of range .. ATH-shifrbounds

- >-STAT checks - D of checks : ARR: = RHS argumentis in interval [INF] which is out of range .. ATH-shiftbounds

’ = > -+ & S T = [ Y ARR negindex § 11 stdetb hal_dmac (27 messages)
~: ARR-uninit-ndex
L 7 E U ’ i& ? Fﬁ ﬁn B% * E % g U s gt b 11 strm32thoc_hal_flash_exc (1 message)
§ ?__r A/ &l vl E% E S m T 17 X + IK; i AR E e oe bose CRUN opesio) ARR-inv-index-ptr-pos L m PHS argumentis in interval [0INF] which is out of range .. ATH-shift bounels
{ ptr-p 111 5tm32f40¢_hal (3 messages)

: i i
«( A ﬁ kY fce_bounds ( Synopsis i W Amay pointer GPIOX is accessed with index [32.33] whi.. ARR-meindex-ptr-pos  Medil =
I j _make_bounds (operator) A pointerto an array is potentially Used outsid the L. m Amay pointer ‘GPIOx is accessad with index [32.33) whi..  ARR-dimsindex-ptrpos  Medil
-/ \ H M L | N\ A point v is b Iy 1 p 2 ptr-p
7FL\ }EE | 70\ [l cnarecer consiris array bounds 11 stmi2ido_hal_rce.c (22 messages)

S 11 stm32foc_hal_roc_exc (7 messages)
Enabled by default m RHS Arriurent s inintanal TNELwhich is oot af ranee ATH-shifthnones

SIBHO MBI . :

SeverityiCertainty

aem
25 filename extension)

|_esm fanguage extenson)
5am. __asm flanguage exdension) ediumMedium
Assembled Ines only (Includs liting settr

*ﬁ I C R N j: |J E 7 ] $ _b H:I: /_ \ij: % E/J +H 20 petiorters Full description
\ 7 E _5:1 fn?;“e‘j‘?n’“"“ Cor A pointer to an array is potentially used outside the
l ’ k ' i l t ' | | | giniine
71\ E VARSY / ) l:l N GPI0_OToggle assembler commerts, text syle in sdtor array bounds. This might cause an invalid memory

ssembier cotro diecives access, and might be a serious security risk. The
Build [assembler dagnosiics
= assembler drecives application might also crash. This check is identical to

assembler conrol MISRAC++2008-5-0-16_1, MISRAC2012-Rule-18.1_d

nds checking, arithmetic, heap and memory leaks checkin g | R
9, ) P y g naang oo || s s e Coding standards
pdaing buld 2| | | CF) drectives for tracking resources an CERTARRA:-C

Starting C-STAT CFl for stack usage analysis)

EE‘ — E kY VAN .\.}-L m:;” im e ng'g”a”‘:;agiﬂ”fzwmcmmmm Sﬁa‘rma::'e:‘(;at copies are mads into storage of
RF|ETRARE - Blof8FRETIINRE el | L |
. e || BRFY S R AE R TE A R FERHY REE51Z% 1 ( Common

FREADELMEE BIBERIRREROELERIE & Wemkness Enumenstion | CWE ) + 4 LB 31 7201055

BIENER i 125 EERIREE3% - 2019 CWE Top 25 » Z3IE—HEERERES

=S IRARENAERS - MEHNECWEET8FREEEMNZS
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° EIK E‘g E?] FET *D TSIZ ?ﬂﬁi?% Get help from technical experts

Ensure code quality in your time zone. Support

- IAR 2laEAENREKRE - RREHBRBIORERARTE - IFE centers covering 9 languages
1TGoogle X Stack Overflow SRS HEEZ Ease your Cormrany. Brbell and Swedon”

— IAR $@3BPlum-Hall - DinkumwareFPerineal EZEHLARMEFRE [

- T3 EERXRARRE - FAEESREFREBENRIMT<E

— TEHIZEHands-on FI#RERZ - BEIB B RE _ EFEWARM Meet your product

roadmap goals

C | & Secure | httpsy//gcc.gnu.org/fag.html#support w0 ©

How do I get a bug fixed or a feature added?

There are lots of ways to get something fixed. The list below may be incomplete, but it covers many of the common cases. These are listed
roughly in order of decreasing difficulty for the average GCC user, meaning someone who 1s not skilled in the internals of GCC, and where
difficulty 1s measured in terms of the time required to fix the bug. No alternative 1s better than any other; each has its benefits and
disadvantages.

IAR vs. GCC

o | Fix 1t vourself. [This alternative will probably bring results, if vou work hard enough, but will probably take a lot of time, and, depending
oI Aty ot vour work and the percerved benefits of your changes, your code may or may not ever make it into an official release of

GCC.
¢ Report the problem to the GCC bug tracking system ang hope that someone will be kind enough to fix 1t for _\fou.l'\’\7hi1e this 1s certainly
possible, and often happens, there is no guarantee that it Will. YOU sHOULJ NOL expect Uie same response mom this method that vou would

see from a commercial support organization since the people who read GCC bug reports, if they choose to help you, will be volunteering
their time.
» Hire someone to fix 1t for vou. There are various companies and mdividuals providing support for GCC. This alternative costs money, but

~ GCC: BfTEEHSHELALRIEI
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/L,\ I]"Ej u}]ﬂ uj F ?E: Z%Q /HE % Eﬂ: pay E\ ; i< D\ = EEjE u}]ﬂ uj F ?ITI::;";;F’T&": Nespresso Prodigio

1‘;&, EI: "Ej | OT 1% =4 S 47 Ba E and Jura E8 coffee machines

— B — BB B FREERWI-F - 812

« Jeep Cherokee hacking
—- REETEE BAE

« Home loT hacking, CCTV
- MR EFREREERZEAR B

& AEMNE « RENEERER -
u}Juﬂ?F’fAzLﬁ?iEﬁﬂéfCE’\Jﬁi\ﬁnx H15
gﬁﬁ ZOEVIS INEIP AT B R A BB o] DUIE
|'e

(https://youtu.be/MKOSrxBC1xs)

BEEMMNE - B BEEERE $E.5F|:|
MNZEX
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https://news.ltn.com.tw/news/world/breakingnews/3317808
https://youtu.be/MK0SrxBC1xs

SEIBGIMEINL AR RELZ

« BREBBITEIKR 2020 F 6 HIRZER ETSI 3210 155 Foundational Cybersecurity Actvite
@3B EER Y BRE 2R EEN 303645 |
- REEMRAREARBH SV AR EE LA BRIRE s
« TR UK Department of Digital (DCMS) —June 2018 ETSI EN 303 645 v2.1.1 20206

- 13IBLEEET  REBEZLHBENRELZZHEP
MEHE YA EmABERERBZ 2T A%

ETSIF ) D=
‘\\\, /// ULS. Dopeximart of Commaves

o E[E|US Government

— E[R2020F12H4H E 1T S (VB RREBRELEE)

— STEIERBIB IS EUTF AR AR B Y I 4958 %% (10T Devices ) il
TE [ AZAEEZIRE

EUROPEAN STANDARD

CYBER,;
Cyber Security for Consumer Internet of Things:
Baseline Reauirements

* NIST : National Institute of Standards and Technology -
GIAR
SYSTEMS


NIST.IR.8259.pdf

IAR IR ESTEMRERBRNZ IR

A
IAR ZEREMADERELCHEZRTEIP RIRNEXTE
R E
— Embedded Trust © ez —
o HELEHEAERIISBM « 2GRS NS
— C-Trust o
o FRREANRBAETERNEE - IENERARER
— Secure Desktop Provisioner
o ZriElhssBEREIEELTEE .

— IAR Embedded Workbench O i
o TTEPIC/IC++ fRma=MPRis LB 7 E SIS

— C-STAT (< S
o EMERZILIERREPHNEEENSSHLE
— |-jet — ’

o ¥RBRNTERIES -

I"‘\:—_‘/{I-\.___ i __.:.l\.- _,--"I

Secure Thingz
Simply Secung

IAR INCEPTION SUITE
REMRTR
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NXP Rt EE e B AN L IR

- NXP IR ZEREFEZMNETER(Root of Trust)
— EEFTELENMERIID S22 HDevice ID - FHEMEAEH E’J%f@% 4 II8E(PUF)

LPCMCUs &

MCU — PUF
(SRAM “$54L")

SRAM Cell: KSRAM Fingerprint \

000.2.0
0@ e Co
O
O. OOO.O.OO
o 0. O. OO
- o

Figure 1. PUF principle based on an array of SRAM cells
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ZxREZELIERE

EELTRNE
BEIEZE SBM,

FEZEAX RV
(Secure Context) e e

BIEZEAN - BELZEZRIENEIEEE (Secure Boot FEHRRERBREMARERER
Manager, SBM)i f§BC(Provision)z% &

ity Context
=y SBM
R
.
‘—h—.—* - p—
2 f= : R 5 5
i: = = = %f “’.\ B s OO ,11 7:”] o) ER%
= oy =W (Mastered)
i 0010111100 F‘E— }Eﬁ %EDE:_EC
70N
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{F FHEmbedded Trust 1 C-Trust
REESE RSt ) A

AL 2N

EELTRE
=IH23 SBM,

FIEIER
=

FRZEANX

(Secure Context) 1SERE0 1

ZERRAR | ZERI & NE=E fREE | 15 (4 52 2= A0 [ P
fafc(Provisioned) g ZEMAX 2BIRAS (X N) ERREE
MCU Security Context

- BREZERMEEERNEIZLL

T
=
=
Ny
e
HO

« Embedded Trust REAZEAXRZETFEE
KIERENAFEE

e C-Trust I2ffEmbedded Trust JIBERFE S, ¥ 1R E B2 =0 B 38 P& B AN 22 (8 2= mn B 28 B HA VT
(=
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Z N X (Security Contexts)

. (RERARSFET R BB LA
. B EE: o x

o 7][] TR ?LA %D fEE'\ A Select a secure template to base your Security Context on

—> Production Control and IP protection only

° }\ Enables signed and encrypted updates for IP prote(nc;n, no identity
E A informa tion

o =/1 1% '_‘_l: : /Hé —> Identity, Production Control and IP protection
HR Creation of an identity chain and enables signed and encrypted updates for
{E (] Y IP protection Security Context
- [ER? I(}E% it AE AL )
Uy < ——
/GA + ILIE — Cloud Sen| | Provisioning Settings
a2 Regist . - 5BM Security
° =}-L / \ i A Memory Map Bro
p ope ty' Value
i~ Internal Flash £ device update keys o

SBM Configuration

« Embedded Trust T2 i E R iHFBN R FHE F 3l R
EZMNIEELZEANX ="

- BEENEENLZZREIEIERR
— 7EE : C-Trust ,.\\/£EJL¥)?E’JEE§E\WY (AR et
FE PR SRR B Y )

Cancel
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A -

NXP PUF W EE AR TEE ARV IR IEmELhE

« Embedded Trust 2 #TARAN1.53 32 iy comen
}%NXP PUF Prov;s;;ngljcuriw SBM Securlty

Memory Ma
ry Map Property Value

v
. FRBZ 2 W SCELFENXP PUF
A RAM SBM Secure Partitioning Active True
A SBM Configuration Forward Hardfaults to the Application False
Enabled

— RProtect Provisioned Data (fR:E5HC entty
= \In N oo N Security Defaults Permanent SBM Lock Down alse
ERNREE D - ZEHEncrypt and Sotwes Updas Encrypt and Authentiate
pdate Keys Provision device key |Disabled

Authenticate (% M5 15ReE sens mw _
g [Encrypt and Authenticate |
— £/ MCU B ERZ = &I (BIANXP

Debug Port

PUF ) fEf&fc(provisioning) R :E 25 %0
ST 7= It 7AA °:§;f§:§§°

— ZERIENEIEES(SBM) oI IEETIE
ZEFRPWERENTEEC EIE —

Allow a device-spedific hash to be generated for provisioned data which is checked at
boot-time by the SBM, Alternatively, MCUs with suitable support allow provisioned data to
be encrypted and authenticated (option displayed in dropdown if applicable).
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Z TR EIEIE23Secure Boot Manager (SBM)

« /5 MCU EH2 KRS EMR(Root of Trust)
— (RIEZRE RN EN B2
— {Ri& MCU X BEERRRA
- AL Z B Fhitks

. %“EﬂEmbedded Workbench T EEZESBEEL - AR ERL
FANXN—IZD
— BHEEZEINE  HIt oSSR EmETEBNEEE
- BERIERL 2 MCU MN[ERS - BREZEZEmANREBLUKEE MCU 2% My
0T J
- EIREREA0En

Boot

« SBM NG EAEIVIEHTEN ABl /TH - oJHILEKEZ E TS
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t5HC (Provision) MCU

e GettingStarted - AR Embedded Workbench IDE - Arm

g BC(Provision) NMEEZ1E SBM M5 EEExFFlash
File Edit View Project m‘ CMSIS-DAP  Tools Window!
SEFRY TR B ESENT S HERFEREFUEAEEROER DORA & 8 o N

Workspace Master

4, Export Direct to Production..,

. ERMEE SESBTUESE  AEBE SBM —EWIEREMCU fFlash e e ._
=] Ipc55sbm - Debud 4

= 5 SEM N q
| EREEENN - MCU REHRE - ZANREBEEREL 88 Lomr Lo
SBM %DTEEE%Q?JEE’\JFlash (&8 32 15 4 $H B

“FEZ £ EZ Flash (2R E
B THIE A E i
hMessages
Security: Provisioning image ChUsersh, YDocuments\AR Embedded Workbenchisbm\DebugiExe\lpcsbshm srec
Reading serial ID from dewvice ...
Device serial 1D: 0x3CE43765FADECYS487BCEBBCDA858EEIF
o El E/] Ay WARNING : Device provisioned with development keys, Not advised for production / operational use.
ZZHRY Flash = Iy :
fggg “ga | Records in Chllsers!, nOocumentsi AR Embedded Workbhenchishmishm_records\Dx8c843765falecd5487bchhod4858ee 3t
=« Flash BCA43 pem
TEBEF.pem
| mmeEm | 72818 pem
<
= Pt
ZERENEE
=}
22 SBM
o = 5E 4
ZZHAI MCU EicBERIMCU
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ZERE)EE2SBM DIKFE

« (EIIMCU ®B4ER) "FERETVE

MZERBETRM  URFRIEREXARERNEE |« o

AMINE

- BB AETCLENERREIE - SBM E4ht8H#E [0 smrme 1.2.3>1.0.0
(Hash) i HEGFREZZIER ( RFREANAFZF ) FHE %imﬁﬁﬁbw

E e N
 Untitled 0 - o X%

" 2(:% FI- Edit Connection View Remote Window Help
fi %BM\/ < EE'f%JEﬁ SBM ‘ ::a’:a % 9

5 [CEM] ~
$[OEM] SBM wi.l: Jan 26 2021 16:37:11

% [CEM] Configuration parameters:
S[OEM] SBM BOOT_STATUS TRACKING: 1 E¥ﬁ' ﬁ H&ZIK

% [CEM] 5BM_RECORD BOOT_TIME: 0

[OEM] Executable: 0x10000 - J 47

Y - LRRBARIENG POEAABERER | oty e

C

Z[0EM] oem boot_status(6) called: implementation 4 e supplied

%[0EM] Updates from version 0x3010000 to 0x3010203
% [CEM] oem boot status(7) called: implementati

5[0EM] Installing version 0x3010203 _ Eﬁﬂ ?ﬁ'r_ﬁﬁ %E_E

3[0EM] oem _boot_status(8) called: implementati

o /II\ |:| $j-l, ?i' % 1£|<:Té %1 %@ ;§ E/] Eﬂ E'% ﬁ éi\ E ¥ﬁ' SHZ'KL -*EDE i{gg} Eziiﬁicif::iiziza called: implementati m?ﬁ T—-I—% AR ”E-

— ERERANEBEEFTNETEERNANEFNE - WiHHA SBM ABI £{o i e o venien g

7 [CEM] |
%[CEM] Checking executabkle signature

3&1—I§;‘i commszolosl-rm ' ® 7 ORIS & DIR @ DCD v
_EHERE  ETSORBNEERETEERXBEMMUNGT e
_ L BB 1T S B (5 L 28 B AR B EE AR AK)
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Getting Started &R

AY
‘/\\‘5

3})‘#}

=Y EESTNE

O

iR rEENEAE

— HInformation Center & A &2

- ENZE=REIEESMERNE

EANBE

+ L

AN X

1Y

AR Information Center for Arm - Example projects X

IAR Information Center for Ar

EXAMPLE PROJECTS

1AR information Cente for Arm - Example projects X

IAR Information Center for Ar

Embedded Trust examples

AR Information Center for Arm - Example projects X

Embedded Trust demonstration applications

Installed example projects

Geting Started

©  Embedded Trust

Trust

Example projects that can be downloaded

Info  Open  Name Description

Application secured
with Embedded Trust

ATSAML1E16A

~ Appication secured
© reossse i Embeaded Trus
) Appication secured
©  Leessszs with Embedded Trust
Application secured

©  ecssses wih Embedded Trust

’W‘ Product explorer
.'i,j User guides

Example projects

o
/vﬁ Integrated solutions

Hardware solutions

O © mmxrriosaccea Appicamn seciind o
< >
1A TE KR
mH Options for node "GettingStarted" X « Untitled_0* — O X
% S 2 “7:”] /rh\/‘_’\_ [==>] M t ,,E f 1% File Edit Connection View Window Help
—_— 32 A% % 317 = =
L ER ( as er) :I: Category: R N - = u 5 7 Y N
: Factory Settings ‘ ‘ ‘ u r = ¢ b HEX
%General Options — & 2 { A
Security New Open Save Disconnect Clear Data Options | View Hex | Help
Static Analysis -
Runtime Checking Embedded Trust - The following commands are supported:
=] ji faxfanill =] =] /\ C/C++ Compiler - Command: a - Report application status
IE /\ Eﬁ E Assembler [ Enable - Command: b - Report SBM status
Output Converter = Command: c - Report provisioned identity chain
- oo N Custom Build Secrry Coniedt S Command: d - Run device ID test
|—“—‘| ~ = :H: A RI LB AN I E Build Actions [ LpC55569_profile-default 2 - Command: e - Check update slot validity
E IE /\ | ~ E Hb Linker - Command: £ - Run API failure callback test
Debugger = one - Command: h - Show all commands
Jew.. View Clone..
Simulator - Command: i - Install update into executable slot
CADI - Command: p - Run public key test
CMSIS DAP Application version: = Command: r - Reset device
GDB Server - Command: s - Run shared secret test
I'JEtk - Command: t - Run Firewall test
7 l ; | D I I I e e Or enC —|— #;n(ef»ﬁace - Command: u - Report updated application status
Nu{mkarls = Command: v - Run signature verification test
N :H: At \ PE micro Advanced Settings... #00: Command completed successfiully #
= NIE8/Y/JBE L'f] ’z % Sp . Ll
Third-Party Driver I\o Iccm:mue please enter another command...
O N + TIMSP-FET
(MaSte r) '{'%ﬁ JEH *EE It E/\J B/% EE 105 COM4 / 115200 8-N-1 @ X ORIS O DIR @ DCD
/0N Cancel Connected 00:58:31, 16383 / 1 bytes @RX @C5S @DR @R
- - - -

\wr
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NN% %22 (Mastering) FEHRZE

+ % 2 Mastering) AR ARG - 7 e o
HEZEZAXFHRE - HHETHZSNNE  mmw
_ RN ANEBISER 4 BE MCU SBM FRfE RN
SCARVLES - FEFIR2 Tt A BEvR N 1
- ERVH rZ22REVEE - £EEEAENRSE R
#1712 %% E (Mastering) - J7NO] FE)#IT BEEHE
R s 52 . . i \ Z 2RI FEIEZRSBM
- ORI N0% %2 & (Mastering )E’JEﬁHk‘H’E%@’K% BELLEREET
S%h(aﬂwup) 2l Bk MCU LHIFFZZ @A ERR 5351 Flash chLL 8115
as
- ZREDESRSEM BEETHE  REURLH
AR e
Z2SBM
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S EREFARSEREENS

EHENEXR

@ GettingStarted - IAR Embedded Workbench IDE - Arm 8.50.6

File Edit View Project | Security | CMSIS-DAP  Tools Window

R = = B Frovision
Workspace - Master
LPC*PRESSOS5SED o, | Export Direct to Produdtion...
. Export to OMS..
Files

- Export Application...
=l » GettingStarted - L port Application

B Getting Started
B Output

i )
i

N
[

>
ok

Hil M=

ZTREEIEZSBM BEX

e GettingStarted - AR Embedded Workbench IDE - Arm 8.50.6
File Edit Wiew Project | Security | CMSIS-DAP  Tools  Window
DOk = X%

Workspace

Provision

Master

#7 Secure Thingz 22 %1%
(HSM) &L Z15FC#s (Secure
Desktop Provisioner)

Secure Desktop Provisioner
L iahceR

LK -

Export Direct to Production... |

Export to OMS..,

Export Application...

F— DO shrm.ipct
B Output

e
« ZXMH SBM #ACiREa
o ZHRIEHE

+ SHIE SBM NTF

. DRI ERBARR 22
. ERERIRARE L HRE
. BRYEREBNEE

HHER Scure Thingz Z&3%
# (HSM) At E 4 E R4

| ™|
L |
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FEEIR1RE - IAR Systems

Technical and Functional Specifications

Microcontroller

Memory Expansion

Connectivity

Debug

Sensors

Audio

Expansion Options

User Interface

LPC55S69 dual care Arm Cortex-M33 microcontroller running at up to 150 MHz.
Micro SD card slot (4-bit SDIO).

UART and SPI port bridging from LPC55S69 target to USB via the onboard debug probe.
High and full speed USB ports with micro A/B connector for host or device functionality.

Onboard, high-speed USB, Link2 debug probe with CMSIS-DAP and SEGGER J-Link protocol options.
Hardware support for external debug probe.

NXP MMA8652FCR1 accelerometer

Stereo audio codec with a line in/out

MikroEletronika Click expansion option

LPCXpresso-V3 expansion connectors compatible with Arduino® UNO Rev3

PMod compatible expansion / host connector

RGB user LED, plus Reset, ISP, Wake, and user buttons

IAR Embedded Workbench for Arm (EWARM) k7K 8.50.9
Embedded Trust & C-Trust fk7A1.53
FEEM : NXP LPC55S69-EVK
Debugger : A#ZCMSIS DAP
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« {FFHEmMbedded Trust £l%Z SBM i iE5HC 3!
NXP LPC55569

1. £ZEAXH SBM B
o HBBHREHZLACIXNENFEIR
2. 43 LPC55S69 iZ1/FMAcE SBM A& iR/ /&5E

o EFHC-Trust I1E%E (Master) FEFHET
1. RERAEANEZENLZZEARAX
2. TN#Z%E (Master) FEFED
3. 818 VCOM/UART ZInIEEHE - MELE

B EIEEZRSBM PTIR R IBEZ =I5 A% CMSIS-DAP &8 THEER
LPCXpresso55S69-EVK 1
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&,

JEmbedded Trust El|Z SBM 3

/teBCE] NXP LPC55S69

=2 TESBM

refc

e FEIISBMEZE

» Options > General

- #1TSecurity >
. Project > Create | OPtions > Target ST
New Project

1. B LZ RN Provision
1. ZEHINXP 5216

- R{FESecurity

i'rL = A\ ° GettingStarted - IAR Embedded Workbench IDE - Arm 8.50.9
2 . ER /:E ﬁ E P EI ;2 File Edit View Project | Security | CMSIS-DAP Tools Window
x MO RS = {8 eoision
. 2. R{FETrustZone e —
Tool chain: |Arm = | R " Embedded Trust Tt “1% Export Direct to Production...
F'roiecge?lattesr — Target Output Library Configuration Library Options 1 = Fils Ewo:to O‘Mstm
. | rojec xport Application...
| asmwp I Processor variant Security Context 5] v ySBM - Debug S
v+ Core Cortmx-M33 |
C
) DUIE [T, G+ with exceptions and RTTI] * Device NP LPCS5569_cored T et b S [ mew.. | Claree...
i 21 Externally built executable b :
- ecure Boot Manager CMSIS-Pack None A Build
Lo 2 Emply CMSISPack project Secure Boot ! '3'393’ 531’"95 Messages
Endian mode Floating point settings Property Vale ) o
SEBM Basic Configuration Security: Provisioning image CilUsers\BenTs\DeskiopWestC
11l P VFPVS single precision e | o Feeading information from device for use in provisioning
Riq 3 orart Spo e fratel Faloe Davice senal [D: 0x7359CF081 378FF5445925577BFE5F330
Diescription: aie vs-relsburevsiots A\ WARNING : Device provisioned with development keys. Noti
16 Apphcation Update Settings
Creates a new Secure Boat Manager project using default taol settings. e Sare updete n external flash Fabe 9 Fiecords in C\Users\BenTs\Desktop\testC-TrusfLPC55S69_
ATrustZone pdate lader requred :
DSP Extension Uodate mechanisn Full encryption
e R e Mode Secure Number of grow updste key
Ok I | Cancel o Nurber of devior-scedific uodate ) N
- - - -
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C-Trust &%

52 (Master) fEFE

S

40

-

Z 70

HITHERRZET

« Options > Security EH
1. ENZEAX

2. #HATEFEREIVMRA
Embedded Trust
&1 Enable
Security Contest o
HySBM_pruHE—dEhult [
Wiew
Application version:  1.1.0

« #1TSecurity > Master

© GettingStarted - IAR Embedded Workbench IDE - Arm 8.50.9

File Edit View Project | Security | CMSIS-DAP Tools Window
D l‘j ] ﬂ E b Provision

Workspace B master

LPCXPRESSOS55E9 3. | Export Direct to Production... 1

. Export to OMS..
Files Evbort Abolicati
_ 0 ication...

Sl ® GettingStarted - port App . ,
i GettingStarted . 4  IMPORTAI
B Output “{ e

 #H TDownload and
Debug

SIAR

SYSTEMS



mes nE
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I A7RE0 » IAR BltiRETSENE T EE
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e |IAR ZE iR E NSV HANIREIER TR &
BIN=E @ S5EZEESREWARM HEIRIE
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HEAE ™

 EWARM |
— https://www.iar.com/iar-embedded-workbench/#!?architecture=Arm

Embedded Trust — | —
— https://www.iar.com/products/requirements/security/embedded-trust/

C-Trust —

— https://www.iar.com/products/requirements/security/c-trust/

Security from Inception Suite

— https://www.iar.com/products/requirements/security/security-from-inception-suite/
R 58

— Getting started with C-Trust

— Secure Desktop Provisioner with the NXP LPC55569-EVK board

IP (RERIMXE
— https://www.lar.com/knowledqge/learn/security/ip-protection--essential-to-protect-your-
business-and-your-customers/
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https://www.iar.com/iar-embedded-workbench/#!?architecture=Arm
https://www.iar.com/products/requirements/security/embedded-trust/
https://www.iar.com/products/requirements/security/c-trust/
https://www.iar.com/products/requirements/security/security-from-inception-suite/
https://youtu.be/XpKosdraZoc
https://www.iar.com/knowledge/learn/security/secure-desktop-provisioner-with-the-nxp-lpc55s69-evk-board/
https://www.iar.com/knowledge/learn/security/ip-protection--essential-to-protect-your-business-and-your-customers/

Thank you for your attention!

IAR Systems && 72/ 5
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Email : sales.tw@iar.com
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https://go.iar.com/l/223402/2020-05-12/l9tln
https://www.iar.com/products/architectures/arm/iar-embedded-workbench-for-arm/iar-embedded-workbench-for-arm---free-trial-version/

