NXPEAIARESHY
IR ss e hER R =

AUGUST, 2021

x SECURE CONNECTIONS
FOR A SMARTER WORLD




AGENDA

- loTHIEHIREE@EEANXPHERIERR ST
loT security market trend and NXP MCU introduction

- RS R S IR HIIEE
NXP MCU security architecture and functions

- IAR Systems ZEfEASEEE NXP MCU, BIRREIP (RE
Maximize your IP protection with IAR Security Solution & NXP's MCU



0THIEAZ EHEESEEANXP RUZIERR 1T

loT security market trend and NXP MCU introduction

JAMES HUANG

SR REGIONAL MARKETING MANAGER, BL EP GC

m SECURE CONNECTIONS
FOR A SMARTER WORLD

PUBLIC

, THE NXP LOGO AND NXP SECURE CONNECTIONS FOR A SMARTER WORLD ARE TRADEMARKS OF NXP B.V.
ALL OTHER PRODUCT OR SERVICE NAMES ARE THE PROPERTY OF THEIR RESPECTIVE OWNERS. © 2020 NXP B.V. 2




AIOT TREND FOR EDGE COMPUTING

Smart Nodes
NXP I.MX Family

(Machine-learning)
Smart-nodes can
run targeted Edge
applications
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Data Nodes
NXP LPC/Kinetis/
JN/QN/K32W
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Customer Solution
AWS | Azure | Aliyun
App App

NXP SW Platform
Application Framework
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Linux Platform

Secure Firmware

e Gateway
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NXP Layerscape, i.MX

(Control, Analytics, Machine-Learning)
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Gateways are a natural host for

Edge computing.

Edge computing is the application of
cloud technology outside a large data

center.
Network Cloud
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Alibaba Cloud Computing
Google Cloud Platform

. Microsoft Azure

Edge applications can
also run on access —
e.g. Base-stations,
Central Office — costlier
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Data
confidentiality

ESSENTIAL SECURITY GOALS

Counterfeit protection

\ Onboarding . Ever;l/< device has a unique identity that can not be reproduced by an
attacker

Onboarding

Counterfeit = Shared credentials between the end device and the back end system

protection

System integrity

= Trust in the functionality provided by the end device

Remote Secure Secure communication

firmc\lNare Communication = Cryptography applied to the communications for the device
update

Data confidentiality

» Protection of data in the device

System
Integrity

Remote firmware update

= Safe updating of the software on the end device




OVERVIEW OF THE ARCHITECTURES

Security Architectures supported by current shipping NXP products

Add Trusted Execution based on ARM TrustZone® and/or isolation features? on the SoC

Standard SoC with basic security hardening SoC with basic security hardening & TrustZone

g SoC with TZ

Additional features:

@ Allows for RoME Secure execution
S . .
= . gecure goﬁt environment (“Trusted”)
8] External ecure bebug _ External 8 Rich execution
Q memory? . Cryptographlc memory? _ !
c Operations - - environment (“Non-
o + Tamper Detection trusted”)
<
@)
-+
7
SoC with basic security hardening and a SE SoC with basic security hardening, TZ & SE
ke
H O (4]
Additional features: SoC with T2 Additional features:

» Combined features of
architecture 2 and 3

* Tamper Resistant
Protection of root keys
* Credentials can be

Secure securely injected in SE Secure
Element * Provisioned keys are Element Hardening based on TZ withTEE-SW
delivered directly to the
customer through a
secure channel
1) Not mandatory for MCUs/MPUs when they have embedded memory; r

2) Features like RDC (Resource Domain Controller) on i.MX 6 4



1. STANDARD SOC WITH BASIC SECURITY HARDENING

Standard SoC with basic security hardening

External

memory?

Crypto
- eNV

TRNG

SW-based hardening

NXP products that have this architecture

Examples of products

Kinetis KL8x (M0+); K8x (M4), etc.
LPC LPC54S01x (M4),

i. MXRT10xx, i. MXRT11xx (M7)

All i.MX (MPU)

All Layerscape & QoriQ Processor
Secure Element SE050, etc.

1) not mandatory for MCUs/MPUs when they have embedded memory

Brief description
« Architecture with basic security hardening allows for
* Secure Boot
* Protected/Secure Debug
«  Cryptographic Operations
« Tamper Detection
For i.MX and Layerscape products:
« Hash of root keys can be burned into fuses on-chip
accessible only by a dedicated crypto subsystem for
authentication of the boot image

Key benefits

* When comparing to an SoC without basic security, this
architecture provides improved security at multiple points
in the products Life Cycle



2. SOC WITH BASIC SECURITY HARDENING AND TRUSTZONE (TZ)

SoC with basic security hardening & TrustZone
SoC with TZ

External
memory?

Hardening based on TZ withTEE-SW

NXP products that have this architecture

Examples of products

All i.MX (MPU)
LPC55Sxx (M33), iIMXRT600 (M33), iMXRT500 (M33)

All Layerscape processor
Secure Element SE050, etc.

1) Note: does not hold for denial of service, 2) not mandatory for MCUs/MPUs when they have
embedded memory. 3) As it has a Protection Profile available the customer can certify the product

Brief description of additional features introduced
by ARM TrustZone

A level of isolation within the SoC, creating

. Trusted execution environment (“Secure world”) with
full access to the system memory map

. Rich execution environment (“Non-trusted”) with no
access to security critical registers and data

Key benefits (compared to architecture 1: Basic
security hardening)

+

+ + + +

+

Enhanced secure attestation

Enhanced secure firmware OTA updates

Enhanced secure logging in TZ environment

Better protection against roll back attacks

More secure communication to the backend? if end point
IS in TrustZone

Industry Standards Trusted OS providing Global Platform
API3 can be run in TrustZone

8 Pt
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SECURE ENCLAVE
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I.MX RT BREIBSREERIEHNS
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LPC55SXX SECURITY SUB-SYSTEM

- ROM supporting

- Secure Boot

- Debug Authentication
- DICE Engine

- TrustZone for Cortex-M33
- Security Attribution Unit (SAU)
- Memory Protection Unit (MPU): Secure & Non-Secure
- NXP IP

= Defined Attribution Unit (using IDAU interface)

= Secure Bus Control

= Secure GPIO Controller

= Secure DMA Controller
- Cryptography Accelerators
HashCrypt engine: AES and SHA
PRINCE on-the-fly flash encryption/decryption engine
CASPER: Asymmetric cryptography accelerator
Random Number Generator (RNG)

ROM Firmware

Debug Authentication DICE Engine

SVISTR TrustZone for Cortex-M33 "MPU-NS
IDAU Secure Bus Ctrl Secure GPIO Secure DMA §

Cryptography Accelerators

Secure Storage

Protected Flash Reglon (PFR)

PUF with _ In-Field
Dedicated RAM area

CFPA)J
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- Secure Storage

- Physically Unclonable Function (PUF)
= Device unique root key (256 bit strength)
= Can store key sizes 64 bit to 4096 bit
- Protected Flash Region
= RFC4122 compliant 128-bit UUID per device

= PUF Key Store

- Activation code, Prince region key codes, FW
update key encryption key, Unique Device Secret

= Customer Factory Programable Area

- Boot Configuration, RoT key table hash, Debug
configuration, Prince configuration

= Customer In-Field Programable Area
« Monotonic counter, Prince IV codes

LPC55SXX SECURITY SUB-SYSTEM (CONTD...)

ROM Firmware

Debug Authentication DICE Engine |

IVZIRy TrustZone for Cortex-M33 “MPU-NS

- IDAU Secure Bus Ctrl Secure GPIO Secure DMA §}

Cryptography Accelerators

Secure Storage

Protected Flash Region (PFR)

PUF with In-Field
Dedicated RAM area
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