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1 98

MCX Nx4x2E—ZFI B AN FEE T ARM Cortex-M33FHiz4HISE, BREiE 7 Ao Ea1T9ME. CoolFlux
BSP32, PowerQuad DSPIMMEESL R EaRILZeINEE, oSSR,

ZREFIRE SIS ARNIL2INEE, SIRELSFIPKCIEL, XEERTIFRL/EE). AES, ECDSA, UUID, FIZs
INZF0fRE. JERRIAMELAR DICE,

1.1 EdgelockZ2FFE% (ELS)

FEEYIEANIR SR ERERITAE, XEREZZEMBRIERIXGEEZIEN. i, ¥BFER, Frifas
REPHEERR:. BREATERR, MEEEXEE. XMRELSIEARRTTEAIFERRTHTS.

ELStEFRIEdgelockZz e tith (ELE) , MIRBHIENTFETEERRRE T I 2eNFE=E. BTk
N&REeINEE (BEINEERIFESoCTREMRIFINGE) RMtTRERIINIEE.

MCX Nx4xEi# T EdgelockZ e FRFASS0ER, IZLZEFRFESoC HIRFRANZIRIRE, HIFSHINE
Bi%, XUWESEEIEAES. HMAC, EFHMACHIHKDF, CMACE:, ELSESoCAT M E(HRNEEM ., FR
2E5). ZeBEilnE. £TEHEENEEREIREY, CHBIEEEHMIN—E87. ELSHAESIZEEHEE AR
FEIRWTHIRMRKA, ECC P-2561z 8= Rt R A SR IR AR, ﬁDHE)%ﬁBEEEZiﬁﬂzBEE)\ (EMFI) .
EBFFIRERINE. BXRELSHEZIFMES, B85 (MCX Nx&xZE£SEFM) (SIEMCXNX4AXSRM) |,

111 ELS#&<

ELSREERFZFOSBIELSTHS. RIPIHTXEdRmS, WERPUIRHTEEZRE, BXxmShERENFHE
B, BEEMCX Nx4x SRM,

Fl. ELSaSTIE

WS SID (i) |i5en

CIPHER 0 XEMSTEECB, CBC. CTREZEMEIER PHI—MER MIE{THEER, M
NIST SP 800-38a “BLOCK CIPHER MODES” HRffiA,

AUTH_CIPHER 1 XEap QB TRITBDIAERIDEZERS, YINIST SP 800-38d_topic_is_
GCM_BLOCK_CIPHER_MODE _FFfik,

ECSIGN 4 X& A SITITECDSA P-256%Z12E,

ECVFY XA SIGITECDSA P-2568ZI0FR{E,

KEYGEN 8 X $IE{TECDSA P-256 diffie-hellmanZ$AaikitE, LIGIEH=EE
B

KEYIN 9 XEAp L BIRIEXIFREANS.

KEYOUT 10 XFRAFSHEARFC3394EE "H15" (I0%) ELSRERESH, FHEEM=ZEN
FIRAFHEERAANEF.

| EREANY, IEBRERE SRS RN TR (FAE) SHERE.
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F. ELSHSTIE (80

WS SID (i) |iRER

KDELETE 1l X &< MELSPEBREZ REETINFRERA.

CKDF 16 XEMESMELSERRIRE (BIEE) FHE5H, FHEANIST SP 800-108H
B AIEAETEELS PR EAEE T,

HKDF 17 XEmSMELSERSRIRE (BIF) #ESH, HISHEHFHEEELSER=A
EEh, HKDF{#EFIRFC5869EE£EENIST SP 800-56CE AR TFIAFE ATk
I,

TLS_INIT 18 XS BIZEBTLS 1.27nEE X HISTEESA.

HASH 20 XEASERANIST FIPS 180-4 (SHA2) iR AT BB TIAFIZE.

HMAC 21 XEMSIRIBNIST FIPS 198-1E X B B IS EEIEH .

CMAC 22 XA SIRIENIST SP 800-38bE M BB E T HHIIERIBEIEE.

RND_REQ 24 XEASHRIENIST SP 800-90ArTE X BIZREH EUEIRELHELS TRNGHIH
AR ERREN SRR,

DRBG_TEST 25 XEMSIFFIPS CAVPIUK, BS2HE3FMELL,

DTRNG_CFG_LOAD 28 XEAp SIS EAERIFAITRNGE S, LB EELSAERTRNG,

ANAEICFENETECSIGNGS, HAESBRTFEERZGSE/E—NERLIE. MCX Nx4x SDKEA T &
ELSapS e, HAPBEIEECSIGNIYER, EARESARTFRYER. BXUWSFERFINESZER, BE2HEUT

=
BT

1.2 iE{TRIHES (RTF)

RTFE—N256fIAEREFeS, I ATXISFERBEHFIEGANANERIE. BATFREBELSE 7S+, BB
EFesmatinE. XihiGRRE eI LLXE S ERTFIfERIA, BIFREBINRFRFEHTIEFEEmeENEIA.,
FUELSENRT, TRaWIIEt 256 N0NEEE, XSS EBNRAT:

o ELSATLAEEE AEHASHE SHEREHEIRTF, LAXMAEER, RTFAIMEHESSEHASHEIASIES.
Itt, BERRTRH(THIE MELSFH RV HERBUR TSR B EARTF TR MR, 1XHE, ERRTFAIHASH
TRATFMNESZAFHSNELOWRERIRBE,. XUTRERFZREGHARERE. EdeIEZE L REesIiiritE
AR ER, BXUENETELS HASHE S EHRTFAEMER, I TFATR:

1. FHASHEYBNHERTIERIRHIEE.

2. RE, BEROEENINZIRTFAMNEIEHBRRTRAEE. BXRERTFSIHHHESSINELFS,
BESIEHASHSEL (FIFMCX Nx4x SRM) FAIRTFUPDSE],

3. RZERTFHEFHEERTFH,

4. £RAEHE (ARTF) FEEIHASHRSIRANEHETX P, HHERIWT: Output = HASH || RTF
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- NEGHNEFHEFEEHRTFS, TEE HiN" 2ELENER (T8) F. AR, oILAFERECSIGNGSXY
FZRBTER. BXRBRTIFRFINZIEZMECSICGNGSEZANEEFIELFE, 1BSIRECSIGNSE] (I FMCX

Nx4x SRM) HHISIGNRTFESE], EE?LEEEEI’JA%EM&?RTHE, MRTHMEXBIRATREAARFHNNS, FELCIEH

NEZAIEBBRANFHASHETHE, BRFEER.

BTz RS APRIESENEREHEFINTE, BAtANBEICER 7 LAEPD.

o ATH—SUPRSTNENEGREEEE LE1THY, ESIESTISMNRFHWE "BESa" |, R AL
& (HAD) . LFRAIEESE "FRig-MA" 8. =T :

IEEQEE— S, FSHEARELAELS, ELSERIA. RTFFIHADHHER R, RiE, BEETENESEEANE

RB#H7ER, FEESRFMHAD—RIREILAIGUEE. WIFEHERIAMHAD, TJLAEFEIZERTF, ALt IRUEET
LRSI IBEEFCIRRHHERDER, FHERTEREIEELSIREINES.

1.3 ECSIGN#%p %S

ECSIGNESAERECC P-2568F8R. TEIELSERE, FRECCEERPITHARSRMENEE (BUE) 1
B2, WRIEEK, BRSFRERELSEEZ — I BTAMECCEREEA. SR EIFEN=HIIMIRFEER,
ECSIGNEELA T FIgE:
. NRFEREFHENRE, HAESERNNROHTREEE (REULFEHTIRGEEE. EXMER T, &
ERHTIRHIEE) .
2. (FARECCEREIRITERIARAE LSS,
3. BEBBEANRFRNTRE.

1.3.1 HFERESHBNELSPRIER

ECSIGNSSAEMHFER. BEBRAT, HFER/E "MESHINLE" HREERN—Es, HPELSERAEILR
| " WIEESSMH INE" . ALt IMEHIFEEFEIETREENETAR, RS SItEETIIAERY
IEH.

HIPBANT:

1. INREBEIEBRIELE TN,

2. FHBEERIEHBREIZER, USKBUMSHIAHE, X, FNEANZAHETEH.

3. EMAER—BENEL, B "R |, FHEEIEABXRELEIMNL.

4. (ENE) JMBRIE—NBENEL “nonce” , HISHE "Hif" HHEREE,

5. IMEERINENHFEREENRAHTER. X—SHFENH. ERMEIMNTRELENN "FE" .
NRIFRIAEIENonce, SMEUARERTENonceFIFIAIREILS .

FHERRERNIOIE R RIIENIR, WIREERIERE, NIERIMEERERN.

ELSTE LIASBAHAWERNI T :

o
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* 4pnonce: ELSIBIIRND_REQ
o XERIAHITER: ELSIBITECSIGN

Hrh:

— {r, sSHRECSIGNI#IHIE S,
- cEREA; BRNENZKEINMENE, MTFIMRHIRES.
— hashZ2FrESHA256I5751E.,
— signature2fHANIST P-256R£HIECDSAZ S,

#2. ECSIGN&#]

[EFRTFE(ERIELS ECSIGNa SERMFER

S TSRIERIE, IXERER.
HOFERRIRIE. ECSIGNHT{r, s} = signature(hash(c))#E{E,

28

57

1588

SRCO_ADDR

DMA_SRCO

HE | FEEAiEht,

SNSRECHASHCHL = 0, NIAREAERFRFHAGEINEIE, FRASHKRTHT
IBHEE, BENEMINIEHE. WMRECHASHCHL = 1, NERHTIEFHIZE
ARAERFRFHIGRIEIE. EXMERT, SSNRaHTIERIEE,
FEECSIGNIRE{E A AR E.

SRCO_LEN

DMA_SRCO_LEN

SNSRECHASHCHL = 0, NIBERIZEH. HERBEERE. LTHEEKE.
SNSRECHASHCHL = 1, NRESFRFHTIRARZEERNRINFHRKE.

RESO_ADDR

DMA _RESO

RAERFHEESZRGRIITIL,

KIDXO0

KIDXO

TR R TSR REELSEREPIZRSI.

SIGNRTF

CMDCFGO[1]

0 = RTERESAEEEMER (RiF) f. 1= RIFEBSEEEZIHR
(F59) #. UTREAXZRTEHRTFNEE:

signature = ECDSA P-256 (signing key, SHA256 (RTF || HAD || message_

to_be_signed_with_padding_adjusted_for_sizeof_RT F_plus_HAD))

& YERSIGNRTF=1, 4557 L i EURTFBlUECSG FHI—T1,

ECHASHCHL

CMDCFGO[0]

ETRIRREHTIERIEE. MRFHHARSINEHEZE, WizasSBXIR
I TIRREELACERE, FEECSIONIRMEPERZEE.

0 = FUAETCATIERIZE (BMHEE) . %< ERIEECSIONIRIFhERIX
BE.

1 = ARSI HRER. o SBXIEaHTIRRIEE, FEECSIGNERE
SPEEFERAIREE.

REVF

CMDCFGO0[4]

0 = REMENER (EFREERAS, WTFX) RAAF/INHEIUEHI T
(EE/BAN) .

1 = REMENES (BEFEERA, WTFX) RAIFRintSzlE TihR
(EE/BAN) .

A RS REVF, EEBUFERTEAANRE ERBB2 (IF Adm et

#3. ECSIGNEREE

POE el

=%H WREFR256/ U= EERA,
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3. ECSIGNEUREET (48)

PO 15288
BMNHER: 8" SNSRECSIGNECE M RFAFHIREURE, BRUISEOMEEIRE. &N, KHERBE

BE, EAELSELNIFERIA.
IRFUAFRERRIZE, HA/\IESHA-2561RATEEEIE. SHA2-2565R 95121,
RFHAERHITIRAIEE, EHX/IWIRII512(i7,

IBATRIHEL (RTF) X2 256(UHELSHERSFRE, BT HSTEAATRHBIER. SanSIFRSIGNRTF =

1S, RTFSEINHEHHEE—IE. WHADMERHITES.

Concatenation = RTF || HAD || input message.

EEAIEEE (HAD) R RERTR, BSFFEAEG K& [UEHE. San<SFFKRSIGNRTF = 1Y, HADSH)

NEEFIRTFHHEAE—E, HUERHITER.

Concatenation = RTF [| HAD || input message.

& BRHECSIGNEARGNF. HA/NALI2M, THEN256ZEHHHETR: RFIS,

Concatenation =R | S.
SRR || SFRGAFS, RV/VTHRIREIE, ST ikEibit,

1.3.2 KRIGARTFRIECSIGNGHS
AT RAEASARTFRIIEN TMERECSIGNa RIS ER :

1.

3.

BRESEHAEE. WRaNERIURMEER, BAULERESRNERE. MREAEERBAEERITULHE

BUMEFME, W "ECHASHCHL" {U#igEH0. BN, MREBNEESZEHER, M "ECHASHCHL" 4R
BA. XtF, ECSICNapLHMAXRIARITIERIZE, HEREMIIBERHTERRE. LI, EXFERT,
BRI ERIRTE. fNERISHA2-256IEAMRSHEEEIRIIE—E (B TFIPS-180-455175) .

. BPREGSSHFTEIECSION, (URNRRTFEXSEL (SIGNRTF = 0) . EfhSHBURERES. FZ

(SEIESNE25MCX Nx4x SRM,
ECSIGNFERL. EEHmHEIRAREF.

SDK7RBITHE (FEMCX Nx4x SDKE{4EH) EFATILLAM. BXRECSIGNSHRIES(ER, BFSHRMCX Nx4x
SRM,

1.3.3 [SERTFAYECSIGN#HS

LA 2EFRRTFEIERECSIGNarSHILZER:

1.

RRESHMAEE. SRERRTFE, BMABEUICRERRIEEHHIT TER.

17 (FRfESHA25618%8, BT FIPS-180-4585.115) LURLA AT ERRNEREERTF. HADMBINH
BRI, ELSHEBSBHERTFAIHAD, (ERFLAAEIIREET,

Concatenation = RTF || HAD || Input Message
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Eitt, FAFRHNBASIESREESMAER. TNERISHA-2561E7E R TRTFAIHAD, AT ER—MIF,
KA TRMAER:

Input message[] = {0x11111111, 0x22222222, 0x33333333};

XE, Input_message 1215, IttHh, RTFFIHADSBIA32FHFI48F TS (XFFMCX Nxdxith) . Eitt,
$E X ECSIGNESHISERR AN :
A = 32 (RTF) + 48 (HAD) + 12 (FINBE) + 36 (FIEFRFT, FETEHIXEO4HIEL) F5
FRTELSHEBARINT RTFFIHAD, IfREHX (HAFER) (NEEMANBEIERTT. HIUEBLSECSIGN
I CHREHRW NER:

Final message padding for rtf plus HAD and whole msg [] =

{0x11111111, 0x22222222, 0x33333333, 0x00000080, 0x00000000, 0x00000000,
0x00000000, 0x00000000, 0x00000000, 0x00000000, 0x00000000, 0XE0020000};

SN FEEX80FT, RSB —ERF . R — " FEEBMEIRNA), RAXRTITSELR
1B, XFR BRI ESHA256IHFHI—305 :
32FFHRTF + 48 FHHAD + 12F BB EE = 9257 = 736 (7 (0x2E0)

2. AFREMSSHFFHMECSION, {UERRTFEXSEL (SIGNRTF =1) . RthSHtbe B RES. NF
THREZ(ER, BEUER2EMCX Nx4x SRM,

3. ECSIGNFERY. ERSmMHEIRFEREFTF,
BINFERAIER (ERMMRAI IS BHTTIIE) |, BRYUERIFRTFAIHAD, AEEE(IRINEIE .
X, STFFR:
Message_for_verification = RTF || HAD [| Input Message || Padding
BHEEBIGECVFYan<. ECVFYmSERERMSE. BXRIFAER, 1BSIIMCX Nx4dx SRM,
X EHFEFRESHA- 256187,

2 iZEFSDKTH

AN B 7B TMI A SDKI T2 4RI IR &,

2.1 WEHRE

R EEFAFRDM-MCXNO47FF &M, 1@idJ17 USB Type-CIEMEZEREN. 1ZFF AR EARISWDIEIK 28 EA
MCU-LINK VCOMgIH, BIERSRITEIUSBRIFHESEEEIEN, FHEMASWDIEIRZEO, MCUEIH S mIEFIED
EHCMSIS DAPFiEE,

AN14361 AR (SR A R AR, © 2024 NXP BV. BRI
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E1. FRDOM-MCXN947FF&iR

2.2 ReE

TR ESE, EFMCUXpresso IDE VILO.ORIFEFIS AR, WNRAEICHE/BXIHITNE. ZR4Ea]
FELAT3EPTE: https://www.nxp.com.cn/design/software/development-software/mcuxpresso-
software-and-tools-/mcuxpresso-integrated-development-environment-ide:MCUXpresso-IDE,

AT EMCXNIA7HISDK, N AEICHHERAIITE. THAYRAITIEERTSDK_214.0 (ATM
https://mcuxpresso.nxp.com/en/welcome &) . MHERAE( HILRHNBIERF (dTera Term) &
. (EFRLIHRNFER, YARERUTRE:

» 11520045

« AR

* 8NEIRNL

« NS

2.3 SDKRBITE

AXMBE— RO TRRURRIINEE. EENTHITRE (E3HEk) | BHTUTER:
1. ¥JFFMCUXpressoT &,
2. MQuickstart Paneldh, %% “Import Project(s) from file system” > “Browse” ,

3. KA, WISEGESELFHEE “Finish” .
Z TRtk AdEProject Exploreri@ I, EMETIZ, BALIERER EAEFENR, ME2FR.

BB TERSZEIMCUHRNBEHIEIRAIE, iBM "MCUXpresso IDE - Quickstart Panel” =hi%#E “Debug”
B, BEmEIRARER EAEE R TR, ME2RTR.
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v 8w ® Bon 2 g.p,,.ov%._-. - P& G -

(3 Projec.. X Regist.. ¥ Faults Periph.. = O [g ECSIGN_RTF.c X =0
X N
v 2% frdmmcoxn947_ELS_ECSIGN_with_RTF A ciaeas
© Project Settings
n) Includes
CMSIS
board #include "fsl_d .h"
3 component #include "fsl
#include " ux.h”
device #include "clock_config.h”
drivers #include “"board.h"
v 8 main #include "fs
#include <mc
Le] ECSIGN_RTF.c #include <mcux -h>
lhl ECSIGN_RTF.h #include <mcuxClExampl
source
2 startup v e
< >
Y Quickstart Pa.. X (¥=Variables 9 Breakpoints < O 2 static uint32_t const ecc_digest_without_padding[] = {@x11111111, @x22222222, @x33333333};
=
IS i s ctice tha e e Sh Radained <ho _ i
MCUXpresso IDE Quickstart static uint32_t const ecc_digest[] = {@x11111111, @x22222222, @x33333333, ! " , @x008¢
o8 ) Project: frdmmexn947_ELS_ECSIGN_with_RTF [Debi , 9x000¢
~ Create or import a project essage+padding for +padding for HAD+padding for whole Message (standard
...... = e S S T S
< >
Insta X [ proper... (2! Proble.. & Console @ Terminal G Image.. &3 Debug Offline = B8 0 Memory X Heap ar
" X o O
Monitor
Installed SDKs

E2. 5FEiR (L) MRFEE (EE)

2.4 fHith

BIHEERERUART COMAROERETera TermNBERS., AIIEEFHBAERSEIMCUfE, BFRILIEE!
SNEISFAYEIY. B3R T EEMRTFAISEREIE, ARTERTFE BRI EEHIT 7 &2 ML,

1 COMAT - Tera Term VT — O >
File Edit Setup Control Window Help

ELS ECSIGH example with RTF enahled

Generated hash with RIF appended to it...

Generated signing kevw...

Signed the message with RIF enabled...

Uerified the signature. Uerification successfultt

3. iERAYA L

AN14361 AR EE RIS A EREFANLAR, © 2024 NXP B.V. fiiRFfi.
vz ES TS £51.0/F—202457829H AN RS
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3 ZEREiE
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FANR T A FrBRIGEIRIE.

F4. FEEHESENX

4EREE EX

PKC NIPEESF

DICE RETNRFHESSE
AES SR E

EMFI FERLEEEN

ECDSA HEHEHFEEEE
uuID B FAME—TRIRRF

ELS EdgelockZE&F &G
ELE EdgelockZ & kit
HMAC EIAGAIHRIAILERS
HKDF RN IR R
CMAC ETEIEHESIAIES

4 XRFEXREATIATIRER

A PR RACIBEB LI ThRINANIBSD-3-Clauseifa] :
2024FREHRINATR ERELUTRERERT, TLURREMSHER SR A ER D AERRRA

(TieREEIEN) :

. EFORIRBORE DRI, XEREMLATRERA.

2. AT SIS E D AR, DRSS/ Bl D A IRMRIE Mt shE S AR AEBA, XL
LI RERE,

3. RESFSPEITH, NMEERMNATEENERNESSENER ARRERITEF M TE B,

REHHBRNIEENSE5E "RRE" B, FRBEAERSETRRERSE, SFEERRTXHEE M
ERRERMRERRIE. EETERT, TeEEMRESRETMERSRG, IMEESS5EYRYE
ERTRUHMSHRMTEER. K. B2, %% EHtERERERE (BRERRTRUWEEmERS;
(ERRRL. UEMRAEFBmIRAEN ST FEBRE, KTEREREGE. MEREERENTH (BERBEHE
fbfRE) &R, BMERFR S A LISRERIRT R EAGISN,

5 {2iJ/hs

EELR T AXAHEITER.
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Definitions

Draft — A draft status on a document indicates that the content is still
under internal review and subject to formal approval, which may result
in modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included in a draft version of a document and shall have no
liability for the consequences of use of such information.

Disclaimers

Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not give
any representations or warranties, expressed or implied, as to the accuracy
or completeness of such information and shall have no liability for the
consequences of use of such information. NXP Semiconductors takes no
responsibility for the content in this document if provided by an information
source outside of NXP Semiconductors.

In no event shall NXP Semiconductors be liable for any indirect, incidental,
punitive, special or consequential damages (including - without limitation -
lost profits, lost savings, business interruption, costs related to the removal
or replacement of any products or rework charges) whether or not such
damages are based on tort (including negligence), warranty, breach of
contract or any other legal theory.

Notwithstanding any damages that customer might incur for any reason
whatsoever, NXP Semiconductors’ aggregate and cumulative liability
towards customer for the products described herein shall be limited in
accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to

make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes no
representation or warranty that such applications will be suitable for the
specified use without further testing or modification.

Customers are responsible for the design and operation of their
applications and products using NXP Semiconductors products, and NXP
Semiconductors accepts no liability for any assistance with applications or
customer product design. It is customer’s sole responsibility to determine
whether the NXP Semiconductors product is suitable and fit for the
customer’s applications and products planned, as well as for the planned
application and use of customer’s third party customer(s). Customers should
provide appropriate design and operating safeguards to minimize the risks
associated with their applications and products.

NXP Semiconductors does not accept any liability related to any default,
damage, costs or problem which is based on any weakness or default

in the customer’s applications or products, or the application or use by
customer’s third party customer(s). Customer is responsible for doing all
necessary testing for the customer’s applications and products using NXP
Semiconductors products in order to avoid a default of the applications
and the products or of the application or use by customer’s third party
customer(s). NXP does not accept any liability in this respect.

Terms and conditions of commercial sale — NXP Semiconductors
products are sold subject to the general terms and conditions of commercial
sale, as published at https://www.nxp.com.cn/profile/terms, unless otherwise
agreed in a valid written individual agreement. In case an individual
agreement is concluded only the terms and conditions of the respective
agreement shall apply. NXP Semiconductors hereby expressly objects to
applying the customer’s general terms and conditions with regard to the
purchase of NXP Semiconductors products by customer.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Suitability for use in non-automotive qualified products — Unless

this document expressly states that this specific NXP Semiconductors
product is automotive qualified, the product is not suitable for automotive
use. It is neither qualified nor tested in accordance with automotive testing
or application requirements. NXP Semiconductors accepts no liability for
inclusion and/or use of non-automotive qualified products in automotive
equipment or applications.

In the event that customer uses the product for design-in and use in
automotive applications to automotive specifications and standards,
customer (a) shall use the product without NXP Semiconductors’ warranty
of the product for such automotive applications, use and specifications, and
(b) whenever customer uses the product for automotive applications beyond
NXP Semiconductors’ specifications such use shall be solely at customer’s
own risk, and (c) customer fully indemnifies NXP Semiconductors for any
liability, damages or failed product claims resulting from customer design and
use of the product for automotive applications beyond NXP Semiconductors’
standard warranty and NXP Semiconductors’ product specifications.

HTML publications — An HTML version, if available, of this document is
provided as a courtesy. Definitive information is contained in the applicable
document in PDF format. If there is a discrepancy between the HTML
document and the PDF document, the PDF document has priority.

Translations — A non-English (translated) version of a document, including
the legal information in that document, is for reference only. The English
version shall prevail in case of any discrepancy between the translated and
English versions.

Security — Customer understands that all NXP products may be subject to
unidentified vulnerabilities or may support established security standards or
specifications with known limitations. Customer is responsible for the design
and operation of its applications and products throughout their lifecycles

to reduce the effect of these vulnerabilities on customer’s applications

and products. Customer’s responsibility also extends to other open and/or
proprietary technologies supported by NXP products for use in customer’s
applications. NXP accepts no liability for any vulnerability. Customer should
regularly check security updates from NXP and follow up appropriately.
Customer shall select products with security features that best meet rules,
regulations, and standards of the intended application and make the
ultimate design decisions regarding its products and is solely responsible
for compliance with all legal, regulatory, and security related requirements
concerning its products, regardless of any information or support that may be
provided by NXP.

NXP has a Product Security Incident Response Team (PSIRT) (reachable
at PSIRT@nxp.com) that manages the investigation, reporting, and solution
release to security vulnerabilities of NXP products.

NXP B.V. — NXP B.V. is not an operating company and it does not distribute
or sell products.

Trademarks

Notice: All referenced brands, product names, service names, and

trademarks are the property of their respective owners.
NXP — wordmark and logo are trademarks of NXP B.V.
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AMBA, Arm, Arm7, Arm7TDMI, Arm9, Arm11, Artisan, big.LITTLE,
Cordio, CoreLink, CoreSight, Cortex, DesignStart, Dynam|Q, Jazelle,
Keil, Mali, Mbed, Mbed Enabled, NEON, POP, RealView, SecurCore,
Socrates, Thumb, TrustZone, ULINK, ULINK2, ULINK-ME, ULINK-
PLUS, ULINKpro, uVision, Versatile — are trademarks and/or registered
trademarks of Arm Limited (or its subsidiaries or affiliates) in the US and/or
elsewhere. The related technology may be protected by any or all of patents,
copyrights, designs and trade secrets. All rights reserved.
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Please be aware that important notices concerning this document and the product(s)
described herein, have been included in section ‘Legal information'.
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