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A larger challenge for embedded devices, however, 
is that post-quantum cryptography can, in some 
cases, require more working memory (RAM) and 
long-term storage compared to contemporary 
cryptography. Whereas an ECC implementation 
might require only a few KiB of memory(19), fast 
implementations of ML-DSA can easily take 50 
KiB(20). For larger devices like laptops or servers 
this isn’t a problem, because they often have 
gigabytes of RAM at their disposal. For embedded 
devices, though, it’s a different story. The secure 
microcontrollers used in access cards, passports 
and sensing can have as little as 16 KiB or even 8 KiB 
of RAM.

NXP is leading the effort on solutions that enable 
PQC on embedded devices. One of the most 
promising approaches involves research into low-
footprint implementations of PQC schemes(21) (22). 
These efforts aim to reduce memory usage to the 
lowest possible impact on performance. Another 
line of inquiry is performing feasibility studies on 
existing hardware for common PQC use-cases(23) to 
show where migration is already possible.

A Plethora of Standards

Updating contemporary cryptography to a single 
PQC scheme has significant consequences for the 
(hardware) requirements of an embedded device. 
But the reality is that devices will probably need 
to support multiple PQC standards, because there 
are likely to be multiple PQC standards for key 
establishment and digital signatures. 

It does not stop there. Embedded devices are 
generally used for many different use cases 
and scenarios. Some will have use cases where 
ML-DSA is more suitable, others where SLH-DSA 

or stateful hash-based schemes such as XMSS / 
LMS as defined in NIST SP 800-208 are preferred. 
Additionally, these devices might be sold in 
countries that use guidelines and standards 
that are different from those issued by NIST. As 
mentioned in the introduction, different schemes 
are expected to be standardized in Europe and 
in Asia. A single chip, designed to serve different 
markets and regulations will need more storage 
space for the keys and increased code size to 
support multiple cryptographic algorithms. Some 
re-use might, of course, be possible, but compared 
to contemporary cryptography it’s a large increase 
in the number of algorithms.

This challenge is made bigger by the existence of 
higher-level standards. Use cases often don’t use 
cryptographic primitives directly, but instead utilize 
them through cryptographic protocols. For example, 
communication with other devices happens with 
Transport Layer Security (TLS) while internal chip 
communication is typically secured with another 
protocol, such as Secure Channel Protocol (SCP). 
Higher-level protocols are standardized by various 
standardization bodies to ensure interoperability 
between vendors.

To maintain interoperability in a PQC world, these 
standards need to be updated. Not only is this 
a process that can take many years, there’s no 
guarantee that different standardization bodies will 
select the same algorithms. If embedded devices 
have to support multiple higher-level protocols, 
there might not be sufficient allocatable space 
for all globally supported KEMs and signatures. 
Developers will have to prioritize.

NXP is helping to address this challenge by actively 
contributing to the standards and consortia that 
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are standardizing the protocols that secure the 
world’s digital and embedded infrastructure, such 
as the Connectivity Standards Alliance (CSA), 
Global Platform, the GSM Association (GSMA), the 
Internet Engineering Task Force (IETF) and more. By 
advocating for as much cross-standard uniformity 
as possible and making embedded-friendly choices 
in protocol updates, we help ensure that the 
protocols remain as feasible and as easy to enable 
on as many embedded devices as possible.

Lastly, as we will also see in the following section, 
chips that are developed now need to have the 
right tradeoffs between hardware and software 
support. The balance of security, performance, and 
flexibility needs to be designed in from the start. This 
makes it significantly easier to implement protocol 
updates in the future. 

Protection Against Physical Attacks

In most applications, users of the security system 
can submit inputs and observe the outputs, but they 
can’t get information about internal values, such as 
the secret key used by the cryptographic algorithm. 

However, when we implement and deploy 
cryptography in a physical system, such as 
an embedded device, this is no longer a valid 
assumption(24) because secret information can 
be deduced by measuring the system’s physical 
properties, such as cryptographic implementation’s 
execution time. If the execution time of an 
algorithm depends on the value of the secret key, 
the execution time might vary, and this timing 
difference can reveal information about the 
secret key. This concept of measuring the physical 
characteristics of the device while it is processing 
secret information has been formalized under 
the term side-channel analysis. For this kind of 
analysis, other sources of information besides the 
timing behavior, such as the power consumption 
or electro-magnetic emanation, can be used 
as well. It is also possible to actively disturb a 
cryptographic computation to successfully recover 
sensitive information, in what’s known as a fault-
injection attack.

Physical threats are a serious reality. Any 
implementation of cryptographic schemes in an 
at-risk system requires dedicated countermeasures. 
Such measures typically impose significant overhead 
on memory requirements and performance, but 
this is outweighed by the cost and impact of a 
potential successful attack. With the standardized 
public-key cryptography of today, we know how to 
efficiently achieve protection against increasingly 

potent physical attacks. For PQC, such dedicated 
protections are still a topic of active research. 

As a leader in high-assurance implementations 
of classical public-key cryptography, NXP is also 
contributing to the development and optimization 
of countermeasures for the to-be-standardized 
cryptographic schemes(25) (26). NXP has many 
cryptography and security experts who work 
together with leading academic researchers in this 
area. This effort includes investigating new side-
channel and fault attacks to ensure the coverage of 
our countermeasures(27) (28), so we can stay ahead in 
this game of cat and mouse.

Updateability of Embedded Devices

Another limitation of embedded devices compared 
to their larger-scale counterparts is their ability 
to be updated. Due to their limited resources or 
connectivity, not all embedded devices can be 
updated in the field. This is especially true for 
the class of constrained devices such as access 
tokens. Additionally, even if a device has an 
update mechanism in place, it is still limited to the 
hardware acceleration, flash memory and RAM it 
was given in production. The update mechanism 
itself might also not be PQ-secure. PQC updates 
may not be feasible. To avoid this, we need to 
enable devices with PQC now, but the challenges 
mentioned in the previous section can make this 
difficult to do. 

There are many inputs into the decision process 
for planning PQC migration or updating a 
device's existing implementation of asymmetric 
cryptography, and the process has many 
potential outcomes. In some cases, the data being 
transmitted will be relatively short-lived and of low 
value, meaning that even when in possession of a 
CRQC it would not be worth the cost to mount an 
attack to obtain the data. Such use cases will be 
regarded as low priority in a migration plan, with a 
higher priority given to more exposed assets, such 
as root certificates, which could give a successful 
attacker signing capabilities. The higher the risk 
associated with exposure, the higher the priority in 
the migration plan. 
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In other cases, the entities involved in the system 
will be limited in number. In this case, deploying 
pre-shared symmetric keys(29) (which are 
PQ-secure) may be a viable path to post-quantum 
security. 

Cryptographic agility, as described below, and long-
term thinking regarding security and risk, can be 
effective in mitigating threats before they appear.

Practical Migration Solutions
In this section we describe some of the approaches 
to PQC migration that span many usages of public-
key cryptography. It is important to think about 
these approaches on a system level. Algorithms and 
protocols will be standardized and integrated into 
products and devices that will then interact with wider 
solutions. All links or endpoints should be assessed 
based on how they provide security properties to the 
system, rather than as individual components.

Hybrid Post-Quantum Cryptography

Hybrid PQC combines the security of a traditional 
scheme along with a PQC scheme. The rationale 
behind this approach is that, if the traditional 
scheme is compromised due to a CRQC, the PQC 
scheme can still be relied on for security. Contrarily, 
if the PQC scheme is compromised due to an 
unforeseen standard attack while no CRQC has yet 
been realized, the traditional scheme can be relied 
on for security. Many national agencies, including 
the German BSI(30) and the French ANSSI(31) are 
recommending hybrid approaches. The overhead of 
executing a traditional algorithm is relatively small 
compared to the overhead of executing a PQC 
algorithm. Therefore, hybrid PQC has been identified 
as a pragmatic solution to hedge one’s bets. 

In practice, Hybrid PQC would be realized as follows: 

•	 Combining ML-KEM (or another PQC KEM) with 
a traditional scheme for key exchange, such as 
Elliptic-curve Diffie-Hellman (ECDH) is achieved 
by combining the shared secrets derived from 
the ML-KEM exchange and the ECDH exchange 
using a key derivation function (KDF). This results 
in a shared secret which combines the security of 
both schemes. 

•	 Combining ML-DSA (or another PQC signature 
scheme) with a traditional signature scheme, 
such as Elliptic Curve Digital Signature (ECDSA) or 
RSA signature, is simpler than combining ML-KEM 
with a traditional key-exchange system. All that’s 
needed is to sign the message with both schemes 
and transmit both signatures to the verifier. 
The crucial step is for the verifier to verify both 
signatures and only accept the message if both 
signatures are valid. 

Interoperability 

While migration to PQC is required for many 
devices and use cases, maintaining security and 
performance is also necessary. However, one 
important aspect of migration is maintaining 
interoperability. Interoperability helps our digital 
world function and makes it possible for many 
devices and applications to communicate and 
share information seamlessly. Interoperability 
is currently supported by many cryptographic 
schemes, communication protocols and digital 
certificates. A main example is the work done in 
the IETF, which includes internet drafts of algorithm 
identifiers for ML-KEM(32) and ML-DSA(33 ) and a 
proposal for hybrid key exchange in TLS 1.3(34).

Hybrid post-quantum cryptography

ECDH ML-KEM

ECDH
public key 

ML-KEM
public key 

KDF

Hybrid
shared secret 

ECDSA ML-DSA

AND

Yes / no Yes / no

Yes, if ECDSA and ML-DSA
verification passes 
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Cryptographic Agility

Cryptographic agility refers to all mechanisms or 
implementation techniques that provide a simple 
way to easily, reliably and securely update the 
cryptographic security of a system. Ideally, this is 
done without the user even noticing such a change 
or upgrade has taken place. Updates can help 
mitigate any future attacks on both traditional and 
PQC schemes. Cryptographic agility goes beyond 
migrating from one scheme to another. It also 
involves flexibility, in terms of parameter sets, and 
can even go as far as updating implementations 
or countermeasures against side-channel or fault 
injection attacks. 

While cryptographic agility sounds like a must, 
it remains expensive to realize in practice, 
particularly for resource-constrained devices. In 
addition, adding a level of flexibility and allowing 
for more frequent and possibly radical updates to 
a system or device can introduce vulnerabilities. 
It is imperative that any update is prompted by a 
trusted source and does not allow for a security 
downgrade. This process can be protected by a 
hardware root of trust.  

Conclusions and Outlook
While the migration to post-quantum cryptography 
presents significant challenges for resource-
constrained embedded devices, it is imperative 
that we take proactive measures to ensure the 
security and resilience of our digital infrastructure. 
NXP ensures that cryptographic agility is considered 
from the beginning, at the design stage. This is a 
crucial step in overcoming the challenges of post-
quantum cryptography in the embedded space 
and helps usher in a new era of quantum-safe 
cryptographic solutions. By addressing issues such 
as hardware constraints, side-channel protection 
and updatability, NXP leads the way for an efficient 
and secure digital future for embedded devices in 
the post-quantum era.

Migration to Post-Quantum  
Cryptography Consortium
NXP is a member of the Migration to Post-Quantum 
Cryptography Project Consortium established by 
the NIST National Cybersecurity Center of Excellence 
(NCCoE). The Consortium aims to bring awareness 
to the issues involved in migrating to post-quantum 
algorithms and to develop best practices for vendors 
and integrators, with a focus on cryptographic 
discovery, interoperability and cryptographic agility(34).
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