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NXP Solutions for Edge Computing

loT Nodes

‘@
@.@

NXP SW Platform .
_ Thin
Middleware Edge

RTOS Agent

Edge Gateways

HOME ETHERNET
GATEWAY SWITCH

G

WIRELESS INDUSTRIAL
CONTROLLER

Customer Solution
App App
NXP SW Platform
Middleware Edge
RTOS, Linux, Android  Agent

NXP Kinetis, LPC, i.MX-RT Family

NXP Layerscape, i.MX Family

Cloud Infrastructure
Data Machine
Analytics Learning

=

-~ Muttiple Cloud
Frameworks

=t

Secure Device
Management

Application
Management

NXP EdgeScale Suite
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Relevance of 10T Security
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Consumer loT Device Attack Trends

Attack method

DDoS attacks

Spam attacks
Cryptocurrency mining
Ransomware/locker
Blackmail/extortion
Pranks/nuisance

Information stealing
Click fraud

Premium services
Sniffing network traffic
Pivoting/attacking LAN
Proxy

https://www.rsaconference.com/writable/presentations/file

Profitability

Comment
Still growing in size - simple
Not the easiest way to spam
Depends on the coin price
Might work on some devices
Does not scale well — depends
Not done by cyber criminals

Done because it's simple
Often overlooked - profitable
Difficult to conduct

Difficult with SSL/TLS
Infecting attached computers
Not very lucrative, but useful

-
]
3
Q.

Ipeanps) $¥IHJ e

upload/sem-mQ03d-profiting-from-hacked-iot-devices-

coin-mining-ransomware-something-else.pdf

- Profitability motivates the loT
attacker

- DDo0S attacks are enabled by
dark web store fronts

- As the value of devices and
the data they handle
Increases, Ransomware or
device lock out attacks will
rise

- |0T devices with weak
cybersecurity allow attackers
entry into protected networks
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Legislation

Government is noficing/acting...

-~ AN K ey

Presidential e

Commission  DOC/NTIA FDA DOJ Work ;
Report Guidance Guidance Group DOD Strategy' EU Guidance
Q(g;'f ﬁ Wa 2 YT gy
\\_// '-.:3:" , ;;;?" r‘.."‘-‘}: "'t-.., ,;.4": & ’gmd_(:: A
DHS FTC HHS Task DOT NHTSA o

Guidance Guidelines Force Principles Guidance SEn
@ pic | s RSAConference2019

https://www.youtube.com/watch?v=YxClkcZDMyc&
feature=youtu.be

- Convergence on loT security
guidelines from many angles
(foreign and domestic)

- OWASP (Open Web Application
Security Project has a nice list
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https://www.youtube.com/watch?v=YxC1kcZDMyc&feature=youtu.be
https://www.owasp.org/images/1/1c/OWASP-IoT-Top-10-2018-final.pdf

Threats, Principles and Lifetime
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Attacks Occur in Many Forms: Different Types and

| ocations

Attack type

Physical — making use of physical properties
or deficiencies in the device

Logical — by sending malicious messages,
the software will misbehave

Adversary’s

location

Local — adversary must be in the proximity
of the device

Remote — adversary can be anywhere
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loT Security Threats and General Protection Principles

Threat Spectrum Solution Rationale Against Threats
Physical Logical 3 Physical 2 Logical
- Allcalimertaces: | enaeslerenoction - en atecker o getioon
* Power analysis — Exploiting JTAG : ; : '
: : cost/benefit trade-off and protect protect against local logical
Local * Lightattacks — Serial : : _
. Glitchin _ USB against relevant local physical attacks. Reason: can be
< _ attacks over the lifetime of the automated and executed by
' device laymen

- Buffer overflow o Aim to protect against remote attacks.
oI Heartbleed

Reason: scalable attacks can be automated and executed by

Remote o
Cache Timing Flooding/DoS laymen from anywhere in the world

Level of importance to ensure security against threats High I Higher Bl Highest
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A Connected/smart Device is Vulnerable Throughout its
Lifecycle

Product lifecycle

Procure, Develop, Manufacture, Distribute Onboard, Operate and Update Decommission
o O
Local Attacks (physical and logical) Local Attacks (physical or logical) — Per Device Local Attacks (physical and
» Extract keys/certificates « Tamper the IC to obtain access to data and SW and re-use logical)
» Overproduction of original device for remote attacks (Trojan horse, DoS on Cloud, ...) + Extract credentials (user
» False certificate/private key injection » Especially dangerous for non-diversified Symmetric key data, keys, certificates)
* Malicious image loading protection: “Break one, Break all” * Inject malware to network
» Ccounterfeits of devices
* IP Theft
Remote attacks — Scalable to all devices
Remote attacks could be made against * Create unauthorized connection to extract data, abuse Remote attacks are possible
infrastructure functionality or inject malware to turn device into a bot by re-commission the device
* Perform malicious software update to do the same to attack the network or cloud
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Derived Features for IoT Devices

Secure system
lifecycle

Crypto & Key
protection

Resource isolation
(HW and SW)

Run time integrity and

attestation

System is able to securely go through its different life stages, including:
Power-up / Boot phase, debug, OTA updates of FW and SW and
decommissioning

A device must provide means for protected secure root key provisioning
and storage of key and certificate credentials, and handle the security of
derived keys.

Minimize the attack surface by isolating HW (like memory and
processing) and SW resources used for platform security features from
other parts of the 10T system

The run-time integrity of a system is ensured and can be (remotely)
validated — This validation is (remote) attestation

COMPANY PUBLIC | 10
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LPC54S0xx Security Technology
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LPC54Sxx Block Diagram

High performance with high-end Graphical User Interface and
security

- Cortex-M4F, 180MHz
- Upto 360 KB RAM
- 16KB EEPROM
- XIP from QSPI via SPIFI

- External Memory Ctrl (up to 32 bits) -

Key Features

«  Graphic LCD with resolutions up to 1024 x 768

- CAN-FD controller x2 (LPC54608)

- eSPl interface (slave and LPC bus device functionality)

CORE MEMORY

Ext. Mem. Ctrl

FLEX
COMM
(Choose
any 10)

- Digital mic subsystem supporting voice detection
« Hi-Speed and Full Speed USB
- USB: 1x HS (H/D) w/on-chip HS PHY
- XTAL-less FS USB Dev
+  FlexComm: flexible serial connectivity
« Advanced Security Option:
- AES-256, SHA-2, True RNG TIiERS
- PUF for key storage
- HW diversified OTP Key Storage
- Secure boot using 2048-bit RSA authentication and SHA-2 verification i L .
- Encrypted boot using AES-GCM mode

SYSTEM

eSPI INTERFACES

-]
(==
m
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LPC54Sxx Security Sub-system

- ROM supporting secure boot methods
- Authentication, Encryption, combination options

- AES Engine
- Supports 128, 192 or 256 bit keys

ROM Firmware

- Encryption modes: Electronic Codebook (ECB), Cipher Block
Chaining (CBC), Cipher Feedback (CFB), Output Feedback SHA Engine I/ O (Serial)
(OFB), Counter (CTR), Galois Counter Mode (GCM)

« SHA Engine
- Support SHAL (160 bit) and SHA2 (256 bit) AES Engine
- Physically Unclonable Function (PUF)

- Device unique root key (256 bit strength)
- Can store key sizes 64 bit to 4096 bit
- Index O Keys routed to AES engine via direct HW bus

- 128-bit UUID per device PUF with Dedicated
- RFC4122 compliant

- Random Number Generator (RNG)
- FIPS 140-1 compliant

- HW diversified OTP key

- Key stored in OTP is scrambled using device unique ID

RAM Unique ID

COMPANY PUBLIC | 13
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OTP Layout — LPC5450xx

:
OTP provides tamper proof storage for °
key material and boot control wordz Jordt wordo
. OTP is organized as four 128-bit banks
. _ Bank1
- Each 32-bit word can be read/write
lockable B Upper 128-bits RoT Key Hash (PUF enabled, no USB) |

- Bank 1 (either): _ _
— Lower 128 bits of RoT key hash Scrambled 128-bit AES key (PUF disabled

- Customer data (encrypt only) Bank2 —
o Bank 2 (either): USB Vendor/Product ID (Customer Spare *)
- Upper 128 bits of RoT key hash
- Scrambled 128-bit AES key (PUF disabled) — NXP programmed data e Ie—
- USB vendor/product IDs
Bank3 Word?2 Word1 WordO

- Customer data (encrypt only, PUF enabled)

B Programmed at NXP factory

+ Bank 3 —word 0 of controls secure boot ] Programmed by Customer in factory/field

behavior along with key revocation list
COMPANY PUBLIC 15 y
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SRAM PUF Technology

1
.L Process Variation — coeeeeeeeeeeeeees .

Naturally occurring variations in the attributes of
transistors when chips are fabricated (length, width,
thickness)

2 SRAM Start-up Values

Each time an SRAM block powers on
the cells come up as eitheralora0

® o Silicon Fingerprint

The start-up values create a 100% random
and repeatable pattern that is unique to
each chip

SRAM PUF Key (KpuF)

The silicon fingerprint is turned into a secret
key that builds the foundation of a security
subsystem

SRAM PUF Benefits
* Device-unique, non-reproducible .

fingerprint process

Leverages entropy of mfg. .

No key material
programmed

COMPANY PUBLIC | 17 4
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SRAM PUF Advantages

A

Security

SRAM PUF Technology

» Key generated by device
entropy

* No traces of sensitive
data

Other Solutions

» Key programmed
externally

* Permanent physical
alteration

« Key visible in structure

Cost

COMPANY PUBLIC | 18
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Key Provisioning Based on SRAM PUF

1. Enrollment Mode .- SRAM PUF response (R) is a
noisy fingerprint of the chip

H_elp(_ar Data
{reilvalion Cute) - PUF IP implements the Fuzzy

Extractor or Helper Data
Algorithm

- Error correction
- Privacy Amplification

R
SRAM PUE iz

Extractor

2. Key Reconstruction Mode

SRAM PUF Helper Data

- Two operation modes:
- Enrollment mode
- Key Reconstruction Mode

Fuzzy Extractor

COMPANY PUBLIC | 19



PUF Key Store

Helper LPC PUF Features
data/Activation
code \ . 256 bit strength Root key
APB Register I/F E‘SZX%Ode 3 - Supports wrapping of keys
- 64 to 4096 bits keys
Secret HW bus EiZXClOde - Generation of Intrinsic
‘ keys (random key)
Oy E‘ZZXCZOC’G 1 - Index 0 accessible
. M through HW secret bus
rypto .
Lib KZ‘Y COOde - Other indexes through
Index :
register I/F
e egister |/

QSPI Flash
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Key Management
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Key Management — HW AES Key Paths

- Critical keys feed directly to
AES engine via HW bus

- No access to secret keys Unie 1D
(Index 0) via SW readable ”'q“e KEYMUX

registers
- Except during provisioning Key 128-bit key
fuses scrambler

- PUF derives unique root 126,107 ang 6.0t
key (KPUF) per device ——
from SRAM fingerprint
- Eliminates complexity of SRAMES

generating unique keys per
device during provisioning

- Protects credentials on a per
device basis

Index O Keys SW selectable

Non Index 0 Keys readable through PUF register interface
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Secure Boot ROM
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LPC545Sxx Secure Boot ROM Features

- Support following secure boot mode
- Authentication only image: Public Key signed image
- Encrypted image: Symmetric key encrypted image with and MAC authentication

- Enhanced secure image: Symmetric key encrypted image with Public Key
authentication

 Support Public Keys & Image Revocation

- Support redundant boot image on external SPI flash

COMPANY PUBLIC | 24
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Secure Boot ROM — Option Detalls

- Secure Boot

- Authentication only images:
= RSA signature verification with public key (2048-bit modulus and 32-bit exponent)
= Image key certificate support with revocation capability
= Uses OTP to authenticate public key
- SHA256 digest of public key should be stored in OTP

- Encrypted Boot

= Uses AES-GCM mode to decrypt and authenticate image

- 256-bit key using PUF
OR
- HW diversified 128-bit key using OTP

- Enhanced images support based on security policy
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Key Store Detalls

. Activation code

- ~1KB of data generated during PUF
enroliment

- Helper data (~Error Correction Code)
to reconstruct root key

- Generated during provisioning

- Key codes
- User keys
= Pre-shared keys
= Provisioned during manufacturing
- Intrinsic keys
= Random keys

Key Store

COMPANY PUBLIC

Used for
encrypted

Images
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Key Management
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Key Management Table
Authentication Only, No Encryption (See Slide 47)

Root of
Trust
Private
Key

Root of
trust
Public
Key

Image
Private
Key

Image
Public
Key

RSA 2048 Private key used for
creating signatures of the image key
certificate

Associated RSA 2048 public key for
authenticating boot code. This key is
inserted into the image certificate

which becomes part of the boot data

RSA 2048 Private key used for
creating signatures of application
binaries

Associated RSA 2048 public key for
authenticating boot image. This key is
inserted into the certificate which
becomes part of the boot data

OEM

-OR-

CA

OEM

OEM

OEM

Generated by the image
creation tool (python script).
Use of key material can be
password protected in this tool

Tool can generate HEX output
of the hash of the public key to
be stored in OTP which is
checked during booting

Generated by the image
creation tool (python script).
Use of key material can be
password protected in this tool

Generated by the image
creation tool (python script)

Used to sign the image key
certificate which is part of
image data

Used to validate the image
certificate which is holds the
Image Public key. Not a
secret key, checked for
integrity by Root of Trust
Hash.

Used to validate the boot
image upon every reset

COMPANY PUBLIC

Use a certificate authority
-OR-

Trusted OEM machine must
have OpenSSL and should
have a strong RNG and be
“Air Gapped”

Part of the boot image

Hash stored on chip OTP for
integrity check

Trusted OEM machine must
have OpenSSL and should

have a strong RNG and be
“Air Gapped”

Part of the boot image
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Key Management Table
Signed and Encrypted (Enhanced with PUF); See slide 49 for Fuse settings and

previous slide

Same keys as detailed in previous slide, but also, the below

Key Generation Key Storage

PUF Boot AES256bit symmetric key
Encryption which is used to encrypt
Key (Image application code and data.
Key)

Keue Hardware AES256 bit symmetric key
unique key which is used to protect the
PUF Boot Encryption Key.

Activation Not a Key, but data needed
Code to support the PUF

LPC Chip

LPC Chip (external
Flash)

Tool generates AES
key

LPC Chip Set PUF
KEY encrypts this
key

Generated by the
chip itself (PUF
SRAM Fingerprint
based)

Generated during
the enroliment phase
of PUF

Decrypt the signed
image (GCM)

Used to create other
keys that go in the
key store (like the
PUF Boot encryption
key)

Not a key, but helper
data needed to
support PUF

Built during manufacturing time.
The plain text key is given to PUF
and encrypted for in system
storage in external flash.

Intrinsic to PUF

External Flash (see slide 64)
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Multiple options
for establishing
unigue identity

for the Chip

1) RFC4122
compliant
Unique ID

2) OTP Key
diversified by
chip Unique ID
can be used to
create encrypted
private key
material

3) PUF
generated key
can operate in a
similar capacity

Keys are
protected by
dedicated
interface to HW
AES engine

Unigue 1D
orP . Kuy 2804 by
fuses serambles
120197 a2 235t -
5@»‘ . PAF bazea 0 Ko

Counterfeit protections

Chip specific
unique and
protected keys
along with

secure boot flow

protect OEM
installed cloud
credentials

Cloud
credentials

become part of
the secure boot

image that is
protected for
integrity and
confidentiality

During
manufacturing

cloud credentials

are encrypted

Secure boot
functions provide
the foundation
for establishing
trust in the
device functions

Onboarding

ROM provides
an immutable
secure boot flow
to support
recovery from
system run away
scenarios

Arm MPU for
memory
partitioning for
logical security

with chip specific

unique &
protected keys

Key Management

KEYMUX

R
BE

S aectanie

NOA Inden © Koys roadabée Ivough PUF reg sk nieriaoe

System Integrity

TLS Stacks (Arm
Mbed TLS) use
hardware
managed keys

Option for AES
engine to use
OTP or PUF
generated keys

Hardware
acceleration for
AES and SHA-2
(SHA-256)

Secure Communication

Based on
device policies,
data stored in
system is
protected by
hardware
managed keys

Option for AES
engine to use
OTP or PUF
generated keys

Hardware
acceleration for
AES and SHA-2
(SHA-256

Secure Boot

Certificate 10
RID([7:0] in OTP

X

Canitcuts Hander

Data Confidentiality

N SHA258

OTPBank 182

New firmware
applied to the
system must
pass the secure
boot flow

ROM support for

upto8
revocations
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AWS loT at a Glance
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Amazon Web Services and AWS loT

All AWS Services

Ghacke:
Storage

Database

RDS

DynameC8

EiastiCache
Neptune

Amazon Redshil

4!

o P

npat

Cloudwaich
AVES Auto Scaing
ClouaFormation

Mobile Services
hobie Had

AVES AppSync
Device Far

ChnaTrat KbEe Analyscs
Config
CpsViorks

Service Caaig
Systems Manages
Tiusled Advecr
Managed Senices

Medin

EZashc Transcoder
Kinesis Video Streams
MedpConvert
Mediive
MedaPackage
Med@Sore
MediaTalior

~
}.

&

S Functions

Armazon M2

Ao Senice

Simple Quaue Service
s

Cuatomer Engagemant
Amaren Conned
Anpent

Simple Emal Seavice

AWS loT

ANS Migration Had
Appication Dizcovery Seevice

Database Migramen Service
Server Migration Sarvice
Snowbad

VPC
CioudFrent
Raute 53
AP Qatwiiy

ComPpaine
Couds
XKy

ACTRZOn Sagudiaiker
Arveczon Comprehend
AFIS Deeplens
Aevazon L

Tdachine Leaming
Aemazon Poly
Rekcgnaon

Amacon Traraoioe

Arnazon Traraae

Adens
EVMR
CioudSearch

Easticseadh Service
Kines
OuickSight
Data Pipaing
AVNS Shae

Cogmite

Secmis Msnager
GuadGuty
Inpecior

Armazon Noce of
AWS Single Sign-On
Cortrfcate Manuger
CloudHEM
Dwractory S
WA &

AN

Output

s oo Busines
Amazon Chme
WorkDocs
YWorldai

=3l

NE0A S

foT Davice Managemant
0T Anaytcs
Qleangass

Amaron Gamel#
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AWS loT Device and Cloud Views

K (! o

R — &P Aws ot
o= Monitor

Onboard

Attidinan FroefITOS Devar Saltwery
Manage

Things
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Amazon FreeRTOS at the Device

aws The FreeRTOS kernel is now an AWS open source project, and these pages are being updated accordingly. AWS are pleased to announce immediate availability of
S the MIT licensed Amazon FreeRTOS operating system, built on the FreeRTOS Kernel v10.

Thermostat Camera O LED
Thing Thing = Thing

MCUXpresso (i \ | /
Embedded User Application SDK | Config Toals | IDE | ‘ e /
| -~ S _‘ A

Securiy, Sennor Fuson o N\
Wireleas Conneutily { b &

Greengrass Shadow WiFi Mgmt. arve mare . ‘ =

Discover Librar Librar
FreeRTOS 4 / y

i.MX RT Series Kinetis K Series
: LPC54000 Series

Amazon FreeRTOS

Kernel

Crossaver processors with + high performance

Amazon FreeRTOS Internal Libraries

190
. A nawer-efficient mainst :
real-time functionality and A power-eflicient, mainstr MCUs with up to 2MB of

. MCU usability for next series for everyone embedded Flash and TMB
Vendor Drivers _ ) . _
. generation consumer and SRAM, advanced security and
MCUXpresso SDK with Amazon FreeRTOS :
industrial loT applications connectivity such as Ethemet,

USB and CAN
Hardware =

) ¢
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AWS loT. What Can Go Wrong?
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Actual Events, Names and Faces Have Been Changed...

- Developer D from one Company is working jointly with Developer E
from a different Company on benchmarking performance for a new
processor and memory architecture

- They decide together to use an Amazon FreeRTOS example as a
“typical loT application”

- Developer D sets up an AWS account and gets the "MCUXpresso

SDK Remote Control” application working and enables Show-Run-
Time stats for Amazon FreeRTOS

- Excited about the results and working towards a deadline Developer
D shares his work with Developer E.

-
| 2 |
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Developer D: Uses personal credit card to
create AWS account, creates device
credentials for App, sets default policies for the
device and the Smart phone App that controls
it, uses home WiFi Credentials to get the app
working then post the package for Developer E

Developer E: Now has access to Developer
D’s Wifi SSID and password. With the device
credentials Developer E can make a
counterfeit device and use it to push large
amounts of data to Developer D’s AWS
account leading to data fees charged to
personal Credit Card of Developer D

) 4
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Amazon FreeRTOS Examples are Part of MCXpresso S

Great Examples!

B W e mode ey promponng h
B v toutdy Nroeed e n

o i _god_conllg detautsh

B s _greengrass ducovery_demah
W ows_greengrass Fscoseryn

8 ows areencrass b oevated

- - 17 LALLM AR 3L IE LT LAY | SATL VT UL I TV | T R UV AT TRV 1P
@ amuzon freertos N “RithUe 3 292 M5 aQUNhVIMC JaesHQRIspcPSOtoL (751640 Thikdeee « 5w 1ok / 1\
£ buttepoot 1 "QBECAREAMNENF Gt eV INTD BB gwF ot 2ur § YRHF ShaTanh T2 2ANNR/ +PRHOYD\n ™
Name b okt s “VROODBYEF COXNT20Q Ubpawd 2wl FUZGST FachinGAl £ B A VDL YTVREE |\ 0™
= y 4. A BAQDAG AL SIS TBIDQEBCWLAAL TRACONTMT (i 70 ol Mave T EMFS D\
R IE = aws_examples & cypto 587 TVoL j< 5rUAMESMS TOtSlys 150055 138 3 1INDND sy RAVPRKZBREXHXPLT \n
o . B Gemade_eny_sronmescnng TR LB QM T yeady M 0ee it AF SR 2 SLYET 2L TOROSTEGRAESY/ T1en2'\n™
aws_greengrass_discovery_enet i drisers * / L2 InYZPREDZ0X S 1 GH SN Dvl +l D vy gPknQds FEEDS /WK /BHET LAy HFah \n*
. - o FIeeRIOS "N 2 Yy B0 s8] T HM G+ DOW 2eMI0p o ThS s ey L LeGRT o POAT wYndS LI 0"
aws_greengrass_discovery_wifi “ s wchate *DEGEAMURECOC ekt Ll v 1r HIMEeHT NXGVEE T 2580 )0 /41 0R+ DTy yHR IOV \n"
aws_remote_control_enet R o3 botterpoolh Pt e ool o
e Mm‘
aws_remote_control_wifi B W ClheniCrdunial ) wd ¢1ien ite by
_ o Wi _Cyonos
aWS—ShadOW—EHEt M aws_celauk_roat certificasech M aile wul \
| = aws_shadow_wifi R s deman e

static comst char clientcredontialCLIENT PRIVATE KEY PEM[] «

S BEGIR RSA PRIVATE KEY--eo-\n®

'h [[pfda—o\) (@t&ﬂﬂil:u‘ll'{)ﬂlﬁﬁkm 1P Xl\(da:uut PV INVEQKp 3 \n "
v { tocycxvinl JMad\n®

Device private key stored as
plain text in a header file

o Project Explorer | =a readmenst 1 FreeRTOSCont. o FreeRTOSH |0 remote_cont..
e 9 m-~ clientcredent LalTOT THING_NAME “FROMXG4 AWS REMOTE" Prepare ([n Andr?lo nppll(al!on ) ) '
-t e X The Android application requires Cognito service to authorize to AwS Iof
0 [ in order to access device shadows. Use Amazon Cognito to create a new
% aws_bufferpoolh ¢ . i = =
[N aws_clientoredential heysh Al * Port number the MJTT broker is using. identity pool:
a .
, clientoredentialh
(5 45 wdefine clientcredentialMQTT_BROKER_PORT 8883 1. 1h the Asazon Cognito Console
8 AW CYPION 4 https://console.aws,amazon.com/cognito/ select "Manage Federated
R aws_default_root_cenificstesh 508/ Identities™ and “Create new identity pool”.
I8 aws_demoh %1 * Port number the Green Grass Discovery use for JSON retrieval fra
i aws_dev_made_key_piovisioning h a © 2. Name your pool and ensure "Enable access to unauthentlicated

[ i1 #defl ientcredenti ENGRASS_DI RY_PORT 8443 . o S
I aws_doubly linked Jisth M ntoridentialohe REPISCOVERL) identities" is checked. This allows the sample application to assume the

(B aws_god_contig_defaultsh Cex /9 unauthenticated role associated with this identity pool.

1% wws_greengrass_discovery dermo.h 5¢ Note: to keep this example simple it makes use of unauthenticated
[N aws_greengrass_ducoveryh users in the identity pool. This can be used for getting started and
aws_greengrass_lib_peivateh 58 Wdefine clientcredentialWIFI_SSID "axp” prototypes but unauthenticated users should typically only be given
[® aws_heiper_secure_cormecth 3 read-only permissions in production applications. More information on
[ mws_iity_inith Cognito identity pools including the Cognito developer guide can be
s _logging_taskn found here: http://aws.amazon.com/cognito/.

N aws_magtt_agent_contig_defaultsh = K
Unauthenticated entities are

IFI network to jain

=

Password needed to jJoin NiFL network

61 #define clientcredentialWIFI_PASSWORD  "NXPO123456789"
aws_magtt_sgeath "

M man tuffech

==

allowed
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AWS Vulnerabilities: What Needs
to be Protected
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AWS Security Goals Statement

https://docs.aws.amazon.com/iot/latest/developerquide/iot-security-identity.html

‘l//ft’,af””””" S Lamaa
~ M \
E*! - 10T coticats
3 - 10T polcies
-~
[ T Amaron Cogree idewty
-

& Security and Identity

AWS loT Authentication

Aros Keess

» You are responsible for managing device credentials (X.509 certificates, AWS credentials)
on your devices and poljcies in AWS loT. You are responsible for assigning unigue
identities to each

Verson 1 updated May 28, 2018 5:59:39 PM 0500

‘Version™; “2€12-19-17%,
“Statement”: |
(

tton &
*ioctiPublish”™,
*lotsdubscribe”,
*fot:Comncct”™,
*lotiRecelve”

ice and managing the permissions for a device or group of devices.
)

s
Effect®t “allon',
“Rezgurce’: |

1
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-security-identity.html

Other Application Specific Needs

- WIiFI Credentials
- Passwords

- Personal Identifiable
nformation (Privacy)

- Payment Information

- Sensor Integrity/
Application Integrity

1) Conditional requirements depend on the device — they are not always required

Requirements for 10T Data

Integrity

Authenticity

Availability
(Conditional)V

Confidentiality
(Conditional) D

L |
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What we can

- g ' - VDAL JWL R SR AT AT AL TN AWY B AATL WSS ITIL e {TVD | eI MW ATIL TRV AT

d O bette r v (& amazon-#eerios A "NAhLe §C 752 M5 Q0NN 1o s FOMepr PSOLOTL 7S I Thiidaxc + QOVWINOE /1 \n "
LRI & tulferpool

*QSECAMEANA NgMFSSVIVRE J 88 pafF oMy zur i Y8 shd Lneh TOz AN/ « POV \n "
*VROICESYEFCRXGT 000 Ubpgyud dnl TU2GSt FecMAWGATUSERED / m)UAMOg YIVRES \ n™

. I
D:confiy. Mo 23 AR/ BAQDAGEANIRGE SAGS Th IDQEBT WAL T BAQONINT JHrG 7n LntMec TEnKGMFS Tyn™
& crypio ) 24 *SBITVoL ¢ SHMMEBMSTO Ond v s 250058 SAB | I 1HulMb s yRAVIHRKZIEERNNXPL 7\ 0™
s devmode ey pIowsioning 25 “rGPRIKOUBLLCSqI0tMaEygo 2w ee i tAFA8 2 e SLYET er LZGROS ZEq B+ £90/ 21cn2\n™
o drivers 20 /1M1 InY 2POtDzaX] 1 2nGf S0q2C0vE+U JeygknQds f EER /w/BNE T 1Ay HF b \n™
& FreeRTOS 77 *HdHUe 1KYy 896 P Tg 0wl «DOM2eiS00g He b s Gl J0GRTr «PGRTvaRP { 1N\ 0"
< B intade i *DAGGAMIPOOC ennuNs IuPun 1eHMErHTAXGVEETI58p In /A LpRDTyyMRZGV\N "
A aws_butterpoal h ) Teeee-EMD CERTIFICATE-----\n";
)

- dietomdaraial Yoy 41

= aw_clientcredontial h « DEM.encoded ¢lient private key

* aws_oyptoh

S avws_detadt root_caniticalesh 4 * Must
A aws_demah y .

2 e _tev_mode ey pronsionmgh
R aws_doubly._linked Jisth 5
W E_O0N, o etz 4 static const char clientcredentislCLIENT PRIVATE KEY PEM[] =

B W (reencrais IOty Gemoh Y SBEGIN RSA PRIVATE KEY««ss \n"

A 2w _greengrass_discoveryh NI [F[A RMN ﬁQfA\ﬁ"nl‘. lV‘PIM-.‘I ;8!‘("“ fl Jh'lu?l"mv":l 1\"1(}‘.11 wi\n"

Protect device prlvate keys with

END RSA PRIVATE MY

encryption/software

2 Project Explorer | y ot = a rERcme. It readment |1 FreeRTOSCont. ¢ FreeRTOSH |0 remote_cont..
& 50 @ 41 Wdefine clientcredentialT0T_THING NAME *FROMKG4 AWS REMOTE" Prepace the Androld, appiicetion . . )
- indfude s Y fhe Android applx(atior) requires Cognito service to authorize to Aws Iof
B sws bufferpooth 150 in nrx?er to access device shadows. Use Amazon Cognito to create a new
(N aws clientoredential_keysh 1 2 ““‘ rt nusber the MITT broker is using identity pool:
5 wws._clientoredentiain 45 wdefine clientcredentialMQTT_BROKER_PORT 88831 1. 1In the Asazon Cognito Console
I o https://console.aws,amnazon.com/cognito/ select "Manage Federated
8 aws_default_root cenificslesh 0% /* Identities” and “Create new identity pool”.
I8 aws_demoh 4 * Port number the Green Grass Discovery use for JSON retrieval fra
H aws_dev_made ey _provisioning.h L7, > . . 2. Name your pool and ensure "Enable access to unauthentlicated
IN aws_doubly linked Jisth Wetine clientcradentialGREDNGISS OTSCOVERY_PORT: 8443 identitle!" isp(-'w(ked. This allows the sample application to assume the
B aws_god_contig_defauitsh e /9 unauthenticated role associated with this identity pool.
% aws_greengrass_dicovery demo.h 56 * WIFI network to {ain Note: to keep this example simple it makes use of unauthenticated
K aws_greengrass_ducoveryh YT users in the ideatity pool. This can be used for getting started and
I8 aws_greengrass_lib_peivateh 50 mdefine clientcredentialWIFI_SSID "axp” prototypes but unauthenticated users should typically only be given
[ aws_hetper_secure_conmecth % read-only permissions in production applications. More information on
B s iit_inith s /* Cognito identity pools including the Cognito developer guide can be
(B aws_jopging_taskn LT, FESEHOVE-DER0N 10, J010. BEVE WO found here: http://aws.amazon.com/cognito/.
& smmqitagent_config.sietauitsh 67 #define clientcredentialWIFI_PASSWORD  “NXPO123456789"
N aws_matt_sgeath ad

A mart tuffech

=

Set real AWS policies

Only store encrypted WiFi

credentials
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LPC54S0xx: Protecting Cloud
On-boarding
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LPC540xx/LPC54Sxx Block Diagram

CORE

MEMORY

SYSTEM

TIMERS

ANALOG

FLEX
COMM
(Choose
any 10)

eSPI INTERFACES

| A |
| o i
i  sHA-2 PUF |
| |
|

| |

High performance with high-end Graphical User Interface and security

- Cortex-M4F, 180MHz
- Upto 360 KB RAM
- 16KB EEPROM
- XIP from QSPI via SPIFI
- External Memory Ctrl (up to 32 bits)
Key Features
Graphic LCD with resolutions up to 1024 x 768
CAN-FD controller x2 (LPC54608)
eSPl interface (slave and LPC bus device functionality)
Digital mic subsystem supporting voice detection
Hi-Speed and Full Speed USB
- USB: 1x HS (H/D) w/on-chip HS PHY
- XTAL-less FS USB Dev
FlexComm: flexible serial connectivity
Advanced Security Option:
AES-256, SHA-2, True RNG
PUF for key storage
HW diversified OTP Key Storage
Secure boot using 2048-bit RSA authentication and SHA-2 verification
Encrypted boot using AES-GCM mode
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LPC54Sxx Security Sub-system

- ROM supporting secure boot methods
- Authentication, Encryption, combination options

- AES Engine
- supports 128, 192 or 256 bit keys

ROM Firmware

- Encryption modes: Electronic Codebook (ECB), Cipher Block
Chaining (CBC), Cipher Feedback (CFB), Output Feedback SHA Engine /0 (Serial)
(OFB), Counter (CTR), Galois Counter Mode (GCM)

- SHA Engine AES Engine

- Support SHA1 (160 bit) and SHA2 (256 bit)

- Physically Unclonable Function (PUF)

- Device unique root key (256 bit strength)
- Can store key sizes 64 bit to 4096 bit
- Index 0 Keys routed to AES engine via direct HW bus

- 128-bit UUID per device
- RFC4122 compliant PUF with Dedicated
- Random Number Generator (RNG) RAM
- FIPS 140-1 compliant
-  HW diversified OTP key
- Key stored in OTP is scrambled using device unique ID

Unique ID
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SRAM PUF Technology

1
.L Process Variation — coeeeeeeeeeeeeees .

Naturally occurring variations in the attributes of
transistors when chips are fabricated (length, width,
thickness)

2 SRAM Start-up Values

Each time an SRAM block powers on
the cells come up as eitheralora0

® o Silicon Fingerprint

The start-up values create a 100% random
and repeatable pattern that is unique to
each chip

SRAM PUF Key (KpuF)

The silicon fingerprint is turned into a secret
key that builds the foundation of a security
subsystem

SRAM PUF Benefits
* Device-unique, non-reproducible .

fingerprint process

Leverages entropy of mfg. .

No key material
programmed
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Key Management — HW AES Key Paths

- Critical keys feed directly to AES engine via HW bus

- No access to secret keys (Index 0) via SW readable registers
- Except during provisioning

- PUF derives unique root
key (Kpyg) per device
from SRAM fingerprint

- Eliminates complexity of N
generating unique keys
per device during
provisioning

-Protects credentials on a |
per device basis SRANEH

KEYMUX

128-bit key

Key
scrambler

128, 192 and 256-bit

SW selectable

Non Index O Keys readable through PUF register interface
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PUF Key Store

Helper LPC PUF Features

data/Activation

Coccl . 256 bit strength Root key
Key Code ) - Supports wrapping of keys

Index O ]

APB Register I/F

- 64 to 4096 bits keys
Key Code _ o
Secret HW bus - Generation of Intrinsic keys
g‘ ‘ Key Code 1 (random key) :
& | ‘v ndex2 L - Index 0 accessible through
Crype oy Cote HW secret bus
Index0 [ - Other indexes through
LPC register I/F

QSPI Flash
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PUF Key Store — Key Generation

- Keys generated externally can
SET_KEY

be stored through PUF using

SET_KEY operation °§ ) ‘ *
- PUF controller provides Plain Key Key Code

generation of device unigue

. GET_KEY
cryptographic strength keys & B o)
(64 to 4096 bits) using g ‘I VD
GENERATE_KEY operation Key Code Plain ey

- If key index parameter is setto O
then key is not known to anybody. GENERATE_KEY ®

- Any other key index are accessible ‘ - *
through register interface using
GET_KEY operation. Key Code
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PUF Key Store for Updated Amazon FreeRTOS Example

Helper

data/Activation
Code ,
PUF Boot Encryption Key (Image
- Key Code £ ) Key)
APB Register I/F y = Used for Signed and encrypted
@ PUF IP Index O i boot to protect system integrity
Kev Code PUF 256bit.Device Unique ECC
Secret HW bus In d)e/x 1 A P-256 private key for AWS
onboarding
C, b ‘ Key Code
\‘ﬂn‘,‘_‘ 7 \ In de 2 : Symmetric Key for protecting
v WiFi/connectivity credentials
Crypto
yb AES

Lib
LPC

Key Code
Index O Symmetric Key for protecting
device sensitive personal data

QSPI Flash
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PUF Key Store for Updated Amazon FreeRTOS Example

Helper
data/Activation

Code

Key Code
Index O

Key Code
Index 1

Key Code
Index 2

Key Code
Index O

QSPI Flash

W amagon-frsenos
£ Butferpool
config Nies
cryatc
@ OermOote_ sty _DIovsionag
» drivers
b FreeMics
wolude

PUF Boot Encryption
Key (Image Key)

“ sws_tuttherpoath

Used for Signed and
encrypted boot to = o cllosisedertil vy
protect system integrity ~frsepmeses i

W oW Detadt 100t Cemticaein
o awe_demah
B0 00 _NEY_LFrOMSIOnngn

PUF 256bit Device b e myeet

W v ot conhig_defautiah

Unique ECC P-256 = o o v osnon

= wwr_greencems_dicoery.h

private key for AWS M s OfeefEss WD evivate
onboarding

2 Project Explorer

Symmetric Key for - & incuge
. N aws_bufferpoolh
protecting g kst ey
o—n o o N ws_clientoredentiain
WiFi/connectivity B aws,cypton
. W aws_default_root_certificstesh
credentials N 2w desion
M aws_dev_made_key_peovisioning.h
N aws_doubly_linked Jisth
B aws_god_contig_defauitsh
. I8 aws_greengrass_discovery demo.h
Symmetric Key for i ams.greengrass iscovery h

N aws_greengrass_lib_peivateh

protecting device 1§ s hetper, e, ccemecth
. N aws b inth
sensitive personal data & aws Jogging.taskn
8 aws_mgtt_agent_config_defaultsh
N aws_matt_sgeath
N nan mar tuffech

- VU UL I DL L) S I JE PRI LU IR 4 | LAT R WHIEAUDL N | | T, T LTI RS
~ SR+ 302 8 2 %S A0GRIVIMC Sae AP Qe pcPS0talC 516467 Plu;xr qz\ w INCE
TS ECANEARMMBMF A Y IVRD JOBgwF 080U 2 IYEMe shd T achT
“VROOBIYES COXq T acQ MUbpawd 2ol § UGS 1 mc MAaGATUCE ..(n
\L‘l/‘l\u\.‘ AAMAANGE SOHS TR DYE BOWUIAAL EERAQDN INT G

I DK oy B9 2
" DEGGAMUEPOOL o nesddh Lo e et yrr it n Xl £ 12580 in /A 2pR o DY yyMR gV n*
12 END CERTIFICATE \n";

Protect device private keys with

encryptlon/software _
BEGIN RSA PRIVATE KEY )
“MITCPATIRAACCADE ARt hut €LY INT

IVEQPTTLCCGMOUOI t SaVDxt IVEOKp Ju\n™

v 1) "Qermiz L EOSZ /YIS DNA L SSwl Laav 300Nl AL Mt 1S THOOuC avtn D ) Dvest) 0™
reacme. readment [y FreeRTOSCont. o FreeRTOSH |0 remote_cont..
®- 41 wdefine clientcredentialIOT THING NAME “FROMKGZ AWS REMOTE"
~l 48

wmber the MITT broke

.;tflnc clientcredent 1alMQTT_BROKER_PORT 8883
Only store encrypted WiFi [
credentials
#define clientcredentialWIFI_SSID "axp”

eeded to $oin Mifl network

67 #define clientcredentialWIFI PASSWORD  "NXP@123456789"
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Ex: PUF Key Store for Amazon FreeRTOS and Onboarding

Key storage protected by the “PUF protected” Benefits of this to onboard securely to
private key AWS cloud
Helper : :
data/Activation + Protect device private key
Code needed for AWS onboarding with
PUF Boot Encryption Key (Image Key) : : :
IK(dBY C(J)ode :) Used for Signed and encrypted boot to a deV|_Ce _unlque Symm_etrlc key
e protect system integrity + Integrity is protected with the
Key Code PUF 256bit Device Unique ECC P-256 secure boot with image
Index 1 ' private key for AWS onboarding encryption based on PUF
Key Code % Symmetric Key for protecting (phySICa”y unclonable functlon)
Index 2 e WiFi/connectivity credentials + PUF encrypted WIiFi credentials

to minimize risk of WiFi access

Key Code Symmetric Key for protecting device
Index O sensitive personal data Code theft

QSPI Flash
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Key Management — HW AES Key Paths

- Critical keys feed directly to AES engine via HW bus

- No access to secret keys (Index 0) via SW readable registers

- Except during provisioning of installed key
- For PUF generated key, no access

- PUF derives uniqL!e root Unique ID CEYMUX
key (Kpyp) per device 1
from SRAM fingerprint ey 128-bit key
-Eliminates complexity of OTP fuses scrambler
generating unique keys
per deVICe durlng 128, 192 and 256-bit ke
provisioning
-Protects credentials on a Index 0 Keys SW selectable

per device basis

Non Index 0 Keys readable through PUF register interface

[
>
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Secure Onboarding with LPC54Sxx

Key Store for Amazon FreeRTOS and onboarding

LPC54S Security use-cases features enabled

« Enable Amazon FreeRTOS and secure onboarding
to the AWS cloud, by having the key encrypted with
a PUF-protected encryption

« Securely store multiple private keys to protect
system data (WiFi Credentials)

[NX®)

\ — - - » Secure boot of the device using a PUF encrypted
PUF wn;AD’;dlcated otp Unique ID key

LPC54Sxx

NXP products used Security features of products used

« LPC54Sxx loT Microcontroller « PUF - Physically unclonable function with
dedicated RAM

 HW accelerated encryption (AES, SHA) secure bus
to PUF key
* ROM supporting secure boot methods
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Demtration Video

B
0:::' INTRINSIC ID o7 Temperature Sensor: Device-to-Cloud Authentication with Hardware Root of Trust

A

=} A

LPC 5450xx Enroll — Activate SRAM PUF

Pre-enroll Post-enroll

Not Connected
UNKNOWN
Not installed
Not installed

LPC 54Sxxx Activation Code (AC) [? LPC 54Sxxx

Helper Data Public Kay
QuiddiKey QuiddiKey

f Loy

Enroll Process SRAM FLASH

Private Key

o
. \ LR J

Quiddikey Asym SW ) oy et m N

protects generates ® - N
device Public &
unique key Private

material PUF Key ) Public / Private

Key Key Pair

EncryPted

2018-10-04, 13:35:57.919 Amazon connected. Endpoint: a3hkfciluoS5iwve.lot.eu-west-1.amazonaws,com
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SECURE CONNECTIONS
FOR A SMARTER WORLD
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