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• NXP EasyEVSE Entry-level development platform –
system overview

• Hardware building blocks

• RW612 host controller

• KM35Z75M metrology MCU

• Solution setup

• Software Building Blocks
• Charging service (Metrology and IEC61851)
• Open Charge Point Protocol (OCPP communication 

and application)
• EVSE Matter and application

• Demonstration video

• Q&A



EasyEVSE Entry-level Development 
Platform (RW612 MCU, FreeRTOS, Wi-Fi 6)

NXP accelerates fast, differentiated entry-level 
single- and multi-phase AC EV charger development

• Reduce design, complexity, cost and footprint by 
converging 4 chips into 1

• Benefit from industry-leading 1x1 dual-band Wi-Fi 6 for 
extended range, higher data throughput, and robust 
connectivity

• Matter-enabled EV charging applications over Wi-Fi 6 
or Thread 

• Ensure seamless communication between EVSE and 
cloud services using the proven open-source EVeret 
OCPP 2.0.1 implementation

• Enable proven resilient EdgeLock Secure Enclave for 
secure backend communications

• Achieve accurate, reliable billing and advanced 
power-line monitoring using modifiable, pre-certified 
metrology software

• Enable application software reuse to scale up to 
higher-performance EasyEVSE MCU and MPU platforms

Solution order numbers

FRDM-RW612* Host Controller Board

TWR-KM35Z75M Metering Board

LCD-PAR-S035*
3.5” 480x320 IPS TFT LCD 
Module

NXP components

RW612 RW612 Wi-Fi/BLE MCU

MKM35Z75M KM35 metrology MCU

*Choose one for the EV and one for the EVSE side
NXP |  Public

Solution info: click here

https://www.nxp.com/design/design-center/development-boards-and-designs/FRDM-RW612
https://www.nxp.com/design/design-center/development-boards-and-designs/FRDM-RW612
https://www.nxp.com/design/design-center/development-boards-and-designs/FRDM-RW612
https://www.nxp.com/design/design-center/development-boards-and-designs/TWR-KM35Z75M
https://www.nxp.com/design/design-center/development-boards-and-designs/TWR-KM35Z75M
https://www.nxp.com/design/design-center/development-boards-and-designs/TWR-KM35Z75M
https://www.nxp.com/design/design-center/development-boards-and-designs/LCD-PAR-S035
https://www.nxp.com/design/design-center/development-boards-and-designs/LCD-PAR-S035
https://www.nxp.com/design/design-center/development-boards-and-designs/LCD-PAR-S035
https://www.nxp.com/design/design-center/development-boards-and-designs/LCD-PAR-S035
https://www.nxp.com/design/design-center/development-boards-and-designs/LCD-PAR-S035
https://www.nxp.com/products/wireless-connectivity/wi-fi-plus-bluetooth-plus-802-15-4/wireless-mcu-with-integrated-tri-radio-1x1-wi-fi-6-plus-bluetooth-low-energy-5-4-802-15-4:RW612
https://www.nxp.com/products/KM3x
https://www.nxp.com/design/design-center/development-boards-and-designs/EASYEVSE-ENTRY-LEVEL
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• Objective: Develop a secure Electric Vehicle Supply Equipment (EVSE) reference design compliant with Matter/OCPP 
standards.

• Platforms:
− FRDM-RW612 → Hosts Matter stack, charging control, metrology, and secure onboarding.
− TWR-KM35Z75M → Provides precision metering and energy session reporting.

• Key Features:
− Secure enclave with EL2GO credentials for hardened keys and onboarding.
− FreeRTOS-based application supporting OCPP over Wi-Fi.
− FreeRTOS-based application supporting Matter over Wi-Fi and Thread.
− Accurate metering, charging state machine, and fault handling.

Overview
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02

Hardware building 
blocks
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EasyEVSE Entry-level Development Platform – system block
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EasyEVSE Development Platform – architecture
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03

EVSE system 
setup
System assembly
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EVSE system setup - hardware modification 
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EVSE system setup - KM35x - EVSE
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https://github.com/nxp-appcodehub/dm-nxp-km-metrology
https://github.com/nxp-appcodehub/dm-matter-evse-demo-
on-frdm-rw612

Software setup and flashing

- Follow the README.md from the dm-nxp-km-metrology ACH
OR
- Flash using the .axf provided in the dm-matter-evse-demo-on-
frdm-rw612 ACH

EVSE system setup - KM35x - EVSE

https://github.com/nxp-appcodehub/dm-nxp-km-metrology
https://github.com/nxp-appcodehub/dm-nxp-km-metrology
https://github.com/nxp-appcodehub/dm-nxp-km-metrology
https://github.com/nxp-appcodehub/dm-nxp-km-metrology
https://github.com/nxp-appcodehub/dm-nxp-km-metrology
https://github.com/nxp-appcodehub/dm-nxp-km-metrology
https://github.com/nxp-appcodehub/dm-nxp-km-metrology
https://github.com/nxp-appcodehub/dm-nxp-km-metrology
https://github.com/nxp-appcodehub/dm-nxp-km-metrology
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
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EV/EVSE system setup – display connection
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EV/EVSE system setup 
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04

EasyEVSE Entry-level 
Development 
Platform
Software building blocks
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Software block diagram
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05

Charging service
Metrology and IEC61851
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Amps Duty Cycle
6A 10%
18A 30%
65A 90%
80A 96%
6A-51A : Amps =  Duty Cycle x 0.6
51A-80A: Amps = (Duty Cycle – 64) x 2.5

Status Charging state Voltage max

State A Standby +12V

State B Vehicle 
detected

+9 V

State C Vehicle Ready +6V

State D Ready with 
ventilation

+3V

State E No power 0V

State F Error -12V

SAEJ1772/ IEC 61581-1
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Charging service architecture 
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adcConfig.resolution       = kADC_Resolution16Bit;
adcConfig.averageLength    = kADC_AverageNone;
adcConfig.inputMode       = kADC_InputSingleEnded;
adcConfig.conversionMode  = kADC_ConversionOneShot;

Control Pilot
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Wha  d  s  h  K 35x d ?
• Enabl s and c nfigu  s  h   FE
• Calcula  s simula  d da a bas d  n p   n i m     valu 
•   c iv s da a f  m  h   FE bu  can/will   plac    al 
m asu  m n s wi h simula  d da a

• T ansmi s  h  simula  d m    l gy da a     h   W  2

 Wha  d  sn’   h  K 35 d ?
• I  mus  n   b  c nn c  d di  c ly     h  p w   g id

 Th   W  2  uns  h  m    l gy  v   simula  d da a, bu  
 h  calcula i n p  c ss is   al

Metrology

Potentiometer 
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DMA Callback

     l gy Task 
P  c ssing

Metrology
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Metrology
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API Description
EVSE_MetrologyInit() It initializes and starts the 

Metrology Task
EVSE_MetrologyDeinit() Requests graceful shutdown of 

the Metrology Task
Metrology_ReadCurrent() Returns current RMS values for 

all phases
Metrology_ReadVoltage() Returns voltage RMS values for 

all phases
Metrology_ReadActivePower() Returns accumulated energy 

values
Metrology_ReadEnergy() Returns accumulated energy 

values

Metering_SampleReset() Reset the metering sample 
buffer.

Metering_SampleAdd() Add voltage and current 
samples for three phases to 
the metering buffer.

Metering_StartProcessing() Starts the metering data 
processing. This will trigger the 
metrology process to run.

Metering_SampleFinish() Finalizes the metering sample 
collection. This will lock the 
buffer and prepare it for 
processing.

Metrology
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06

Open Charge 
Point Protocol 
(OCPP) 
communication



|  NXP  |  Public28

Open Charge Point Protocol (OCPP) - connecting EVs to the grid

OCPP is a standardized communication protocol that enables 
charging stations to talk with management systems. The 
protocol was created by the Open Charge Alliance (OCA), an 
industry consortium dedicated to promoting open standards 
in EV charging. 

• OCPP brings interoperability to the charging ecosystem, 
allowing different vendors' equipment to work together 
seamlessly and preventing vendor lock-in.

• Any OCPP-compliant charger can communicate with any 
OCPP-compliant management system, regardless of who 
manufactured them. 

OCPP versions:
• OCPP 1.5: Legacy (SOAP)
• OCPP 1.6: Most widely deployed (JSON over WebSocket)
• OCPP 2.0/2.0.1: Latest standard (more features, ISO 15118 

support)
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Open Charge Point Protocol (OCPP) - architecture overview

OCPP Architecture Overview
• Cha g  P in  (CP): Th  physical cha ging 

s a i n
• C n  al Sys  m (CS) / CS S:  ack nd 

manag m n  sys  m
• C mmunica i n fl w:  idi  c i nal 

(bidi  c i nal c mmunica i n happ ns  v   a 
p  sis  n  c nn c i n,  ypically using 
W bS ck   p    c l, which k  ps  h  chann l 
 p n f     al  im  m ssaging in b  h 
di  c i ns)

3-tier model as used in OCPP

Charging 
Station 
(EVSE)
- client - 

Charging Station 
Management 
System (CSMS)
- server - 

OCPP

Basic OCPP topology
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Open Charge Point Protocol (OCPP) - use cases (I)

OCPP is the protocol used between a Charging Station and a Charging Station Management System in 
an EV charging infrastructure in the form of use cases. 

The OCPP client implementation relies on the libocpp implementation from EVerest which implements the 
full set of use cases for OCPP 2.0.1.

Supported OCPP use cases in RW612 application:
• B. Provisioning:

• B01 - Cold Boot Charging (connect with the CSMS and configure the heartbeat message)
• C. Authorization: 

• C01 - EV Driver Authorization using RFID
• E. Transactions:

• E01 - Start Transaction options 
• E02 - Start Transaction - Cable Plugin First
• E06 - Stop Transaction options 
• E09 - When cable disconnected on EV-side: Stop Transaction
• E10 - When cable disconnected on EV-side: Suspend Transaction 
• E11 - Connection Loss During Transaction
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Open Charge Point Protocol (OCPP) - use cases (II)

Supported OCPP use cases:
• E. Transactions:

• E13 - Transaction-related message not accepted by CSMS
• E14 - Check transaction status
• E15 - End of charging process
• E16 - Transactions with fixed cost, energy, SoC or time

• F. Remote Control:
• F01 - Remote Start Transaction - Cable Plugin First
• F02 - Remote Start Transaction - Remote Start first
• F03 - Remote Stop Transaction

• G. Availability (Charging Station to inform CSMS of its availability for starting new transaction):
• G01 – Report connector AvailabilityState
• G02 – Heartbeat
• G03 - Change Availability EVSE/Connector

• I. Tariff and Cost:
• I02 - Show EV Driver Running Total Cost During Charging
• I03 - Show EV Driver Final Total Cost After Charging

• J. Meter Values:
• J02 - Sending transaction related Meter Values 
• J03 - Charging Loop with metering information exchange
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Open Charge Point Protocol (OCPP) - use cases (III)

Not enabled OCPP use cases in  the RW612 phase:
• D – Local Authorization List Management
• H - Reservation
• K – Smart charging
• L - Firmware management
• M – Certificate management

The OCPP client implementation addresses these use cases, but they are not enabled in the RW612 
application. 
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OCPP client implementation (I) - protocol and application layers

Application layer:
• Handles EV logic and provisioning 

of the charging point
ChargePoint class layer:
• Handles sending/receiving of all 

standard OCPP messages
Serialization/Deserialization layer:
• Packs/Unpacks the data in json 

format

Charging 
Station 
(EVSE)
- client - 

Charging Station 
Management 
System (CSMS)
- server - 

OCPP

 asic OCPP   p l gy

ChargePoint Class layer (High–level OCPP interface that handles 
sending of all OCPP messages: Authorize, BatterySwap, ChangeTransactionTariff, 
ClearTariffs, GetTariffs, NotifyAllowedEnergyTransfer etc. )

Serialization/Deserialization layer (to_json/from_json 
implemented by every OCPP message class Authorize.cpp, BatterySwap.cpp etc.) 
messages/*.cpp rely on nlohmann/json C++ library 

Websocket shim layer

Application layer (EVSE application logic handling charging session, NFC 
and others)

libwebsockets library (Asynchronous 
I/O, Handles connection, framing, sending/receiving) 

MbedTLS (cryptographic 
library)  

TCP/IP stack (network transport) LwIP 
with socket API enabled

OCPP s ack a chi  c u  
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OCPP client implementation - underlying connection (I) 

Websocket shim layer:
• Handles the initialization of  a 

WebSocket connection and starts 
OCPP internal threads handling the 
connection 

WebSocket connection:
• Persistent connection (not 

request/response like HTTP)
• Charger initiates connection to 

CSMS
• Benefits: Real-time, bidirectional, 

efficient
• Connection management: 

Reconnection logic, heartbeats

ChargePoint Class layer (High–level OCPP interface that handles 
sending of all OCPP messages: Authorize, BatterySwap, ChangeTransactionTariff, 
ClearTariffs, GetTariffs, NotifyAllowedEnergyTransfer etc. )

Serialization/Deserialization layer (to_json/from_json 
implemented by every OCPP message class Authorize.cpp, BatterySwap.cpp etc.)  
messages/*.cpp rely on nlohmann/json C++ library 

Websocket shim layer

Application layer (EVSE application logic handling charging session, NFC 
and others)

libwebsockets library (Asynchronous 
I/O, Handles connection, framing, sending/receiving) 

MbedTLS (cryptographic 
library)  

TCP/IP stack (network transport) LwIP 
with socket API enabled

OCPP stack architecture
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OCPP client implementation - underlying connection (II) 

TCP/IP connection
• Implemented by the LwIP stack with 

socket API enabled

MbedTLS
• Used for cryptographic operations 

needed for TLS in OCPP Security 
Profiles 2 and 3. 

• Includes SE050 support for the 
OCPP client's private key.

ChargePoint Class layer (High–level OCPP interface that handles 
sending of all OCPP messages: Authorize, BatterySwap, ChangeTransactionTariff, 
ClearTariffs, GetTariffs, NotifyAllowedEnergyTransfer etc. )

Serialization/Deserialization layer (to_json/from_json 
implemented by every OCPP message class Authorize.cpp, BatterySwap.cpp etc.)  
messages/*.cpp rely on nlohmann/json C++ library 

Websocket shim layer

Application layer (EVSE application logic handling charging session, NFC 
and others)

libwebsockets library (Asynchronous 
I/O, Handles connection, framing, sending/receiving) 

MbedTLS (cryptographic 
library)  

TCP/IP stack (network transport) LwIP 
with socket API enabled

OCPP stack architecture
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Open Charge Point Protocol (OCPP) - communication flow

Real-world communication 
flow:
Charger boots up → 
BootNotification request
CSMS accepts → BootNotification 
response

OCPP

Provisioning the CS, handling the OCPP 
connection 
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Open Charge Point Protocol (OCPP) - communication flow

State OCPP EVENT

State A CLEAN SESION

State A2 EVCommunicationLost. 
IDLE

State B CablePluggedIn
EVConnected

State B2 ChargingStateChanged
SuspendedEV

State C/D ChargingStateChanged
SuspendedEVSE

State C2/D2 ChargingStateChanged
Charging
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Open Charge Point Protocol (OCPP) - security profiles 

Security profiles in OCPP define the level of security and authentication used for communication between the 
charging station and the CSMS. They establish how the connection is secured and what authentication 
mechanisms are required.

Security Profile 1: Unsecured HTTP with Basic Authentication
Security Profile 2: Secured WebSocket with Basic Authentication
Security Profile 3: Secured WebSocket with Client Certificates (TLS 1.2 mutual authentication)

OCPP 2.0.1: All production deployments must use encrypted connections (Security Profile 2 or 3).

How Security Profiles Work in Practice
When a charging station boots up, it's configured with a specific security profile. This configuration determines:
• Connection URL: Whether to use ws:// (unsecured) or wss:// (secured)
• Authentication method: Basic auth credentials or client certificates
• Certificate validation: Which CA certificates to trust
• TLS settings: Cipher suites, protocol versions, etc.

The CSMS is also configured to expect connections at a certain security level. If a charging station tries to 
connect with a lower security profile than the CSMS requires, the connection will be rejected.
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Open Charge Point Protocol (OCPP) - CSMS setup 

CitrineOS is an open-source Charging Station Management System (CSMS) designed to manage 
electric vehicle (EV) charging networks. It implements the Open Charge Point Protocol (OCPP) 2.0.1, 
which facilitates communication between charging stations and charge management software. 

UG: UG10362: Charging Station Management System (CSMS) Installation and Configuration | NXP 
Semiconductors 

Active docker containers for CitrineOS core

Build the docker images for the CitrineOS core and CitrineOS UI on your Unix system: 
sudo docker compose up –build –d 

https://docs.nxp.com/bundle/UG10362/page/topics/introduction.html
https://docs.nxp.com/bundle/UG10362/page/topics/introduction.html
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Open Charge Point Protocol (OCPP) - CSMS configuration 

Onc  buil  and  unning, 
 h  CS S n  ds    b  
c nfigu  d wi h:
•   gis    d cha ging 

s a i ns (nam  and 
passw  d)

Charge point registration 
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Open Charge Point Protocol (OCPP) - CSMS configuration 

Once built and running, 
the CSMS needs to be 
configured with:
• Authorization list 

(with the accepted 
local value)

Authorization list configured on the CSMS 
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Open Charge Point Protocol (OCPP) - CSMS configuration 

Monitored charging session data in the CSMS logs

At CSMS level, the 
metering values 
reported by the EVSE 
are visible in the logs 
associated with the 
monitored 
transaction/charging 
session.
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Open Charge Point Protocol (OCPP) - CSMS configuration 

Monitored charging session data in the CSMS logs

   CS S l v l,  h  
m    ing valu s 
  p    d by  h  EVSE 
a   visibl  in  h  l gs 
ass cia  d wi h  h  
m ni    d 
  ansac i n/cha ging 
s ssi n.
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07

OCPP app - build
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Import the project in MCUXpresso IDE or VS Code

To import the project in MCUXpresso IDE:

1. Proceed to import the project from filesystem

2.   Choose the previously cloned archive

3. Go to project selection

4. MCUXpresso IDE or VS Code will automatically detect 2 projects:

• OCPP project with the OCPP stack implementation for the EVSE application.

• EasyEVSE project with Debug build configuration.

EVSE RW612 build



|  NXP  |  Public46 |  NXP  |  Public46

Demo
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08

Matter
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• Matter Controller: 
− Android NXP app/ CHIPtool
− Matter commands for Charging Start,  Stop commands 
− Matter controller can retrieve the EV state, session ID and 

charging metrics

• EVSE RW612:
− Matter over Wi-Fi / Thread
− SPI interface with KM35x, which provides metrology data
− Generate PWM output as per the EV state (i.e., each state 

reflects to different Voltage input)
− LCD to provide UI for Matter Commissioning, reflect the 

EVSE states

• KM35x:
− Raw voltage and current data is share using SPI DMA with 

CRC to RW612 EVSE

• EV RW612 (CAR):
− LCD to provide UI for simulating car states
− Based on the car state, generate different Voltage level 

system architecture

EasyEVSE system architecture : Matter RW612 - PoC
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− EVSE – EV: The FRDM-RW61x EV sends the different 
state [i.e. state A, state B, state C, state E, state F] to 
FRDM-RW61x EVSE and FRDM-RW61x EVSE detects the 
different voltage level and generates PWM.

− EVSE - CHIPtool: The FRDM-RW61x EVSE commissioned 
with Matter chip-tool and after commission 
successfully, Matter CHIPtool sends a charging 
start/stop/auto schedule command to the FRDM-
RW61x EVSE based on state. When FRDM-RW61x EVSE 
detects fault condition i.e. state F, it updates the fault 
status to the chip-tool.

− EVSE – KM35x: During the FRDM-RW61x EVSE charging 
in progress KM35 metering board sends the raw 
voltage and current data using SPI DMA with CRC 
check and FRDM-RW61x EVSE receives SPI DMA data 
then check CRC, process the data and send to the 
Matter CHIPtool.

EasyEVSE Software Architecuture: Matter RW612 - PoC
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09

Matter EVSE cluster
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• All Matter devices enables the Root Node, which is 
required 
− Device capability discovery
− On-boarding

• RW612 Matter EVSE device PoC enables the Energy 
EVSE cluster

• Reference to Matter Specification:
https://handbook.buildwithmatter.com/specificatio
n/

Matter EVSE device type: end points and clusters details
                 

                 

                 

                

            

           

          

           

             

                 

             

           

          

                                                                 

           

        

                        

        

                            

        

                           

        
            

https://handbook.buildwithmatter.com/specification/
https://handbook.buildwithmatter.com/specification/
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• RW612 Matter EVSE device PoC enables the 
below attributes in the Energy EVSE cluster
− State: Current operational state of the EVSE
− ChargingEnabledUntil: Time until charging is 

allowed
− MinimumChargeCurrent: Minimum safe 

charging current
− MaximumChargeCurrent: Maximum allowed 

charging current. This limit is either set for grid 
protection or build protection

− SessionID: Unique charging session identifier
− SessionDuration: Charging session duration
− SessionEnergyCharged: Energy delivered to 

EV

• Reference to Matter Specification:
https://handbook.buildwithmatter.com/spe
cification/

Matter Energy EVSE cluster: attribute

https://handbook.buildwithmatter.com/specification/
https://handbook.buildwithmatter.com/specification/
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Below table reflects the EV states as perJ1772 and corresponding Matter attribute 
mapping implemented in the RW612 EVSE PoC

Matter Energy EVSE cluster: state attribute mapping

J1772 CP States Meaning Matter Attributes

State A EV not connected to EVSE NotPluggedIn

State B EV connected, not requesting current PluggedInNoDemand

State C1/D1 EV requests charging, but EVSE not 
allowing current

PluggedInDemand

State C2/D2 Charging in progress, current flowing PluggedInCharging

State F/E Fault condition exists Fault
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• Below are the Matter commands that are enabled in the RW612 EVSE PoC

• Reference to Matter Specification:
https://handbook.buildwithmatter.com/specification/

Matter Energy EVSE cluster: Matter control commands

Matter Commands Meaning Command

Disable Stop the charging to the EV $ chip-tool energyevse disable 1 1 --
timedInteractionTimeoutMs 5000

EnableCharging Start the charging to the EV $ chip-tool energyevse enable-charging 10000 
6 10 1 1 --timedInteractionTimeoutMs 5000

https://handbook.buildwithmatter.com/specification/
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10

Matter EVSE workflow
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• RW612 EVSE PoC enables
− Matter paring information over QR code:

− Matter commissioning over BLE

− Matter control path
• Matter over Wi-Fi 

• Matter over Thread

− Matter certificates are enabled via EL2Go

Matter EVSE system workflow: Matter commissioning
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Matter EVSE system workflow: EVSE States

• When EV is not connected to EVSE, EVSE will be 
in J1772 state A

• State A corresponds to NoPluggedIn  Matter 
state
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Matter EVSE system workflow: EVSE States
• When EV is connected but not requesting 

current, EVSE will be in J1772 state B 
• State B corresponds to  PluggedInNoDemand 

Matter state
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Matter EVSE system workflow: EVSE States
• EV requests charging, but EVSE not allowing 

current, EVSE will be in J1772 state C1
• State C1 corresponds to  PluggedInDemand 

Matter state
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Matter EVSE system workflow: charging cycle

• Charging in progress, current flowing EVSE will 
be in J1772 state C2

• State C2 corresponds to PluggedInCharging 
Matter state
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Matter EVSE system workflow: charging cycle

• Charging disable, stop current flowing EVSE will be 
in J1772 state C1

• State C1 corresponds to PluggedInDemand  Matter 
state
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Matter Commands

• Below table represents the chip-tool Matter commands defined by Matter specification
• NXP Matter Android app is using the same commands for each of the corresponding actions

CHIPtool command Meaning

$ chip-tool pairing ble-wifi 1 NXP_Demo 123456789 
20200221 3226

Pairs the Matter EVSE device with the controller over BLE and 
Wi-Fi. 
•   → Node ID assigned to the device 
• NXP_D m  → Wi-Fi SSID 
•  2345 789 → Wi-Fi password
• 2020022  → Setup PIN code for commissioning 
• 322  → Discriminator used to identify the device during 
commissioning

$ chip-tool pairing ble-thread 1 hex: 
0e0800000000000100004a0300001435060004001fffe00708
fd5e8c006b5c0cbf0c0402a0f7f80003000014010212340208
beef00beef081172030d4d61747465722d4e58502d39330510
00112233445566778899aabbcc7211080410e20d87bb61176d
894ddd9002123e983c 20202021 3226

Pairs the Matter EVSE device with the controller over BLE and 
Thread.
•   → Node ID assigned to the device 
• 2020022  → Setup PIN code for commissioning 
• 322  → Discriminator used to identify the device during 
commissioning
• The long hex string is the Thread operational dataset. 
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Matter Commands

• Below table represents the chip-tool Matter commands defined by Matter specification
• NXP Matter Android app is using the same commands for each of the corresponding actions

CHIPtool command Correct explanation

$ chip-tool energyevse enable-charging 10000 6 10 1 1 --
timedInteractionTimeoutMs 5000

Starts the EVSE charging process when the EV is in State C (ready for 
charging). 
•  0000 → Charging enabled until (epoch duration / ms) 
•   → MinimumChargeCurrent (mA) 
•  0 → MaximumChargeCurrent (mA) 
•     → Endpoint and cluster IDs 
• --timedInteractionTimeoutMs 5000 → Timeout for the interaction (5 
seconds)

$ chip-tool energyreves read state 1 1

Reads the current EVSE energy state attribute from the commissioned 
device. 
•  n  gy  v s → Cluster name (Energy Reverse/EVSE cluster) 
•   ad s a   → Command to fetch the current state 
•     → Refers to endpoint and cluster IDs (device-specific)

$ chip-tool energyevse read session-id 1 1 Reads the Session ID of the current charging session. Useful for tracking or 
logging charging events.

$ chip-tool energyevse read session-duration 1 1 Reads the duration of the ongoing charging session.

$ chip-tool energyevse read session-energy-charged 1 1 Reads the total energy charged during the session (typically in Wh or 
kWh).

$ chip-tool energyevse disable 1 1 --timedInteractionTimeoutMs 5000

Stops the charging process after completion. 
•     → Endpoint and cluster IDs 
• --timedInteractionTimeoutMs 5000 → Timeout for the stop command (5 
seconds)
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Software details
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• Use below link to get Matter EVSE source code and README.MD
− https://mcuxpresso.nxp.com/appcodehub?search=Matter+EVSE+demo+on+FRDM+RW612

Application Code HUB: EVSE RW612 PoC

https://mcuxpresso.nxp.com/appcodehub?search=Matter+EVSE+demo+on+FRDM+RW612
https://mcuxpresso.nxp.com/appcodehub?search=Matter+EVSE+demo+on+FRDM+RW612
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• “ ma    ” f ld  : 
− Contains the energy-management-app 

example with source code and project build files.

• “engery-management-app” f ld  :
− source and include files
− contains the necessary project build

• “lcd_files” f ld  :
− Contains the necessary source and include files 

for the LVGL display functionality

Matter RW612 EVSE Application: Repository structure
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Software build set-up [build commands]
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Matter RW612 EVSE Application: Build instructions

Description Commands / Actions

Prerequisites – Install required 
packages

$ sudo apt-get install git gcc g++ pkg-config libssl-dev libdbus-1-dev libglib2.0-dev 
libavahi-client-dev ninja-build python3-venv python3-dev python3-pip unzip 
libgirepository1.0-dev libcairo2-dev libreadline-dev

Step 1: Clone Matter repo
$ git clone https://github.com/NXP/matter.git cd matter git fetch --all --tags git 
checkout release/V1.4.2 scripts/checkout_submodules.py --shallow --platform nxp --
recursive

Step 2: Clone EVSE repo $ git clone https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-
rw612.git

Step 3: Overwrite the 
files/folders

Place folders:
1. energy-management-app → matter/examples/ 
2. lcd-files → matter/examples/platform/nxp/common/ 
3. nxp_matter_support → matter/third_party/nxp/nxp_matter_support 
4. energy-evse-server → matter/src/app/clusters/ 

Place files: 
1. CommissioningWindowManager.cpp → matter/src/app/server 
2. Server.cpp → matter/src/app/server 
3. CommonDeviceCallbacks.cpp → 
matter/examples/platform/nxp/common/device_callbacks/source/ 
4. AppCLIBase.cpp → matter/examples/platform/nxp/common/cli/source/
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Matter RW612 EVSE Application: Build instructions

Description Commands/actions

Step 4: Activate local 
environment $ cd matter/ source scripts/bootstrap.sh source scripts/activate.sh

Step 5: Download SDK $ third_party/nxp/nxp_matter_support/scripts/update_nxp_sdk.py --platform 
common --force

Step 6 A: Build Matter-WiFi
$ cd examples/energy-management-app/nxp/rt/rw61x/ gn gen --
args="chip_enable_wifi=true board_version=\"frdm\" nxp_enable_matter_cli=true" 
out/debug ninja -C out/debug

Step 6 B: Build Matter-Thread

$ gn gen --
args="board_version=\"frdm\" nxp_enable_matter_cli=true chip_enable_openthread
=truechip_inet_config_enable_ipv4=false chip_config_network_layer_ble=true" 
out/debug

Step 7: Rename .hex to .srec 
[optional] $ cd out/debug cp chip-rw61x-evse-example.hex chip-rw61x-evse-example.srec

Step 8: Flash on FRDM-RW612 Flash chip-rw61x-evse-example.srec using MCUXpresso 

Note: Customer can either choose step 6A or 6B based on Matter over Wi-Fi or Open Thread 
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Matter EVSE RW61x: Logging/command console

• Current PoC enables both logging and Command console on UART3

• As per customer needs, this can be use same/different UART ports 
• File: 

third_party/nxp/nxp_matter_support/examples/platform/rt/nxp_sdk_reco
nfig.cmake

• Same UART port 
• Command and Logs on UART 3: set this flag in the above file 

"DE UG_CONSOLE_U  T_INDEX = 3“
• Different UART port for 

• Command on UART 3 and Logs on UART 0: set this flag in the above 
file "DEBUG_CONSOLE_UART_INDEX = 0"

UART 3 UART 0UART 3
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Matter EVSE Wi-Fi with 
Android CHIPtool
Demonstration



|  NXP  |  Public73

Test: commissioning process

• Matter Wi-Fi Commission Process

Step 1

Step 2
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Test: EVSE state

Below image illustrate the EV State transition
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Test: charging enable/disable
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Matter EVSE 
OpenThread (OT) 
support
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Matter EVSE OpenThread support: build command

$ gn gen --args="board_version=\"frdm\" nxp_enable_matter_cli=true chip_enable_openthread=true 
chip_inet_config_enable_ipv4=false chip_config_network_layer_ble=true" out/debug 

• Enter below build command to build EVSE with OT support

• Flash the generated binary onto the FRDM-RW612 board, then open a CLI terminal. Typing help 
will display the available otcli commands and their usage information.
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Matter EVSE 
OpenThread (OT) 
with Android 
CHIPtool
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Test1: Matter EVSE OT commissioning Process with Android Matter CHIPtool app

Test 1: Matter EVSE OT commissioning process with Android Matter CHIPtool app

Description Commands/actions

Step 1: Initialize and activate 
dataset (OTBR + chip-tool on 
same Wi-Fi)

$ otcli dataset init new
$ otcli dataset 
$ otcli dataset commit active 
$ otcli ifconfig up 
$ otcli thread start

Step 2: Verify leader state (~1 
min later)

$ otcli state → should return 
leader

Step 3: Retrieve PSKc for 
Android Matter controller

$ otcli pskc → e.g., 
198886f519a8fd7c981fee95d72f
4ba7

Step 4: Power on EVSE OT 
Device

Ensure the device advertises 
for commissioning
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After that select OTBR and click on PSK-C and enter 12-digit key and press next.

Test 1: Matter EVSE OT commissioning process with Android Matter CHIPtool app
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Matter EVSE 
OpenThread (OT) 
with Linux 
CHIPtool
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Test 2: Matter EVSE OT commissioning process with Linux CHIPtool

Description Commands/actions

Commission device 

$ chip-tool pairing ble-thread 301 hex: 
0e0800000000000100004a0300001435060004001fffe00708fd
5e8c006b5c0cbf0c0402a0f7f80003000014010212340208beef
00beef081172030d4d61747465722d4e58502d393305100011223
3445566778899aabbcc7211080410e20d87bb61176d894ddd90
02123e983c 20202021 3226

- The long hex string is the Thread operational dataset. 

Read EV state (initial) $ chip-tool energyseve read state 301 1

Enable charging (when EV in state C) $ chip-tool energyseve enable-charging 10000 6 10 301 1 --
timedInteractionTimeoutMs 5000

Read Session ID $ chip-tool energyseve read session-id 301 1

Read Session Duration $ chip-tool energyseve read session-duration 301 1

Read Session Energy Charged $ chip-tool energyseve read session-energy-charged 301 1
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Edgelock2GO
Matter Manufacturing Flow
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Matter Device Attestation:
• Each device should have a unique cryptographic 

identity
• Attestation is based on Public Key infrastructure(PKI) 

and uses X.509 certificates to authenticate Matter 
products and device vendors

• All Matter devices are required to use an attestation 
keypair and an X.509 certificate signed by a Trusted 
Certificate Authority (CA) - Product Attestation 
Authority (PAA)

Matter with EdgeLock2GO
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• NXP is a Product Attestation Authority 
approved by the Connectivity Standards 
Alliance (CSA)

• Leverages NXP security infrastructure

• Leverages the hardware security capabilities 
of the RW612 device for protecting device 
keys.

• NXP-generated attestation certificates work 
with devices that use any MCU or MPU, from 
NXP or another supplier.

• More information on how to provision RW612 
devices with Matter credentials using 
EdgeLock2GO are available in the 
Application Note AN14705, on www.nxp.com.

Matter with EdgeLock2GO

https://docs.nxp.com/bundle/AN14705/page/topics/introduction.html
http://www.nxp.com/
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Matter Certificate Chain

During Matter commissioning:
1. EVSE presents its DAC
2. Commissioner verifies DAC signature using PAI public 

key
3. Commissioner verifies PAI signature using PAA public 

key
4. Commissioner checks that PAA is in its trusted root 

store
5. If chain validates, device is authenticated as genuine

PAA (Root)
  └─ Signs → PAI (Intermediate)
            └─ Signs → DAC (Device Certificate)
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Matter Certificate Chain

Component Secret? Integrity protected – 
how?

Stored securely?

PAA No Self-signature + trust 
anchor

Not mandatory (on 
commissioner)

PAI No PAA signature verification Not mandatory

DAC certificate No PAI signature verification Not mandatory

DAC private key Yes Secure storage + access 
control

Mandatory

Integrity protection comes from x.509 signature verification. If an attacker modifies the 
content of the PAI or DAC (Vendor ID, Product ID, Public key, Any extensions), the 
signature verification will fail.
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Matter Manufacturing Flow with EdgeLock2GO

FRDM-RW612

Factory data 
partition

ELS S50

Secure boot 
enabled 

Manufacturing PC

SPSDK/SEC Tool

Matter repo

Factory data binary 

EVSE Matter 
Application 
Binary
(el2go aware) 

Encrypted 
el2go blob (3) 

Encrypted el2go blob packed 
with factory data (5)

el2go blob decrypted

PAI 

+ Manufacturing data (4) 

+ Secure Objects Ids (6)

1. Prepare the build environment 
2. Generate Matter certificates (PAI/DAC/etc.) in 

the EdgeLock2GO platform
3. Retrieve Matter certificates from EdgeLock2GO
4. Generate provisioning data (factory data 

binary)
5. Build your Matter application to use the 

factory data
6. Flash factory data to designated partition
7. Enable secure boot and flash your board

EdgeLock2GO Service

Matter Certs
(PAI / DAC)

EdgeLock2GO cloud
(Matter Trust Authority)

PAA

EVSE Matter 
Application 
Binary
(el2go aware) 
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Matter Manufacturing Flow with EdgeLock2GO

Step 1 – Prepare the environment 

• Download Matter repository: build the Matter/CHIP Certificate Tool (chip-
cert) and SPAKE2P Parameters Tool (spake2p)

• Install OpenSSL or similar cryptographic tool
• Install NXP Secure Provisioning SDK/MCUXpresso Secure Provisioning 

Tool for provisioning

Notes and sources
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Matter Manufacturing Flow with EdgeLock2GO

Step 2 - Generate Matter certificates (PAI/DAC/etc.) 

Notes and sources

• Generate PAI certificate and key
• Create a DAC template
• Create a device group for your 

devices
• Assign the DAC template to the 

device group
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Matter Manufacturing Flow with EdgeLock2GO

Step 3 – Retrieve Matter certificates (EL2GO blob)

Use NXP Secure Provisioning SDK and the provided el2go application to connect to EdgeLock2GO server 
and retrieve the secure objects generated for your specific Matter device.

Step 4 - Generate provisioning data (factory data binary)

Notes and sources

NXP factory data binary includes:
• DAC & DAC key
• PAI certificate
• SPAKE2+ values (passcode, salt, iteration count, 

verifier)
• Discriminator
• Serial number (if applicable)

Generated using: 
generate_nxp_chip_factory_bin.py

For the EdgeLock2GO flow, use parameters:
--EL2GO_bin
--EL2GO_DAC_KEY_ID
--EL2GO_DAC_CERT_ID
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Matter Manufacturing Flow with EdgeLock2GO

Step 5 – Build your Matter application to use the 
factory data

Use the gn command with: 
• nxp_use_factory_data=true
• nxp_enable_secure_EL2GO_factory_data=true

 Step 6 - Flash factory data to designated partition

Write the generated factory data binary to the dedicated 
flash location: __FACTORY_DATA_START

Notes and sources
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Matter Manufacturing Flow with EdgeLock2GO

Step 7 – Enable secure boot and 
flash your board

When building your Matter 
application, add 
no_mcuboot=false parameter and 
also build a secure bootloader 
image.

Use MCUXpresso Secure Provisioning 
Tool to enable secure boot, write 
your images and manage board 
lifecycle.

Notes and sources
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Chip-tool configuration

      PAA  trust-store
EdgeLock2GO Service

Matter Certs
(PAI / DAC)

EdgeLock2GO cloud
(Matter Trust Authority)

PAA

Chip-tool

PAA

Download the PAA cert in the chip-tool trust store
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Demonstration Video
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Q&A
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