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EasyEVSE Entry-level Development
Platform (RW612 MCU, FreeRTOS, Wi-Fi 6)

NXP accelerates fast, differentiated entry-level
single- and multi-phase AC EV charger development

Reduce design, complexity, cost and footprint by
converging 4 chipsinto 1

Benefit from industry-leading 1x1 dual-band Wi-Fi 6 for
extended range, higher data throughput, and robust
connectivity

Matter-enabled EV charging applications over Wi-Fi 6
or Thread

Ensure seamless communication between EVSE and
cloud services using the proven open-source EVeret
OCPP 2.0.1 implementation

Enable proven resilient EdgeLock Secure Enclave for
secure backend communications

Achieve accurate, reliable billing and advanced
power-line monitoring using modifiable, pre-certified
metrology software

Enable application software reuse to scale up to
higher-performance EasyEVSE MCU and MPU platforms

NXP | Public

Solution info:

Electric vehicle (EV)

Display module
LCD-PAR-S035

Electric vehicle supply equipment (EVSE)

Metering board
TWR-KM35Z75M

Matter or OCPP
device type

L

4

Wi-Fi6orThread | Wi-Fi 6 for OCPP

for Matter
TLS TCP/IPV6

TLS TCP/IP

Display module
LCD-PAR-S035

i Host controller
1 board
\ FRDM-RW612

EasyEVSE Application Control

Host controller
board
FRDM-RW612

Security service JI772 service Metering service OCPP client
Matter

middleware
Mbedtls Control Pilot Metering library
CP generation TCP/IP Stack
Edgelock®

KM35x AFE Lwip OpenThread

CP level reader [LICHGLEY NXP Wi-Fi
o Thread
middleware

Gul
User
Interface

LVGL

Hardware Abstraction Layer
Drivers (SPI, DMA, SDIOA, ADC, DAC, Memory, SEMC, PWM, CTIMER)

NXP Middleware

* Host Controller Board

Metering Board

3.5” 480x320 IPS TFT LCD
Module

*Choose one for the EV and one for the EVSE side

® O ®

Get started
Application note and Get Started
instructions

Development hardware
Order from nxp.com

Complementary development software
Download from github.com/NXP

RW612 Wi-Fi/BLE MCU
KM35 metrology MCU


https://www.nxp.com/design/design-center/development-boards-and-designs/FRDM-RW612
https://www.nxp.com/design/design-center/development-boards-and-designs/FRDM-RW612
https://www.nxp.com/design/design-center/development-boards-and-designs/FRDM-RW612
https://www.nxp.com/design/design-center/development-boards-and-designs/TWR-KM35Z75M
https://www.nxp.com/design/design-center/development-boards-and-designs/TWR-KM35Z75M
https://www.nxp.com/design/design-center/development-boards-and-designs/TWR-KM35Z75M
https://www.nxp.com/design/design-center/development-boards-and-designs/LCD-PAR-S035
https://www.nxp.com/design/design-center/development-boards-and-designs/LCD-PAR-S035
https://www.nxp.com/design/design-center/development-boards-and-designs/LCD-PAR-S035
https://www.nxp.com/design/design-center/development-boards-and-designs/LCD-PAR-S035
https://www.nxp.com/design/design-center/development-boards-and-designs/LCD-PAR-S035
https://www.nxp.com/products/wireless-connectivity/wi-fi-plus-bluetooth-plus-802-15-4/wireless-mcu-with-integrated-tri-radio-1x1-wi-fi-6-plus-bluetooth-low-energy-5-4-802-15-4:RW612
https://www.nxp.com/products/KM3x
https://www.nxp.com/design/design-center/development-boards-and-designs/EASYEVSE-ENTRY-LEVEL

Overview

- Objective: Develop a secure Electric Vehicle Supply Equipment (EVSE) reference design compliant with Matter/OCPP
standards.

* Platforms:
- FRDM-RW612 — Hosts Matter stack, charging control, metrology, and secure onboarding.

- TWR-KM35Z75M — Provides precision metering and energy session reporting.

- Key Features:

Secure enclave with EL2GO credentials for hardened keys and onboarding.

FreeRTOS-based application supporting OCPP over Wi-Fi.

FreeRTOS-based application supporting Matter over Wi-Fi and Thread.

Accurate metering, charging state machine, and fault handling.
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Hardware building

blocks




EasyEVSE Entry-level Development Platform — system block

6

Electric vehicle (EV)

3.5” 480x320 TFT LCD
display

SPIf12C

cP/PP

Electric vehicle supply equipment (EVSE)

Potentiometer

Segment LCD

3.56" 480x320 TFTLCD
display

SPIf12C SPI/CLKOUT/GSPIO

. NXP Technology
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3 Party Components

-

Log
messages

Wi-Fi6 Wi-Fi 6 or Thread

TLS TCP/IP | L TLSTCP/IPV6
Y
Charging
Station Mgmt.
System (OCPP)
Any device Matter
type for OCPP  Controller/

Administrator
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EasyEVSE Development Platform — architecture

Electric vehicle supply equipment (EVSE)

Matter or OCPP

| device type
Electric vehicle (EV) l H
fmm = = m e e e e e e : Wi-Fi 6 or Thread i Wi-Fi 6 for OCPP
for Matter i TLS TCP/IP
TLS TCP/IPV6 :
Display module M Display module

LCD-PAR-S035

[ 2

LCD-PAR-S035

Metering board
TWR-KM35Z75M

A
v

- -
Host controller Host controller
board board
FRDM-RW®612 FRDM-RW®612
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RW612

1/0 Interfaces

Memory Interface

(Quad) FlexSPI
FLASH and PSRAM Interface

Power Management
Input: (1.8 V—-3.6 V)

Analog
2 x 16-bit ADC

10-bit DAC
ACMP

Other Security Modules

| NXP | Public

Dedicated Application CPU Platform

Arm®Cortex ®-M33 (260 MHz)
PowerQuad Co-Processor

TrustZone-M

Memory

System Control

NXP Public

Radio Sub-System
Wi-Fi®Radio

NarrowBand (NB) Radio

Multi-Radio Coexistence Arbiter

EdgeLock®Secure Enclave (Core Profile)




KM35Z75M

Core System Memory Measurement Front End
ARM®Cortex ®-M0+ Watchdog 64-512 KB Flash Up to 3 x 4 x 24-bit Sigma
HSCMP Delta ADC
Up to 75 MHz TR ST
BME i \ L
16-64 KB SRAM i 16-ch. 16-bit i Upto e e
In?::/faDce MTB Low-Leakage ; SARADC ; 4 x PGA
Wake-Up Unit (P PPPEPPTRSTEPSTREFRrRrrer.
L AR AL o L Inter Peripheral
Interrupt ] H/W Arithmetic ' 1.2 V VREF Phase Shifter
Controller : Unit : Crosshat
EWM
MPU
Security Display Timers Communication Interfaces Clocks
R Cyele | SegmentLCD | 4 x Quad Timer Up to 3 x 16-bit SPI 2x12C Phase Locked
Redundancy : Controller i Loop —
Check ' : Up to 2 x 1w 760
PTTTTTTsTssssoososooos o (Up to 448 : Low—PFc)>werTimer Up to 5 x Up to 99 GPIO Frequency LU CLLE AR LERLERLARS
! b Segments, : UARTs
: MMCAU b ! Locked Loop
e 56x8) 2 x Periodic (2 x 107816,
Random Interrupt Timers 1 x LPUART) ;ZWLZE;:
Number IRTC on vBatt ochllator:
Generator with T° comp.
o : Internal
I;-atm pt(je rn Prgg(amg: ablle i Reference
eleclo SO ] Clocks
Optional
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EVSE system

setup

System assembly




EVSE system setup - hardware modification
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GPIO_8_FC1_SPI_MISO <&

SJ11_1 2
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N\

GPIO_9_FC1_SPI_MOSI <&
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EVSE system setup - KM35x - EVSE

» P13 MOsl P8
P14 wmso P10

+[BiEl cwx
—— I s

P21 CLKOUT  Ho7

FITRTTTRITOTEIN ()

g Bl , __CLKOUT
1l orov B

g P26 GND P14
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EVSE system setup - KM35x - EVSE

https://github.com/nxp-appcodehub/dm-nxp-km-metrology
https://github.com/nxp-appcodehub/dm-matter-evse-demo-
on-frdm-rw612

Software setup and flashing

- Follow the README.md from the dm-nxp-km-metrology ACH

OR

- Flash using the .axf provided in the dm-matter-evse-demo-on-
frdm-rw612 ACH

13 | NXP | Public
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» dm-matter-evse-demo-on-frdm-rw612 rubic

¥ main ~ ¥ 1Branch © 0Tags Q, Gotofile

¥ hiteshmathukiyanxp Initial commit

B Doc Initial commit

B8 Licenses Initial commit

In‘t‘a; R

fia images Initial commit
B8 matter Initial commit
[ LICENSE Initial commit
D README.md Initial commit

D SBOM_Application_Code_Hub_evse_rw612_d... Initial commit

GUI Flash Tool
2 GUI Flash Tool for:
M SEGGER J-Link probes
Program executable into flash rw612_ev.axf

Options
Probe specific options

Interface swD v Speed | 4000
Target Operations
Select the target flash operation to perfarm
Program™._Erase

Options
Select the options to apply

Fileto program r-.vﬁi/,’bin/f\\'m/ ev. axﬂ v | Waorkspace... | File System...

Base 0
Reset target on execution Halt target on executior

General Options
Flash programming tool options

ompletion Preview command Clear console

Add file ~

26a40

2 weeks ago

®Watch 0 ~

O 1 Commit
2 weeks ago
2 weeks ago
2 weeks ago
2 weeks ago
2 weeks ago
2 weeks ago
2 weeks ago

2 weeks ago


https://github.com/nxp-appcodehub/dm-nxp-km-metrology
https://github.com/nxp-appcodehub/dm-nxp-km-metrology
https://github.com/nxp-appcodehub/dm-nxp-km-metrology
https://github.com/nxp-appcodehub/dm-nxp-km-metrology
https://github.com/nxp-appcodehub/dm-nxp-km-metrology
https://github.com/nxp-appcodehub/dm-nxp-km-metrology
https://github.com/nxp-appcodehub/dm-nxp-km-metrology
https://github.com/nxp-appcodehub/dm-nxp-km-metrology
https://github.com/nxp-appcodehub/dm-nxp-km-metrology
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612
https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-rw612

EV/EVSE system setup — display connection
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EV/EVSE system setup
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EVSE

J4/P5 CP_PWM | J4/P5

CP_PWM  J4/P4
P2 RETURN

J3/P14  GND J3/P14

NXP Public
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EasyEVSE Entry-level
Development

Platform

Software building blocks




Software block diagram

NXOE

EasyEVSE Application Control

Security service J1772 service Metering service Gul

User

Control Pilot Metering library Interface

middleware

cdaelook® CP generation TCP/IP Stack
. A
KM35x AFE
CP level reader interface layer NXP Wi-Fi

Hardware Abstraction Layer
Drivers (SPI, DMA, SDIOA, ADC, DAC, Memory, SEMC, PWM, CTIMER)

NXP Middleware
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Charging service

Metrology and IEC6185I




SAEJ1772/ IEC 61581-1

Control pilot Proximity pilot

Neutral AC phC]SS ]

AC phase 3 AC phase 2

AC Charging connector type 2

19 | NXP | Public
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m Charging state | Voltage max

State A Standby +12V

State B Venhicle +9V
detected

State C Vehicle Ready +6V

State D Ready with +3V
ventilation

State E No power ov

State F Error -12V

Amps | Duty Cycle

6A 10%

18A 30%
65A 90%
80A 96%

6A-5lA: Amps = Duty Cycle x 0.6
51A-80A: Amps = (Duty Cycle — 64) x 2.5



Charging service architecture

20
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EVSE Charging Protocol File Relationship Architecture

Application Layer)

Charging Abstraction Layer

AN

EVSE_ChargingProtocol

—

Protocol Layer

J1772

Provides implementation for

J1772. State transition, PWM control,

Metrology decision

—— IEC61851 (J1772)

[ HAL & Shim Layer ’
(Platform-gpecific)
Y

EVSE_LowlLevel Handles

—

- Provides unified interface

for all charging protocols
J1772,1S015118, etc.)

HAL & Shim Layer

Abstracts hardware and
isolates platform-specific
code from upper layers

Low Level Services )

Metrology _Service

ControlPilot_Service

Control pilot

AN

Low level PWM generation and
syncronized CP measurement

NXP Public



Control Pilot

adcConfig.resolutiongVsE = kADC_Resolution16Bit;
adcConfig.averagelLength = kADC_AverageNone;
adcConfig.inpu DC_InputSingleEnded;
adcConfig.convgrscl DC_ConversionOneShot;

Electrical Vehicle Supply Equipment

/ Electrical Vehicle

EV

5

Control Pilot PWM set Flow

-~ [FROM-RW612

Set duty cycle (%)

RW612 RW612
CP 1KHz PWM
CTIMER 1 CTIMER 1
Host RW612
Controller DAC 0-1.8V signal Cortex-M33 260 MHz
1.2MB SRAM
RW612

B Calculate pulse period
pulsePeriod = (clockfreq / prescaler / pwmFreqg) -

e~ v
Calculate pulse width (how much it stays low)
) pulseWidth = (pulsePeriod + 1) x (100 - dutyCycle) / 10

v

Calculate ADC trigger point
triggerPoint = pulseWidth + (period - pulseWidth) /

o

21 | NXP | Public
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Write pulse period to Match 3 controls when
CTIMER Match Register 3 PWM output toggles LOW

Write pulse width to Match O controls when
CTIMER Match Register 0 PWM output toggles HIGH

.| Write trigger point to Sample during HIGH phase
g ,,: CTIMER Match Register 1 for accurate voltage reading




Metrology

What does the KM35x do? Potentiometer
» Enables and configures the AFE
 Calculates simulated data based on potentiometer value

- Receives data from the AFE but can/will replace real
measurements with simulated data

« Transmits the simulated metrology data to the RW612

X What doesn’t the KM35 do?
* It must not be connected directly to the power grid

Metering board
TWR-KM35Z75M

il The RWB12 runs the metrology over simulated data, but e
the calculation process is real e,

v

o
Host controller
board
FRDM-RW®612
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| PINT
< PINT2 i o
> rigger
= e s _
|Z’—> 5 Trigger 2 | = | TX Trigger
= T2
AFE_SPI_DATA_READY = Trigg.er 33| £
DMAO
TX request Channel 3
|X'L LPSPI1
AFE_SPI_CLK
IZ SW Trigger DMAO
AFE_SPI_PCS v RX request Channel 2
~ ~  DATA FIFO H
AFE_SPI_MOSI
—_— ]
AFE_SPI_MISO
CLKOUT o | D | U | M | M | Y | - |
e | - PLL
MCX_AFE_CLKOIT
6. 5536 MHz
DMA Callback [ } ¥
| | |
| | i
I I I
| | ]
| | |
| s :g
| ® ® o I ® o
- 15 1=
. . o |3 o i
. . > | > |
| | |
1| u1[78] | v2[78] | U3([78] | I11[78] | 12[78] | I13[78] |! uU2[78] | U3[78] 12[78] | 13[78] |!
Metrology Task | : |
- < 1 791 |TOZ[79] | O3[79T | 1L1/9] | 1Z2[79] | 13[79T || U2[79] | U3[79] 12[79] | 13[79] |
23 | NXP | Public Processing L e e M\ !

NXP Public

x 80




Metrology

SAMPLING & FFT-based data processing

18t signal period

2nd signal period

3rd signal period

4 signal period

each samples

i

| |

.| Filter-based Filter-based _-} Filter-based
/ processing of [~ processing of / processing of
/ each samples / each samples
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D123 4 | .. S e A2 4
| "-.\ Vool \n I|: \ "-.\ \ \
AR \i \ O\ \ \
AR R YRR N
N NN ARG \\ -
— ™ Ay y | __"'\\\ AY -\\ \\
NN /| W\ \ \
\._ \ '-,II / _// -._\I \. .
\I' II' l I'I III { / ll'l II'I II. I| | I'| I|
VARRAY a4 VA AAN R
Buffer 1 Buffer 2 Buffer 1 Buffer 2
N*4B size N*4B size N4B size M4B size




Metrology
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AFE
(Analog Front End)

Metrology Task Sequence Diagram

Metrology Task

Metering Library NV@ge
I |

AFE_Init()

| 1
1 Initialization I
|

ReadConfig()

configuration data

|
oo e e

metrology_init()

>

I
T
|

| v |
I 1 Main Loop I
|

loop /| [s_task_deleted == false]l

Metrology DataRCV

>

event, buffer_index

L
alt I[event == Metrology_DataRCV]

| METERLIBFFT3PH_InitMainBuffPhx()_ |
l l

alt ) [needs_interpolation == true]

METERLIBFFT3PH_Interpolation() I
>
T

METERLIBFFT3PH_CalcMain()

>3
1

METERLIBFFT3PH_GetMagnitudes() _|

>

METERLIBFFT3PH_CalcWattHours()

METERLIBFFT3PH_CalcVarHours()

|
f
I
L
|_METERLIBFFT3PH_GetPhases()
|
|
[

alt [time_to_send_avg == true]
METERLIBFFT3PH_GetAvrgValues()

measurement results |

| PR |
1 Termination I
OSA_MsgQDestroy()

f
|
|

| OSA_TaskDestroy() |

|

AFE
(Analog Front End)

Metrology Task

NXP Public

Metering Library | NV EStorage

EVSE_MetrologyInit

Metrology_ReadEnergy()

Metering_SampleReset()

Metering_SampleAdd()

Metering_StartProcessing()

Metering_SampleFinish()

It initializes and starts the
Metrology Task

Requests graceful shutdown of
the Metrology Task

Returns current RMS values for
all phases

Returns voltage RMS values for
all phases

Returns accumulated energy
values

Returns accumulated energy
values

Reset the metering sample
buffer.

Add voltage and current
samples for three phases to
the metering buffer.

Starts the metering data
processing. This will trigger the
metrology process to run.

Finalizes the metering sample
collection. This will lock the
buffer and prepare it for
processing.



J1772

EVSE is ready to charge:

- Vehicle connected

- PWM duty cycle set

- Awaiting charge command

J1772/IEC61851 EVSE State Machine

N —

STATE_B2

STATE_C2

CP = Control Pilot State
PWM = Pulse Width Modulation
Auth = Authentication

1

Vehicle Detected
PWM = Duty Cycle
Power OFF
Ready to Charge

Charging Active

PWM = Duty Cycle
Power ON

STATE_D2

Measure V/IIP

—A_E_

VI,

STATE B

Vehicle Detected
PWM = 100%
Power OFF
Wait for Auth

STATE_C

Active Charging:
- Measure Voltage
- Measure Current
- Measure Power
- Calculate Energy

- Update Meter Reading

STATE_A2

Charging Ready
PWM =100%
Power OFF

— 71—

STATE D

Ventilation + Charging
PWM = Duty Cycle
Power ON

Ventilation ON

Ventilation Required
PWM = 100%
Power OFF

. E—

Car s ready to charge
EVSE is not ready/paused

Fault conditions trigger
immediate power disconnect
and PWM to 100%

Standby, PWM ON
PWM < 100%
Power OFF

——

STATE_A
o Standby
Initialize PWM = 100%
Power OFF
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Open Charge
Point Protocol

(OCPP)
commuhnication




Open Charge Point Protocol (OCPP) - connecting EVs to the grid

OCPP is a standardized commmunication protocol that enables
charging stations to talk with management systems. The
protocol was created by the Open Charge Alliance (OCA), an
industry consortium dedicated to promoting open standards
in EV charging.

« OCPP brings interoperability to the charging ecosystem,
allowing different vendors’ equipment to work together
seamlessly and preventing vendor lock-in.

« Any OCPP-compliant charger can communicate with any
OCPP-compliant management system, regardless of who
manufactured them.

OCPP versions:

«  OCPP1.5: Legacy (SOAP)

«  OCPP 1.6: Most widely deployed (JSON over WebSocket)
Latest standard (more features, ISO 15118

support)

28 | NXP | Public
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Open Charge Point Protocol (OCPP) - architecture overview

OCPP Architecture Overview

- Charge Point (CP): The physical charging
station

« Central System (CS) / CSMS: Backend
management system

« Communication flow: Bidirectional csms

]

EVSE can have 1 active
Connectorata specific
time

Charging Station Charging Station

y

‘EConnector — écmnector
EVSE O =sw—————— EVSE @O ssm———————

EVSE can have
\?Connector multiple Connectors f?Connector
OCPP -
_ i i
+—

Connector [ Connector
EVSE e S —— Charging Station can EvsE O “som——

| i

h Itipl

b Connector sl s b Connector
I { —— e

-

Basic OCPP topology 3-tier model as used in OCPP
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Open Charge Point Protocol (OCPP) - use cases (1)

OCPP is the protocol used between a Charging Station and a Charging Station Management System in
an EV charging infrastructure in the form of use cases.

The OCPP client implementation relies on the libocpp implementation from EVerest which implements the
full set of use cases for OCPP 2.0.1.

Supported OCPP use cases in RW612 application:
« B. Provisioning:
- BOI - Cold Boot Charging (connect with the CSMS and configure the heartbeat message)
« C. Authorization:
« COI - EV Driver Authorization using RFID
« E. Transactions:
- EO1 - Start Transaction options
« EO2 - Start Transaction - Cable Plugin First
« EOG - Stop Transaction options
« EO9 - When cable disconnected on EV-side: Stop Transaction
» E10 - When cable disconnected on EV-side: Suspend Transaction
« EN - Connection Loss During Transaction

30 | NXP | Public
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Open Charge Point Protocol (OCPP) - use cases (lI)

Supported OCPP use cases:
- E. Transactions:
« EI3 - Transaction-related message not accepted by CSMS
» El4 - Check transaction status
« E15 - End of charging process
« E16 - Transactions with fixed cost, energy, SoC or time
« F.Remote Control:
« FOl - Remote Start Transaction - Cable Plugin First
« FO2 - Remote Start Transaction - Remote Start first
« FO3 - Remote Stop Transaction
« G. Availability (Charging Station to informn CSMS of its availability for starting new transaction):
« GOl — Report connector AvailabilityState
+ GO02 - Heartbeat
+ G03 - Change Availability EVSE/Connector
| Tariff and Cost:
« 102 - Show EV Driver Running Total Cost During Charging
« 103 - Show EV Driver Final Total Cost After Charging
« J.Meter Values:
« JO2 - Sending transaction related Meter Values
« JO3 - Charging Loop with metering information exchange
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Open Charge Point Protocol (OCPP) - use cases (lll)

Not enabled OCPP use cases in the RW612 phase:
« D - Local Authorization List Management

* H - Reservation

« K- Smart charging

« L - Firmware management

* M - Certificate management

The OCPP client implementation addresses these use cases, but they are not enabled in the RW612
application.
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OCPP client implementation (1) - protocol and application layers

Application layer:

« Handles EV logic and provisioning
of the charging point

ChargePoint class layer:

+ Handles sending/receiving of all
standard OCPP messages

Serialization/Deserialization layer:

« Packs/Unpacks the data in json
format

OCPP

Basic OCPP topology

33 | NXP | Public

App"CdtiOh quer (EVSE application logic handling charging session, NFC

and others)

ChqrgePoint Class quer (High-level OCPP interface that handles

sending of all OCPP messages: Authorize, BatterySwap, ChangeTransactionTariff,
ClearTariffs, GetTariffs, NotifyAllowedEnergyTransfer etc. )

Websocket shim layer
libwebsockets |ibrC|ry (Asynchronous MbedTLS (cryptographic

1/0, Handles connection, framing, sending/ receiving) |ibrqry)

TCP/lP stack (network transport) LwiP
with socket APl enabled

OCPP stack architecture

NXP Public



OCPP client implementation - underlying connection ()

Websocket shim layer:

« Handles the initialization of a
WebSocket connection and starts
OCPP internal threads handling the
connection

WebSocket connection:

« Persistent connection (not
request/response like HTTP)

« Charger initiates connection to
CSMS

« Benefits: Real-time, bidirectional,
efficient

« Connection management:
Reconnection logic, heartbeats
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App"CCItiOh Iayer (EVSE application logic handling charging session, NFC
and others)

ChargePoint Class Iayer (High-level OCPP interface that handles

sending of all OCPP messages: Authorize, BatterySwap, ChangeTransactionTariff,
ClearTariffs, GetTariffs, NotifyAllowedEnergyTransfer etc. )

Websocket shim layer
libwebsockets Iibrary (asynchronous  MbedTLS (cryptographic

1/0, Handles connection, framing, sending/receiving) |ibrqry)

TCP/|P stack (network transport) LwiP
with socket APl enabled

OCPP stack architecture

NXP Public



OCPP client implementation - underlying connection (I1)

TCPIIP connection . App"CCItiOh Iayer (EVSE application logic handling charging session, NFC
« Implemented by the LwIP stack with EIEEIGES)

socket APl enabled

ChargePoint Class Iayer (High-level OCPP interface that handles
MbedTLS sending of all OCPP messages: Authorize, BatterySwap, ChangeTransactionTariff,

e Used for Cryptog rqphic operqtions ClearTariffs, GetTariffs, NotifyAllowedEnergyTransfer etc. )
needed for TLS in OCPP Security
Profiles 2 and 3.

 Includes SEO050 support for the
OCPP client's private key.

Websocket shim layer
libwebsockets Iibrary (asynchronous  MbedTLS (cryptographic

1/0, Handles connection, framing, sending/receiving) Iibrary)

TCP/|P stack (network transport) LwiP
with socket APl enabled

OCPP stack architecture
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Open Charge Point Protocol (OCPP) - communication flow

Real-world communication [ Charging Station ] [ S ]
flow: : i :
DWErup i :
Charger boots up — . :
BootNotification request Application Init | |
CSMS accepts — BootNotification ! B st s i
response 1 ootMNotification equ&st{reasnn. Euﬁ'ﬂ'ﬂgm?ﬂ?ﬂ}' 1 Checks Br&dentials [userh
BootNotificationResponse(status = Accepted, currentTime, intarval) passwd/certificate chain)

loop __j [while powered up and no other messages, with frequency based on Interval from

! BootNotificationResponse

! HeartbeatReguest()

HeartbeatResponse({currentTimea)

Provisioning the CS, handling the OCPP
connection
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Open Charge Point Protocol (OCPP) - communication flow

O

o , ,
EV EV Driver Charging Station J ‘ CSMS ‘

State A
Charging cable plugged in
OCPP EVENT State B TransactionEventRequest(eventType = Started, chargingState =
100% PWM EVConnected, triggerReason = CablePluggedin)
TransactionEventResponse() “ ‘
State A CLEAN SESION i
AuthorizeRequest(idToken(id = AA12345, type = Local))
g g Consults authorization
State A2 EVCommunicationLost. Valid PWM duty cycle AuthorizeResponse(status = Accepted) list
IDLE State B2
lock connector
Stqte B CGblePluggedln CP Level Shift State C/D start energy offer
'l
EVConnected |
State C2/D2
. TransactionEventRequest(eventType = Updated, transactionld = AB1234, timestamp,
StQte 82 ChCI rg | ngStheChGnged chargingState = Charging, triggerReason = ChargingStateChanged, meterValues)
SuspendedEV
TransactionEventResponse()

State C/D ChargingStateChanged
SuspendedEVSE

loop : ] [while the charging is on going, with frequency set to 10 seconds]

TransactionEventRequest(eventType = Updated, transactionld,
meterValues)

State C2/D2  ChargingStateChanged
Charging ‘ {

TransactionEventResponse() W ‘

CP Level Shift State B
TransactionEventRequest(eventType = Updated, transactionld = AB1234, timestamp,

chargingState = SuspendedEV, triggerReason = ChargingStateChanged, meterValues)

State B2

‘ \, TransactionEventResponse() W ‘

unlock connector
Charging cable unplugged I TransactionEventRequest(eventType = Ended, chargingState = IDLE, triggerReason =
EVCommunicationLost)
TransactionEventResponse()

State A/A2 ‘ \1

D: Wait for the next
transaction
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Open Charge Point Protocol (OCPP) - security profiles

Security profiles in OCPP define the level of security and authentication used for communication between the
charging station and the CSMS. They establish how the connection is secured and what authentication
mechanisms are required.

Security Profile 1: Unsecured HTTP with Basic Authentication
Security Profile 2: Secured WebSocket with Basic Authentication
Security Profile 3: Secured WebSocket with Client Certificates (TLS 1.2 mutual authentication)

OCPP 2.0.1: All production deployments must use encrypted connections (Security Profile 2 or 3).

How Security Profiles Work in Practice

When a charging station boots up, it's configured with a specific security profile. This configuration determines:
- Connection URL: Whether to use ws:// (unsecured) or wss:// (secured)

« Authentication method: Basic auth credentials or client certificates

- Certificate validation: Which CA certificates to trust

« TLS settings: Cipher suites, protocol versions, etc.

The CSMS is also configured to expect connections at a certain security level. If a charging station tries to
connect with a lower security profile than the CSMS requires, the connection will be rejected.
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Open Charge Point Protocol (OCPP) - CSMS setup

CitrineOS is an open-source Charging Station Management System (CSMS) designed to manage
electric vehicle (EV) charging networks. It implements the Open Charge Point Protocol (OCPP) 2.0.],
which facilitates communication between charging stations and charge management software.

UG: UG10362: Charging Station Management System (CSMS) Installation and Configuration | NXP
Semiconductors

Build the docker images for the CitrineOS core and CitrineOS Ul on your Unix system:

aPaeUf@~$ sudo docker ps -a
CONTAINER ID IMAGE COMMAND CREATED STATUS

NAMES
PaaPaelfdllf gher.io/home-assistant/home-assistant:stable "findit" 2 months ago Up 2 weeks

homeassistant
684765712f7a  server_citrine "docker—entrypoint.s."” 3 months ago Up 2 weeks 0.6.0.0:8080-8082->8080-8
8085/tcp, [::]:8085->8085/tcp, 0.0.0.0:8092->8092/tcp, [::]1:8092->8092/tcp, ©.0.0.0:8uu3-8uuu->8uu3-8uul/tcp, [::]:8uu3-8uyu->8uu3-8udl/tcp, 0.0.0.0:9229->C
uldud2lcéeff minio/mc "/bin/sh -c ' # Enab.. 3 months ago Exited (@) 2 weeks ago

server_minio-init_1
6c508Ublc520 hasura/graphgl-engine:v2.40.3.cli-migrations-v3 "docker-entrypoint.s.." months ago Up 2 weeks (healthy) 0.0.0.0:8090->8080/tcp, [::]:8090->8080/tcp

server_graphql-engine_
1
acl2fPauelf2 rabbitmq:3-management "docker—entrypoint.s.." 3 months Up 2 weeks (healthy) 4369/tcp, 5671/tcp, 0.0.0.8:5672->5672/tcp, [::]:5672->5672/tcp, 15671/tcp, 156
91-15692/tcp, 25672/tcp, ©.0.0.0:15672->15672/tcp, [::]1:15672->15672/tcp server_amqp—-broker_1
Usdabefcacad minio/minio "fusr/bin/docker-ent.." 3 months a Up 2 weeks (healthy) 0.0.0.0:9000-9001->9000-9001/tcp, [::]:9000-9001->9000-9001/tcp

minio

97d8eccldadd9 postgis/postgis:16-3.5 "docker-entrypoint.s.." months Up 2 weeks (healthy) 0.0.0.0:5032->5U32/tcp, [::]:5U432->5U32/tcp

server_ocpp—-db_1

Active docker containers for CitrineOS core
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Open Charge Point Protocol (OCPP) - CSMS configuration

Once built and running,

the CSMS needs to be

configured with:

» Registered charging
stations (name and
password)

Charging Stations

X
>
@ < cp019 Online
Station ID: cp019
Location ID: New EVerst
Latitude:
[j Longitude:
—
&~ Stop Transaction Reset
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= @ B

T O

Charging Stations

Status
TimeStamp
Model
Vendor

Charging Stations

ID

cp025

cp005

cp007

cpiol

cp012

cp019

N/A
Demo Station
EVerest

Location

Charging_Lot

New EVerst

Charging_Lot

Charging_Lot

New EVerst

New EVerst

Firmware Version  Unknown
Connector Type
Number of EVSEs 0

NXP Public

Status

Offline

Offline

Offline

Offline

Offline

Online

Other Commands -

Actions

(Y Statinn
() Statio

(Y Statinn
(i) Statio

) Gt
() Statio

() Station o
(i) Station o

() 44
(i) Stat

offline - comn

offline - comn

offline - comn

ffline - comm

on offline - comm

Stop Transaction

ands unavallab

ands unavailab

>

nands unavailab

nands unavailab

nands unavallab

Reset

1]

0]

Charge point registration



Open Charge Point Protocol (OCPP) - CSMS configuration

Once built and running,
the CSMS needs to be

configured with:

« Authorization list
(with the accepted
local value)
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Authorizations

Authorizations
Authorization ID
DEABCC123ABC56
04B953DAFDIF90
04B751DAFD1F90
048D2CBA774980
04B953DAFDIF0
DESAA1A2B3C4D53

AUTH_FROM_CLI

Type

15014443

15014443

15014443

Local

Local

NXP Public

Status
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted

Accepted

Authorization list configured on the CSMS



Open Charge Point Protocol (OCPP) - CSMS configuration

At CSMS level, the
metering values
reported by the EVSE
are visible in the logs
associated with the
monitored
transaction/charging
session.
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Charging Stations

EVSEs

Correlation ID

f84c1e3f...

28252b3d...

Configuration Transactions

Action-Origin Content

TransactionEvent-

Ccs

TransactionEvent-

Ccs

Aggregated Meter Values Data

NXP Public

Monitored charging session data in the CSMS logs



Open Charge Point Protocol (OCPP) - CSMS configuration

At CSMS level, the
metering values
reported by the EVSE
are visible in the logs
associated with the
monitored
transaction/charging
session.
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28252b3d. .. [

&

TransactionEvent-

CS

O’d”

=
: "2026-83-16722:02:17.803Z",

= 0

NXP Public

: "2026-93-16722:02:16.9072",

: "MeterValuePeriodic™,
: {

: "Charging"”,

: "779274d6-6c5d-470e-829e-ea34cledfFIF"

Monitored charging session data in the CSMS logs



OCPP app - build




EVSE RW612 build

Import the project in MCUXpresso IDE or VS Code

wit > rw612_evse (in RWB12 EVSE) <Debug> [dm-ocpp-evse-rw12 main]|
» 'rl,_E. EasyEVSE_OCPP_RWE12 (in EasyEVSE_OCPP) [dm-ocpp-evse-rwi12 main]

To import the project in MCUXpresso IDE: > € Project Settings
» i&? Binaries
5 il Includes

1. Proceed to import the project from filesystem > % CMsIS
> (3 aws_iot

2. Choose the previously cloned archive
3. Go to project selection
4. MCUXpresso IDE or VS Code will automatically detect 2 projects:
« OCPP project with the OCPP stack implementation for the EVSE application.

« EasyEVSE project with Debug build configuration.

Import Projects from File System or Archive

g |
This wizard analyzes the content of your folder or archive file to find projects and import them in the IDE. i ]
Import source: | C:\Projects\EVSE\Release\RWE12 EVSE\github'dm-ocpp-evse-rwb12\RWB12 EVSE ~ | [ Directory... ] Archive...
type filter text Select All
Folder Import as Deselect Al
@ RWE12 EVSE Eclipse project
@ RWE12 EVSE\EasyEVSE_OCPP Eclipse project

2 of 2 selected

[J Hide already open projects
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Demo

46
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EasyEVSE Entry-level Development Solution info: page coming soon )
Platform (RW612 MCU, FreeRTOS, Wi-Fi 6) PR e

NXP accelerates fast, differentiated entry-level
single- and multi-phase AC EV charger development

Electric vehicle (EV)

Display module
D-PAR-503

Display module
PAR-5035

Reduce design, complexity, cost and footprint by
converging 4 chips into 1

Benefit from industry-leading 1x1 dual-band Wi-Fi 6 for —
extended range, higher data throughput, and robust

L us . 5

_—— Host controller Host controller
connectivity RO W12 PO Rwel:
Matter-enabled EV charging applications over Wi-Fi 6
or Thread
Ensure seamless communication between EVSE and i : & f;;;:;:rt‘.:: note and Get Started
cloud services using the proven open-source EVeret A instructions
OCPP 2.0.1 implementation e Opaniteod () Developmenthardware
m - Order from nxp.com
Enable proven resilient EdgeLock Secure Enclave for (2. Complementary development software
secure backend communications ey 31/ Download from github.com/Nxp

Achieve accurate, reliable billing and advanced T

power-line monitoring using modifiable, pre-certified .
metrology software ‘

Enable application software reuse to scale up to «+  Host Controller Board RW612 Wi-Fi/BLE MCU
higher-performance EasyEVSE MCU and MPU platforms KM35 metrology MCU
Metering Board
10: 15+ , 35"480x320IPS TFT LCD
Module

Frodues Longswny *Choose one for the EV and one for the EVSE side
NXP | Restricted

NXP Public



Matter




EasyEVSE system architecture : Matter RW612 - PoC

Matter Controller:

Android NXP app/ CHIPtool
Matter commands for Charging Start, Stop commands

Matter controller can retrieve the EV state, session ID and
charging metrics

EVSE RW6GI12:

Matter over Wi-Fi [ Thread
SPI interface with KM35x, which provides metrology data

Generate PWM output as per the EV state (i.e, each state
reflects to different Voltage input)

LCD to provide Ul for Matter Commissioning, reflect the
EVSE states

KM35x:

Raw voltage and current data is share using SPI DMA with
CRC to RWG612 EVSE

EV RW612 (CAR):

LCD to provide Ul for simulating car states
Based on the car state, generate different Voltage level
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TWR-KM35Z75M FRDM-RW612 EVSE
<
atter Metrology SPI
W ( Matt Process 2C LCD
) N e
\
DAC
Y =l
- FRDM-RW612
Chip-tool J
EV
system architecture




EasyEVSE Software Architecuture: Matter RW612 - PoC

- EVSE — EV: The FRDM-RW®6Ix EV sends the different
state [i.e. state A, state B, state C, state E, state F| to
FRDM-RW6Ix EVSE and FRDM-RW6I1x EVSE detects the ”
different voltage level and generates PWM.

- EVSE - CHIPtool: The FRDM-RW®61x EVSE commissioned
with Matter chip-tool and after commission
successfully, Matter CHIPtool sends a charging TWR-KM3SZ75M
start/stop/auto schedule command to the FRDM-
RWG61x EVSE based on state. When FRDM-RWG6I1x EVSE
detects fault condition i.e. state F, it updates the fault
status to the chip-tool.

- EVSE — KM35x: During the FRDM-RWG61x EVSE charging
in progress KM35 metering board sends the raw
voltage and current data using SPI DMA with CRC
check and FRDM-RW61x EVSE receives SPI DMA data
then check CRC, process the data and send to the
Matter CHIPtool.

Maner Chip-tool
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Matter EVSE cluster




Matter EVSE device type: end points and clusters details

« All Matter devices enables the Root Node, which is
required

- Device capability discovery
- On-boarding

- RW612 Matter EVSE device PoC enables the Energy
EVSE cluster

- Reference to Matter Specification:

https://handbook.buildwithmatter.com/specificatio

n/
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Mater EVSE System\
- Fabriclndex = Vel - DeviceTypelist
L. - ProductID ;
- Privilege - ServerList
- AuthMode S UE NS - PartsList
- SoftwareVersion

=

Endpoint 0 (Root)

|

V

Access Control Cluster

‘ Basic Information Cluster

Descriptor Cluster

Endpoint 1 (EVSE) \

Energy EVSE
[0x0099]

Device Energy Management
[0x0098]

[0x0090]

Electrical Power Management

‘ Power Source

Electrical Energy Management
[0x0091]

NXP Public



https://handbook.buildwithmatter.com/specification/
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Matter Energy EVSE cluster: attribute

« RW612 Matter EVSE device PoC enables the

; g [ 0x0000 State | [ 0x0040 SessionID J
below attributes in the Energy EVSE cluster 00001 SuppiyState [©x0041 SessionDuration 1
0x0002 FaultState [ 0x0042 SessionEnergyCharged ]
- State: Current operational state of the EVSE [L0x0003 ChargingEnabledUnti | [0x0043 SessionEnergyDischarged ]
0x0004 DischargingEnabledUntil
- ChargingEnabledUntil: Time until charging is 0x0005 CircuiCapaciy

[Dx[] 006 MinimumChargeCurrent ]

a I Iowed Energy EVSE Cluster [ 0x0007 MaximumChargeCurrent ]

(0x0033) 0x0008 MaximumDischargeCurrent

- MinimumcChargeCurrent: Minimum safe 0s LmumDsenaroe
. geCurrent
ChCIrglng Current 0x000A RandomizationDelayWindow

- MaximumcChargeCurrent: Maximum allowed
charging current. This limit is either set for grid
protection or build protection

- SessionID: Unique charging session identifier
- SessionDuration: Charging session duration

- SessionEnergyCharged: Energy delivered to
EV

- Reference to Matter Specification:

https://handbook.buildwithmatter.com/spe
cification/
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Matter Energy EVSE cluster: state attribute mapping

Below table reflects the EV states as perJ1772 and corresponding Matter attribute
mapping implemented in the RW612 EVSE PoC

State A EV not connected to EVSE NotPluggedin
State B EV connected, not requesting current PluggedinNoDemand
State C1/D! EV requests charging, but EVSE not PluggedinDemand

allowing current

State C2/D2 Charging in progress, current flowing PluggedinCharging

State F/E Fault condition exists Fault
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Matter Energy EVSE cluster: Matter control commands

 Below are the Matter commands that are enabled in the RW612 EVSE PoC

e m_

Disable Stop the charging to the EV  $ chip-tool energyevse disable 11 --
timedinteractionTimeoutMs 5000

EnableCharging Start the charging to the EV  $ chip-tool energyevse enable-charging 10000
6 10 11 --timedInteractionTimeoutMs 5000

 Reference to Matter Specification:
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Matter EVSE system workflow: Matter commissioning

57

RW®612 EVSE PoC enables

Matter paring information over QR code:

Matter commmissioning over BLE

Matter control path
« Matter over Wi-Fi
+ Matter over Thread

Matter certificates are enabled via EL2Go

& Setup Wi-Fi

MEP_Dema

| NXP | Public

nxp_demo
Matter EVSE
Chip-tool FRDM-RW612
App Init
Matter EVSE init
Connect with SSID Device Advertise
and Password Commission start N BLE beacon
Scan QR code W LCD Display QR code
Enter SSID and EVSE connect with SSID
PASSWORD and PASSWORD
.................. WiF”Thread ssanassssaaa|lboasasanas
Enter Password Discriminator Pincode
Authentication Verify Password Auth
App display commission M
in Progress “n
Request VID, PID, Cluster
info < @
Request PAI certificate — =1 Response PAI certificate
) =%
Request DAC certificate — — Response DAC certificate
< —1
(R
Send CSR [Certificate — — Generate and send CSR
Signing Request] g and key pair
Root Cert NOC Cert

Send Operational
Certificates

o
<

Commission Success

Received and install
Operational Certificates

NXP Public

Matter
Chip-tool

EVSE
FRDM-RW612




Matter EVSE system workflow: EVSE States

« When EV is not connected to EVSE, EVSE will be
in J1772 state A

- State A corresponds to NoPluggedin
state

Matter

21:42 A Nl #

< RW612 Q

[ Device Status loPlugge ]

State A:

Standby

SessionID
SessionDuration
EnergyCharged

EnergyDischarged

ChargingEnabledUntil
FaultState

MiniChargingCurrent

MaxChargingCurrent

I @) <
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Matter
Chip-tool

EVSE
FRDM-RW612

o]

Device State: €—
Notpluggedin

Device State: <

PluggedinNoDemand

Device State: _

PluggedinDemand

Start )
Charging

Device State:
PluggedinCharging

Display Para €—

Stop

Charging

All Para Zero <

Device State:
PluggedinDemand

Device State:

PluggedinNoDemand

Device State: _

Notpluggedin

EVSE State
LCD Display < g':;';g:
State A
LCD Display < (S:?;:g;
State B
LCD Display < gr;:gg
State C
EVSE Charging Cycle Start
LCD Display
Charging In
Progress
Send Parameters to
chiptool
LCD Display
Charging
Disable
Data Received
Stop
LCD Display _ Change
State B State B
LCD Display
State A « Change
State A
EVSE Charging Cycle End

Matter
Chip-tool

EVSE
FRDM-RW612

o]



Matter EVSE system workflow: EVSE States

« When EV is connected but not requesting
current, EVSE will be in J1772 state B

-« State B corresponds to PluggedinNoDemand
Matter state

59

21:42 &

< RW612

[ Device Status

SessionID
SessionDuration
EnergyCharged
EnergyDischarged
ChargingEnabledUntil
FaultState
MiniChargingCurrent

MaxChargingCurrent

1] @)

| NXP | Public

State B:
Vehicle

Detected

NXP Public

Matter EVSE
Chip-tool FRDM-RW612

o]

Device State: €—
Notpluggedin

Device State: <

PluggedinNoDemand

Device State: _

PluggedinDemand

Start

Charging

Device State:
PluggedinCharging

Display Para €—

Stop

Charging

All Para Zero <

Device State:
PluggedinDemand

Device State:

PluggedinNoDemand

Device State: _

Notpluggedin

EVSE State
LCD Display < g':;';g:
State A
LCD Display < (S:?;:g;
State B
LCD Display < gr;:gg
State C
EVSE Charging Cycle Start
LCD Display
Charging In
Progress
Send Parameters to
chiptool
LCD Display
Charging
Disable
Data Received
Stop
LCD Display _ Change
State B State B
LCD Display
State A « Change
State A
EVSE Charging Cycle End

Matter EVSE
Chip-tool FRDM-RW612

o]



Matter EVSE system workflow: EVSE States
« EV requests charging, but EVSE not allowing

current, EVSE will be in J1772 state CI

- State CI corresponds to PluggedinDemand
Matter state

< RW612

[ Device Status

SessionID
SessionDuration
EnergyCharged
EnergyDischarged
ChargingEnabledUntil
FaultState

MiniChargingCurrent

MaxChargingCurrent

1] (@]
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Vehicle ready

(charging)

NXP Public

Matter EVSE
Chip-tool FRDM-RW612

o]

Device State: €—
Notpluggedin

Device State: <

PluggedinNoDemand

Device State: _

PluggedinDemand

Start

Charging

Device State:
PluggedinCharging

Display Para €—

Stop

Charging

All Para Zero <

Device State:
PluggedinDemand

Device State:

PluggedinNoDemand

Device State: _

Notpluggedin

EVSE State
LCD Display < g':;';g:
State A
LCD Display < (S:?;:g;
State B
LCD Display < gr;:gg
State C
EVSE Charging Cycle Start
LCD Display
Charging In
Progress
Send Parameters to
chiptool
LCD Display
Charging
Disable
Data Received
Stop
LCD Display _ Change
State B State B
LCD Display
State A « Change
State A
EVSE Charging Cycle End

Matter EVSE
Chip-tool FRDM-RW612

o]



Matter EVSE system workflow: charging cycle

61

« Charging in progress, current flowing EVSE will

be in J1772 state C2

- State C2 corresponds to PluggedinCharging
Matter state

harging in-Progress
ession ID: 1234
Session Duration: 14 seconds

Session Energy Charged: 25 kWh

. Charging Enabled Limit: 7200

31 dm @

< RW612

Q

Device Status

/ SessionID

SessionDuration
EnergyCharged
EnergyDischarged
ChargingEnabledUntil
FaultState

MiniChargingCurrent

MaxChargingCurrent

| NXP | Public
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Matter
Chip-tool

EVSE
FRDM-RW612

o]

Device State: €—
Notpluggedin

Device State: <€

PluggedinNoDemand

Device State: _

PluggedinDemand

Start

Charging

Device State:
PluggedinCharging

Display Para €—

Stop

Charging

All Para Zero <

Device State:
PluggedinDemand

Device State:

PluggedinNoDemand

Device State:

Notpluggedin

EVSE State
LCD Display < gr;r;g:
State A
LCD Display < gr;’;g;
State B
LCD Display < gr:t:gg
State C
EVSE Charging Cycle Start
LCD Display
Charging In
Progress
Send Parameters to
chiptool
LCD Display
Charging
Disable
Data Received
Stop
LCD Display _ Change
StateB State B
LCD Display
State A < Change
State A
EVSE Charging Cycle End

Matter
Chip-tool

EVSE
FRDM-RW612

]



Matter EVSE system workflow: charging cycle

- Charging disable, stop current flowing EVSE will be

 State C1 corresponds to PluggedinDemand Matter

62

in J1772 state CI

state

Charging Disable

1632 d @@ Jan

< RW612 O

Device Status Plugaed

/ SessionID \

SessionDuration
EnergyCharged

EnergyDischarged

ChargingEnabledUntil
FaultState
MiniChargingCurrent

MaxChargingCurrent

| NXP | Public
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Matter
Chip-tool

EVSE
FRDM-RW612

EVSE State

Device State: €—
Notpluggedin

Device State: <€

o]

Change

LCD Display <€
State A

LCD Display

A

State A

Change

PluggedinNoDemand

Device State: _

State B

LCD Display <

State B

Change

PluggedinDemand

State C

Start

Charging

Device State:
PluggedinCharging

Display Para €—

Stop

Charging

All Para Zero <

Device State:
PluggedinDemand

Device State:

PluggedinNoDemand

Device State:

Notpluggedin

LCD Display
Charging In
Progress

Send Parameters to
chiptool

LCD Display
Charging
Disable

Data Received
Stop

LCD Display _

EVSE Charging Cycle Start

State C

Change
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Matter Commands

+ Below table represents the chip-tool Matter coommands defined by Matter specification
« NXP Matter Android app is using the same commands for each of the corresponding actions

CHIPtool command

Meaning

$ chip-tool pairing ble-wifi 1 NXP_Demo 123456789
20200221 3226

Pairs the Matter EVSE device with the controller over BLE and
Wi-Fi.

« 1 — Node ID assigned to the device

« NXP_Demo — Wi-Fi SSID

123456789 — Wi-Fi password

« 20200221 — Setup PIN code for commissioning

« 3226 — Discriminator used to identify the device during
commissioning

$ chip-tool pairing ble-thread 1 hex:
0e080000000000010000420300001435060004001fffe00708
fd5e8c006b5cOcbTOc0402a017180003000014010212340208
beef00beef081172030d4d61747465722d4e58502d39330510
00112233445566778899aabbcc7211080410e20d87bb61176d
894ddd9002123e983c 20202021 3226

31 NXR | Public
1 T

Pairs the Matter EVSE device with the controller over BLE and
Thread.

« 1 — Node ID assigned to the device

« 20200221 — Setup PIN code for commissioning

« 3226 — Discriminator used to identify the device during
commissioning

« The long hex string is the Thread operational dataset.
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Matter Commands

- Below table represents the chip-tool Matter commands defined by Matter specification
- NXP Matter Android app is using the same commands for each of the corresponding actions

CHIPtool command

Correct explanation

$ chip-tool energyevse enable-charging 1000061011 --
timedinteractionTimeoutMs 5000

Starts the EVSE charging process when the EV is in State C (ready for
charging).

« 10000 — Charging enabled until (epoch duration / ms)

« 6 —» MinimumChargeCurrent (mA)

+ 10 —» MaximumChargeCurrent (mA)

* 11— Endpoint and cluster IDs

« --timedinteractionTimeoutMs 5000 — Timeout for the interaction (5
seconds)

$ chip-tool energyreves read state 11

Reads the current EVSE energy state attribute from the commissioned
device.

- energyreves — Cluster name (Energy Reverse/EVSE cluster)

* read state - Command to fetch the current state

« 11— Refers to endpoint and cluster IDs (device-specific)

$ chip-tool energyevse read session-id 11

Reads the Session ID of the current charging session. Useful for tracking or
logging charging events.

$ chip-tool energyevse read session-duration 11

Reads the duration of the ongoing charging session.

$ chip-tool energyevse read session-energy-charged 11

Reads the total energy charged during the session (typically in Wh or
kwh).

$ chip-tool energyevse disable 11 --timedinteractionTimeoutMs 5000

[2Vil ! NXP ! Public

Stops the charging process after completion.

* 11— Endpoint and cluster IDs

- —-timedinteractionTimeoutMs 5000 — Timeout for the stop command (5
seconds)

NXP Public
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Application Code HUB: EVSE RW612 PoC

* Use below link to get Matter EVSE source code and README.MD

https://mcuxpresso.nxp.com/appcodehub?search=Matter+EVSE+demo+on+FRDM+RW612

Q Matter EVSE demo on FRDM RWB12 Sort: Recently Added
X 6' == Y = dm-matter-evse-demo-on-frdm-rw612 Frubiic © watch 0
[ Search | "Matter EVSE demo on FRDM RW612 ] P main - B 18ranch © 0Tags Q Gotofile ) Maddmic <
Local Codespaces
. rhs hiteshmathukiyanxp Initial commit
Matter EVSE demeo on FRDM RW612 RWG612 EVSE with J1772, Metrology Clone ®
FRDM-RWBG12 and OCPP B Doc Initial commit
HTTPS SSH GitHub CLI
This demo showcases Matter-compliant TWR-KM35Z75M, FRDM-RWGEI12 I Licenses Initial commit
Electric Vehicle Supply Equipment (EVSE) This PoC is part of NXP offering for EVSE B bin Initial commit nLERS ://GLLNUE. con/nxp-sppcodenub/dn-nacter | (0
reference design combining NXP's This setup is able to simulate an EVSE . Clone using the web URL.
M0 images Initial commit
FRDM-RW612 and TWRKM35Z/5M... running in parallel Metrology, J1772 and

[{) Download ZIP

tt Initial it
y [ LICENSE Initial commit last week
Touch Sensing Wireless Connectivity

D README.md Initial commit last week

xa xa [ sBoM_Application_Code_Hub_evse_rw612_d... Initial commit last week

66 | NXP | Public
NXP Public


https://mcuxpresso.nxp.com/appcodehub?search=Matter+EVSE+demo+on+FRDM+RW612
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Matter RW612 EVSE Application: Repository structure

“matter” folder: B matter

- Contains the energy-management-app Bl examples

example with source code and project build files. -
I energy-management-app

[

. . 8 nxp/common
engery-management-app” folder:

. : B metering files
- source and include files L]

B .
- contains the necessary project build El main.cpp
B rt/rw612
“lcd_files” folder: - outidebug
- Contains the necessary source and include files =u | Chip-rw61x-evse-example.hex

for the LVGL display functionality i platform/nxp/common

B Icd_files
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Software build set-up [build commands]

« Make sure that below prerequisites are correctly installed « Step 3: Overwrite the files

$ sudo apt-get install git gcc g++ pkg-config libssl-dev libdbus-1-dev \ Folders list and path that needs to place
libglib2.0-dev libavahi-client-dev ninja-build python3-venv python3-dev \ i !
python3-pip unzip libgirepositoryl.®-dev libcairo2-dev libreadline-dev
energy-management-app --> matter/examples/
. led files --> matter/examples/platform/nxp/common/
=) epl Elons Satter re gt . nxp matter support --> matter/third party/nxp/nxp matter support
energy-evse-server --> matter/src/app/clusters/

git clone https://github.com/NXP/matter.git

cd matter

git fetch --all --tags

git checkout release/v1.4.2

scripts/checkout submodules.py --shallow --platform nxp --recursive

Files list and path that needs to be place,

A A A

1. CommissioningWindowManager.cpp --> matter/src/app/server

2. Server.cpp --> matter/src/app/server

3. CommonDeviceCallbacks.cpp -->
matter/examples/platform/nxp/common/device callbacks/source/

4. AppCLIBase.cpp --=>

matter/examples/platform/nxp/common/matter cli/source/AppCLIBase.cpp

« Step 2: Clone EVSE repo

$ git clone https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-
rw6l2.git

- Step 4: Activate local environment » Step 6: Go to example and build Matter+WiFi

$ cd matter/
$ source scripts/bootstrap.sh $ cd examples/energy-management-app/nxp/rt/rwélx/

$ source scripts/activate.sh $ gn gen --args="chip enable wifi=true board version=\"frdm\"
nxp enable matter cli=true" out/debug

e :
. Step 5: Download the SDK 25.03 $ ninja -C out/debug

$ third party/nxp/nxp matter support/scripts/update nxp sdk.py --platform . Step 7: Rename .hex to .srec and Flash on FRDM-RW612
common --force : 3 z

Step 5oke $ cd out/debug

After Download SDK, add below macro at line 225 in "rw6lx.gni" file at path $ cp chip-rw6lx-evse-example.hex chip-rw6lx-evse-example.srec
"matter/third party/nxp/nxp matter support/gn build/rt sdk/rw6lx/rwé6lx.gni"

defines += ["CONFIG PRIVATE ECC KEY BLOB SIZE=48"] » Step 8: Now, Flash “chip-rw61x-evse-example.srec” using MCUXpresso on FRDM-RW612 at address

0x8000400
NXP Public




Matter RW612 EVSE Application: Build instructions

Description

Commands [ Actions

Prerequisites — Install required
packages

$ sudo apt-get install git gcc g++ pkg-config libssl-dev libdbus-1-dev libglib2.0-dev
libavahi-client-dev ninja-build python3-venv python3-dev python3-pip unzip
libgirepositoryl.0-dev libcairo2-dev libreadline-dev

Step 1: Clone Matter repo

$ git clone https://github.com/NXP/matter.git cd matter git fetch --all --tags git
checkout release/V1.4.2 scripts/checkout _submodules.py --shallow --platform nxp --
recursive

Step 2: Clone EVSE repo

$ git clone https://github.com/nxp-appcodehub/dm-matter-evse-demo-on-frdm-
rwei2.git

Step 3: Overwrite the
files/folders

Place folders:

1. energy-management-app — matter/examples/

2. Icd-files — matter/examples/platform/nxp/common/

3. nxp_matter_support — matter/third_party/nxp/nxp_matter_support
4. energy-evse-server — matter/src/app/clusters/

Place files:

1. CommissioningWindowManager.cpp — matter/src/app/server

2. Server.cpp — matter/src/app/server

3. CommonDeviceCallbacks.cpp —
matter/examples/platform/nxp/common/device _callbacks/source/

4. AppCLIBase.cpp — matter/examples/platform/nxp/common/cli/source/
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Matter RW612 EVSE Application: Build instructions

Description

Commands/actions

Step 4: Activate local
environment

$ cd matter/ source scripts/bootstrap.sh source scripts/activate.sh

Step 5: Download SDK

$ third_party/nxp/nxp_matter_support/scripts/update _nxp_sdk.py --platform
common --force

Step 6 A: Build Matter-WiFi

$ cd examples/energy-management-app/nxp/rt/rw61x/ gn gen --
args="chip_enable_wifi=true board_version=\"frdm\" nxp_enable_matter_cli=true"
out/debug ninja -C out/debug

Step 6 B: Build Matter-Thread

$ gngen --

args="board_version=\"frdm\" nxp_enable_matter_cli=true chip_enable_openthread
=truechip_inet_config_enable_ipv4=false chip_config_network_layer_ble=true’
out/debug

Step 7: Rename .hex to .srec
[optional]

$ cd out/debug cp chip-rwbix-evse-example.hex chip-rw61x-evse-example.srec

Step 8: Flash on FRDM-RW612

Flash chip-rw61x-evse-example.srec using MCUXpresso
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NXP Public




Matter EVSE RW61x: Logging/command console

Current PoC enables both logging and Command console on UART3

As per customer needs, this can be use same/different UART ports
+  File:
third_party/nxp/nxp_matter_support/examples/platform/rt/nxp_sdk_reco
nfig.cmake
*+  Same UART port
+ Command and Logs on UART 3: set this flag in the above file
"DEBUG _CONSOLE _UART_INDEX = 3“
« Different UART port for
+ Command on UART 3 and Logs on UART 0: set this flag in the above
file "DEBUG_CONSOLE _UART_INDEX = 0"

~le

s — e
tede = g
- = 'ES

B

,'
;l. -~
-
&
:‘,
L b

e

-
U T 8
~ 3 :u‘

-
N .

o Y

-
.}
JRB5)

. Usage to dump value: config [param_name] and to set some values (discriminator): config [param_name] [param_value].

o5, Usage: onboardingcodes none|softap|ble|onnetwork [qrcode|grocodeurl|manualpairingcode]

ioning window. Usage : mattercommissioning [on|off]

7
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Matter EVSE Wi-Fi with

Android CHIPtool

Demonstration




Test: commissioning process

< Setup Wi-Fi

« Matter Wi-Fi Commission Process

e
Step 1

/ :
Matter Chip-tool !_/ V\l

xo

My Home

= )

Thread Device

Step 2

s N | Public 0 HEEEEKEE
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Test: EVSE state

Below image illustrate the EV State transition

X

My Home

P
L[ ]
&
AiGin
EVSE
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Test: charging enable/disable

Charging in-Progress
on ID: 1234
on Duration: 1.

on Energy Charged

# Charging Enabled Limit:

1631 WO E J .

< RW612 Q

Device Status PluggedIr

start charging l

/ SessionlD \

SessionDuration
EnergyCharged
EnergyDischarged
ChargingEnabledUntil
FaultState

MiniChargingCurrent

MaxChargingCurrent
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Charging Disable

e3REdm @

< RW612

Device Status

Q

PluggedinDemand

stop charging

/ SessionID

SessionDuration
EnergyCharged
EnergyDischarged
ChargingEnabledUntil
FaultState

MiniChargingCurrent

MaxChargingCurrent




Matter EVSE
OpenThread (OT)

support




Matter EVSE OpenThread support: build command
» Enter below build command to build EVSE with OT support

$ gn gen --args="board version=\"frdm\" nxp_enable matter cli=true chip_enable openthread=true
chip inet config enable ipv4=false chip_config network layer ble=true" out/debug

 Flash the generated binary onto the FRDM-RWG612 board, then open a CLI terminal. Typing help
will display the available otcli commands and their usage information.

help Show help
exit Exit shell
list List all commands

version Show version
ble BLE commands
wifi Wi-Fi commands
config Configuration commands
otbremd OpenThread Border Router command
l otcli Dispatch OpenThread CLI command '
echo Echo input text
log Logging commands
matterfactoryreset Perform Matter factory reset
matterrestart Restart Matter stack

useramp User AMP command
uteTimeTest UTC time test command
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Matter EVSE
OpenThread (OT)
with Android

CHIPtool




Test 1: Matter EVSE OT commissioning process with Android Matter CHIPtool app

Testl: Matter EVSE OT commissioning Process with Android Matter CHIPtool app

Description Commands/actions
$ otcli dataset init new
Step 1: Initialize and activate $ otcli dataset
dataset (OTBR + chip-toolon  $ otcli dataset commit active
same Wi-Fi) $ otcli ifconfig up
$ otcli thread start
Step 2: Verify leader state (~1 $ otcli state — should return
min later) leader Sl
. . $ otcli pskc — e.g,, T
Step 3: Retrieve PSKc for 198886f51908fd7c981fee95d72f —
Android Matter controller [ M- ]
4ba’
Step 4: Power on EVSE OT Ensure the device advertises
Device for commissioning

79 | NXP | Public
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Test 1: Matter EVSE OT commissioning process with Android Matter CHIPtool app

After that select OTBR and click on PSK-C and enter 12-digit key and press next.

T4 Ll | S L Ld
£ Select OTBR xo
My Home e +
7
OpenThisad-035a t@j
RWEL
EVSE
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Matter EVSE
OpenThread (OT)
with Linux

CHIPtool




Test 2: Matter EVSE OT commissioning process with Linux CHIPtool

Description Commands/actions

$ chip-tool pairing ble-thread 301 hex:
0e0800000000000100004a00300001435060004001fffe00708fd
5e8c006b5c0cbf0c0402a0f7f80003000014010212340208beef
00beef081172030d4d61747465722d4e58502d393305100011223

Commission device 3445566778899aabbcc7211080410e20d87bb61176d894ddd90
02123e983c 20202021 3226

- The long hex string is the Thread operational dataset.

Read EV state (initial) $ chip-tool energyseve read state 3011

$ chip-tool energyseve enable-charging 10000 6 10 3011 --

Enable charging (when EV in state C) timedinteractionTimeoutMs 5000

Read Session ID $ chip-tool energyseve read session-id 3011

Read Session Duration $ chip-tool energyseve read session-duration 3011

Read Session Energy Charged $ chip-tool energyseve read session-energy-charged 3011
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Edgelock2GO

Matter Manufacturing Flow




Matter with EdgeLock2GO

Matter Device Attestation:

- Each device should have a unique cryptographic
identity

- Attestation is based on Public Key infrastructure(PKI)
and uses X.509 certificates to authenticate Matter
products and device vendors

« All Matter devices are required to use an attestation
keypair and an X.509 certificate signed by a Trusted
Certificate Authority (CA) - Product Attestation
Authority (PAA)
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a
Product Attestation Authority (PAA) Cert
Issuer: NXP Matter PAA
Subject: NXP Matter PAA

}

(=4

Issuer: NXP Matter PAA
Subject: Trusted Matter PAI, VID: 273

e

Product Attestation Intermediate (PAL) Cert

|

Issuer: Trusted Matter PAI
Subject: Light Bulb, VID: 273, PID: 298

@
Device Attestation Cert (DAC)
¢

Edgelock® 2GO

=

p—

—

|

= O

|




Matter with EdgeLock2GO

« NXP is a Product Attestation Authority
approved by the Connectivity Standards
Alliance (CSA)

« Leverages NXP security infrastructure

- Leverages the hardware security capabilities e M Uy
of the RWG612 device for protecting device 12k :@: 72°
keys. v/
Edgelock 2GO AJ" matter
« NXP-generated attestation certificates work
with devices that use any MCU or MPU, from v
NXP or another supplier. Product =) {.}
Attestation =

Authority (PAA)

« More information on how to provision RW612
devices with Matter credentials using
Edgelock2GO are available in the
Application Note AN14705, on www.Nnxp.com.
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Matter Certificate Chain

a D
Product Attestation Authority (PAA) Cert
Issuer: NXP Matter PAA : PAiA_(RQOt) .
Subject: NXP Matter PAA Signs — PAI (Intermediate)
— Signs — DAC (Device Certificate)
(@ )
Product Attestation Intermediate (PAI) Cert During Matter commissioning:
Issuer: NXP Matter PAA :
Subject: Trusted Matter PAI, VID: 273 1. EVSE presents its DAC
3 ) 2. Commissioner verifies DAC signature using PAI public
1 key
S \ 3. Commissioner verifies PAl signature using PAA public
: key
Device Attestation Cert (DAC) 4. Commissioner checks that PAA is in its trusted root
Issuer: Trusted Matter PAI store

Subject: Light Bulb, VID: 273, PID: 298 . . .. . .
HRjeet Bt Bl 5. If chain validates, device is authenticated as genuine

C
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Matter Certificate Chain

Component Integrity protected - Stored securely?
how?
PAA No Self-signature + trust Not mandatory (on
anchor commissionerg
PAI No PAA signature verification Not mandatory
DAC certificate No PAIl signature verification = Not mandatory
DAC private key Yes Secure storage + access  Mandatory
control

Integrity protection comes from x.509 signature verification. If an attacker modifies the
content of the PAI or DAC (Vendor ID, Product ID, Public key, Any extensions), the
signature verification will fail.
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Matter Manufacturing Flow with EdgelLock2GO

/

Prepare the build environment

Generate Matter certificates (PAI/DAC/etc.) in
the Edgelock2GO platform

Retrieve Matter certificates from EdgelLock2GO

Generate provisioning data (factory data
binary)

Build your Matter application to use the
factory data

Flash factory data to designated partition
Enable secure boot and flash your board
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Manufacturing PC \

Edgelock2GO cloud N\
. Encrypted
(Matter Trust Authority) 61290 blob (3
N SPSDK/SEC Tool
Edgelock2GO Service
Matter Certs PAI q Matter repo + Secure Objects Ids (6)
(PAI/ DAC) .

l+ Manufacturing data (4)

Factory data binary

/I

EVSE Matter
Application

Binary
(el2go aware) /

Encrypted el2go blob packed
with factory data (5)

-~

FRDM—RW6]2\

Secure boot
enabled

v
Factory data el2go blob decrypted
partition A

EVSE Matter
Application

Binary
(el2go aware)
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Matter Manufacturing Flow with EdgelLock2GO

Step 1 - Prepare the environment

89

Download Matter repository: build the Matter/CHIP Certificate Tool (chip-
cert) and SPAKE2P Parameters Tool (spake2p)
Install OpenSSL or similar cryptographic tool

Install NXP Secure Provisioning SDK/MCUXpresso Secure Provisioning
Tool for provisioning

SDK
resso IDE See/

ecure Provisionin: evi
resso CFG SPSDK - --------oooo i PN partner tool /

sz matter

| NXP | Public Notes and sources
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Matter Manufacturing Flow with EdgelLock2GO

Step 2 - Generate Matter certificates (PAI/DAC/etc.)

« Generate PAl certificate and key e concunATons

« Create a DAC template

- Create a device group for your
devices

« Assign the DAC template to the
device group

PAls

Create new DAC X

| select product profile *

NXP hardware with Remote Trust Provisioning

RWE

RWEI2

RWBI2 (999340000612)

[ anernta e sbject wharta devica cannects
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Matter Manufacturing Flow with EdgelLock2GO

Step 3 - Retrieve Matter certificates (EL2GO blob)

Use NXP Secure Provisioning SDK and the provided el2go application to connect to EdgeLock2GO server
and retrieve the secure objects generated for your specific Matter device.

Step 4 - Generate provisioning data (factory data binary)

NXP factory data binary includes: Generated using:

« DAC & DAC key generate_nxp _chip_factory_bin.py

« PAl certificate

e SPAKE2+ values (posscode, salt, iteration count, For the Edgelock2GO flow, use parameters:
verifier) --EL2GO_bin

« Discriminator --EL2GO_DAC_KEY_ID

- Serial number (if applicable) --EL2GO_DAC_CERT_ID
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Matter Manufacturing Flow with EdgelLock2GO

Step 5 — Build your Matter application to use the
factory data

Use the gh command with: I

- nxp_use_factory_data=true m tt

- nxp_enable_secure_EL2GO_factory_data=true A ‘ O e r
Step 6 - Flash factory data to designated partition

Write the generated factory data binary to the dedicated
flash location: _ _FACTORY_DATA_START
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Matter Manufacturing Flow with EdgeLock2GO

. *MCUXpresso Secure Provisioning Tool version 10.0 - CiUsers) \secure_provisioningQ = m} x
File Target Tools Help

Step 7 — Enq ble secure boot and RW812 |via USB | Boot [Signed ~|from FlexSPI NOR - complete FCB || LC:  InField, OTP | TP: | Device HSM | Dbg: PyOCD |

Build image ' Writeimage + PKI management
flq s h yo u r boq rd Source executable image: ADocuments\MCUXpressolDE_11.10.0_3148\matter_workspace\frdmmwé12_mcuboot_opensource\Debug\frdmmE12_ma -~ Browse... +" Build image

Start address: (02001000 Application image; XIP: yes ' Additional images

Generated files:
build imag

se custormn output file path: ootable_images\tp_devhsm_frdmrw612_mcuboot_opensource_infield_otp.s ’ FOWSE...
U putfile path: | bactabl ges\tp_devhsm_frdmrw612_mcuboot_op field_otp.sb B

When building your Matter e LI Dt 2 frmeie
application, add —

no_mcuboot=false parameterand ... ' =
also build a secure bootloader ® om0
image.

Use MCUXpresso Secure Provisioning
Tool to enable secure boot, write

your images and manage board
lifecycle.
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Chip-tool configuration

Download the PAA cert in the chip-tool trust store

/ Edgelock2GO cloud \ / Chip-tool \

(Matter Trust Authority)

PAA trust-store

Matter Certs _
(PAI/ DAC) R
-/ N

Edgelock2GO Service

NG /

root@imx93evk-iwxxx-matter:~# chip-tool palring ble-wifi <node 1d>
<wifl ssid> <wifi password> 14014 2560 --paa-trust-store-path
<path to el2go paa certificate>
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Demonstration Video

'

Host controller
board
FRDM-RWGI12
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Electric vehicle (EV)

Display module
LCD-PAR-S035

Electric vehicle supply equipment (EVSE)

Matter or OCPP

-

device type

-

)
Wi~-Fi 6 or Threod wWi-Fi 6 for OCP?P
O‘_)- t_.g_)"Y._,q v ‘:; Ilj’)'vl."
Display module
LCD-PAR-S035
-

Metering board
TWR-KM35Z75M

Host controller
board
FRODM-RWEI12
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