
Product Type   Integrated Communication Processor 
 
Freescale Part # MPC8377E, MPC8378E, MPC8379E 
 
Name    PowerQUICC 2 Pro 
 
Package   689 Te-PBGA II 
 
Crypto Hardware SEC 3.0 
 
Algorithms Max Key Size (bits)
DES (ECB, CBC, OFB, CFB) 56
3DES (ECB, CBC, OFB, CFB) 168 (3-keys) 
AES (ECB, CBC, CTR, CCM, CMAC, 
GCM, OFB, CFB, XCBC-MAC) 256

ARC-4 128
MD-5 + HMAC (up to 512 bit keys)
SHA-1 + HMAC (up to 512 bit keys)
SHA-224 + HMAC (up to 512 bit keys)
SHA-256 + HMAC (up to 512 bit keys)
SHA-384 + HMAC (up to 512 bit keys)
SHA-512 + HMAC (up to 512 bit keys)

Kasumi (A5/3, GEA-3, f8, f9) 128

RSA Digital Signature 4096-bit operands 
RSA Digital Verify 4096-bit operands 
ECC Digital Signature 1023-bit field or modulus size 
ECC Digital Verify 1023-bit field or modulus size 
FIPS compliant deterministic RNG On chip 32-bit       

  
 

Target Applications:    
Access routers, wireless access points, printers, and network attached storage systems 
 
Export Control Info: 
Harmonized Tariff (US):  8542.31.0000 
ENC Status: Restricted.  US EAR part 740.17(b)(2) 
ECCN: 5A002 A.1 
CCAT: G145002 
 
Overview: 
The MPC8377E, 8378E, and 8379E are members of the PowerQUICC 2 Pro family of integrated communications 
processor from Freescale Semiconductor.  The PowerQUICC 2 Pro is considered one of the most highly integrated and 
widely adopted communications processor in the world, and is capable of supporting most LAN and WAN networking 
standards.  MPC8377E/8378E/8379E family includes an on-chip encryption acceleration unit (also known as the SEC 3.0) 
which achieves ~1000+ public key exchanges per second, and ~2000 Mbps 3DES throughput.   
 
 NOTE 1: This authorization does not authorize the export of products designed to use the encryption functionality of 
these chips.  Such products may require a classification and/or license from the Bureau of Industry and Security (BIS) 
prior to export.  OEMs incorporating these chips in their products should call the BIS Encryption Export Support Line at 
202-482-0707 with specific questions. 
 



NOTE 2: Freescale Semiconductor ("Freescale") makes this export classification and regulatory information available for 
informational purposes only. It may not reflect the most current legal developments, and Freescale does not represent, 
warrant or guarantee that it is complete, accurate or up-to-date. This information is subject to change without notice. The 
contents of this fact sheet are not intended to constitute legal advice or to be used as a substitute for specific legal advice 
from a licensed attorney and or customs broker. You should not act or refrain from acting based upon information in this 
email without obtaining professional advice regarding your particular facts and circumstances. 
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