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1 Document purpose

The purpose of this document is to provide information on the content of the Android 16 MW based on PN7220/
PN7221 and PN7160/PN7161 product versions.
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2 Middleware version history

The tables below shows the version history of the Android MW releases:

Table 1. Android 16 MW version history
MW version history Link to release version

NFC_AR_INFRA_001E_16.01.00 Section 3.1 "NFC_AR_INFRA_001E_16_01_00"

Table 2. Android 15 MW version history

MW version history Link to release version
NFC_AR_INFRA_001E_15.03.01 RN00305
NFC_AR_INFRA_001E_15.03.00 RN00305
NFC_AR_INFRA_001E_15.02.00 RN00305
NFC_AR_INFRA_0006_15.01.01 RN00305
NFC_AR_INFRA_001E_15.01.00 RN00305

Table 3. Android 14 MW version history

MW version history Link to release version
NFC_AR_INFRA_001E_14.04.00 RN00304
NFC_AR_INFRA_001E_14.03.00 RN00304
NFC_AR_INFRA_001E_14.02.00 RN00304
NFC_AR_INFRA_001E_14.01.00 RN00304

Table 4. Android 13 MW version history

MW version history Link to release version
NFC_AR_INFRA_001E_13.21.00 Coming soon. NXP is improving the release note
documents.
NFC_AR_INFRA_001E_13.20.00 Coming soon. NXP is improving the release note
documents.
NFC_AR_INFRA_0004_13.04.00 Coming soon. NXP is improving the release note
documents.
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3 Android 16 MW releases

3.1 NFC_AR_INFRA_001E_16_01_00

This release has not been fully validated. It is an early release to customers that can start the integrations. It
must not be used in production.

3.1.1 Release content

* Android version migration from Android-15 to Android-16

— Synced with GPP tag: android-16.0.0_r2

— Nfc packaged as APEX (replacing APK & libraries)

— Migrated to NFC HAL AIDL 2.0
— NXP T4T APIs deprecated — Switched to AOSP T4T APls, APl adaptation needed at customer side
— Update T4T config per AOSP for enable/disable

— Updated T3BT & Chinese ID TAG configs as per Android16 AOSP

— NXP framework modules moved to NFC APEX (due to system API access restrictions).
— Will be reverted in Android-17 with mainline architecture

— Kernel version upgraded from 6.6 to 6.12.

3.1.2 Test environment

Table 5. Test environment for PN7220/PN7221:

Parameters Values

Board used DragonBoard 845c + PN7220/PN7221 Customer evaluation board
PNEV7220 BP1 ref.[2] and PNEV7220 BP2 ref.[3] with PN7221 IC

I’c speed 1 MHz on DragonBoard 845c

Android version 16

MW version NFC_AR_INFRA_001E_16.01.00

Clock configuration XTAL

Firmware version Internal version is used for testing.

Table 6. Test environment for PN7160/PN7161:

Parameters Values

Board used DragonBoard 845¢c + PN7160/PN7161 Customer evaluation board
PNEV7160 ref.[1] with PN7161 IC

I’c speed 1 MHz on DragonBoard 845c

Android version 16

MW version NFC_AR_INFRA_001E_16.01.00

Clock configuration PLL

Firmware version 12.50.11
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3.1.3 Android MW memory size

Note: Memory sizes are based on the used development platform, compiler and settings. Sizes can be
different on customer site.

Table 7. NFC libraries memory consumed

Library Text (bytes)

nfc_nci_nxp_pn72xx.so 237770

android.hardware.nfc@1.0.so 155836

android.hardware.nfc@1.1.so 164833

android.hardware.nfc@1.2.so 109617

libnfc_nci_jni.so 854529

libnfc-nci.so 1044175

nfc_nci_nxp.so 186848

nfc_tda.so 37317

vendor.nxp.nxpnfc@1.0.so 67966

vendor.nxp.nxpnfc@2.0.so 88470

emvco_poller.so 88491

vendor.nxp.emvco-V1-ndk.so 120999

emvco_tda.so 37157

€emvco_ecp_vas.so 1537

vendor.nxp.emvco-V2-ndk.so 120840
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4 Recommendations, known limitations, and precautions

4.1 PN722x customer eval board

* In PN722x customer eval BP2 board used for Dual CPU use case, Android host shall use HIF2-12C (I2CM
follower) Interface of PN722x. By design this interface is not possible to be used as a wake-up reason from

Standby.

— Solution: GPIO3 of PN722x needs to used as a wake-up signal. By connecting HIF2-12C SCL line to
GPIO3, any HIF activity will be used as wake-up of PN722x.

* The Secure MCU mode switch application is only for reference purpose. Any negative testing scenarios using

this application may result in ambiguous behavior.

4.2 Android MW

Table 8. Recommendations and precautions

Name

Description

EMVCo middleware

EMVCo middleware KPI values are not guaranteed in
Android as Android thread scheduling varies every time
based on other background threads running on the system.
It is recommended to run the EMVCo stack in a trusted
environment to ensure consistent thread scheduling

and achieve the optimized KPI value. EMVCo Stack is
implemented fully in native mode and it is thread-safe to
ensure critical timings once the thread is scheduled.

Secure MCU mode

The Secure MCU mode switch application is only for
reference purposes. Any negative testing scenarios using
this application may result in ambiguous behavior.

Contactless interface and standby current

To use only the contactless interface and achieve the best

standby current (LPCD average current), it is advised to

remove/delete the xxx.so file from the Android installation,

which disables the NFC CT feature.

* Solution: Remove the NFC tda library (nfc_tda.so) from
the system/lib64 path.

Table 9. Known issues of Android MW

Issue Customer impact

Description/Solution Effected FW releases

For NFC-V poll mode, test
cases failed in Android 16
NFC Forum test. After 5
consecutive Auto NDEF
detection failures, RF gets
stuck and RF discovery does
not restart.

NFC Forum test cases fail.

Restart the DTA app.
Re-run the test suite
to ensure NFC Forum
compliance

NFC_AR_INFRA_001E_16_
01_00

Post Factory Reset of
Device, Failed to Discover
SAM and CT as part of NFC
INIT

During NFC INIT, CT
Discovery command request

No functional impact

RNO00401 All information provided in this document is subject to legal disclaimers.
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Issue

Customer impact

Description/Solution

Effected FW releases

response should not be
Present for I2CMS

During NFC INIT, NCI_
ANDROID_GET_CAPS_
CMD gets Rejected from
Firmware with a Syntax error.

No functional impact

This is a new requirement
and yet to be implemented in
the RFP release

NFC_AR_INFRA_001E_16_
01_00

Mode Set disable command
is not sent after the core
connection is closed in a
negative scenario.

No functional impact

This can happen only if an
APDU exchange failed with
transmission error. It will
recover on NFC reset.

NFC_AR_INFRA 001E_
16_01_00 and older tags
for Android 13, Android 14,
Android 15

FW Download Status failed in
SmcuSwitch app.

Expected behavior as per
current implementation.
But the implementation is
incorrect.

The app status need to be
corrected.

NFC_AR_INFRA_001E_
16_01_00 and older tags for
Android 14, Android 15

4.3 PN722x NFCC

e Limitation:

— Incompliance to Digital CT EMVCo 4.3d specs — 4 test failures related to handling of CWT & EGT where
both values are same (i.e. min = max) — TC_1800.DTS112, TC_1800.DTS113,TC_1800.DTS212 and
TC_1800.DTS213 test cases fail

» Cautions/Recommendations:
— Itis advised not to disable the DPC as It may damage TX drivers due to overcurrent.

— Firmware updates shall be done in a stable power supply condition, otherwise a full firmware download can
be required. Therefore it is recommended to not interrupt the FW update procedure.

4.4 Precautionary notes

Table 10. Precautions and recommendations

Limitation

Recommendation

TX driver may be damaged due to overcurrent.

Do not disable DPC on PN7220.
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5 Features, certifications, and applications supported in releases

To achieve all below mentioned things, users need to check the test environment chapter of the MW version in
use and check with which settings the below results were achieved (see Section 3 "Android 16 MW releases").

The results in the tables below can be achieved with all minor versions releases on Android 16.

Table 11. RF features list
Mode Protocol Techno NFCEE Other Completeness
Frame RF IF 106 kB/s Functional verified
NFC-A DH ISO-DEP RF IF 106 kB/s Functional verified
ISO-DEP ISO-DEP RF IF 212, 424, 848 kB/s |Functional verified
Frame RF IF 106 kB/s Functional verified
NFC-B DH ISO-DEP RF IF 106 kB/s Functional verified
Ec/)\:\ér; NFC ISO-DEP RF IF 212, 424, 848 kB/s |Functional verified
MIFARE ClI. NFC-A DH TAG-CMD IF 106 kB/s Functional verified
ToT NECA DH Frame RF IF 106 kB/s Functional verified
TAG-CMD IF 106 kB/s Functional verified
FeliCa/ T3T NFC-F DH Frame RF IF 212, 424 kB/s Functional verified
ISO 15693 ISO 15693 DH Frame RF IF 26, 53 kB/s Functional verified
NFC-A DH ISO-DEP RF IF 106 kB/s Functional verified
I\R/Ilt\)/ge_ EMVCo 1SO-DEP NFC-B DH ISO-DEP RF IF 106 kB/s Functional verified
FeliCa/ T3T NFC-F DH Frame RF IF 212, 424 kB/s Functional verified
Card ISO-DEP RF IF 106 kB/s Functional verified
Emuiaon S0P NFC-A Hce ISO-DEP RF IF 212, 424, 848 kB/s | Functional verified
Table 12. Other FW features released
Sl.no Feature Completeness
1 Secure FW download Functional verified
2 Mode Switch GPIO Functional verified
3 Standby mode Functional verified
4 PRBS Functional verified
5 Contact Interface support using ISO7816 Interface Functional verified
6 Dynamic Power Control (DPC) Functional verified
7 External DC-DC support Functional verified
9 Automatic Waveshape Control Functional verified
10 LPCD - Tag detector Functional verified
11 Clock management (PLL / XTAL) Functional verified
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Table 13. Other MW features released

Sl.no

Feature

Firmware downloads through Android

EMVCo Discovery Profile -> Type A,B, and F (Prop tech) Technology polling Enablement

NFC Discovery Profile -> Type A, B, F, and V Technology polling Enablement

Discovery Mode Switch between NFC and EMVCo Profiles

Proprietary commands Support

HIF1-12C interface support

O N o g~ DN| -

Contact interface support for NFC and EMVCo

Table 14. Android PSP released

Sl.no

Feature

EMVCo loopback application for Digital and analog Compliance

EMVCo Transac A and B application for analog Compliance

EMVCo Interop application

Configuration tool to update EEPROM and Protocol Area of PN7220

Self-test APK

EMVCo loopback application for CT Compliance

NFC reference application to test SAM card on contact interface

0o N oo gl bW~

Secure MCU switch application to switch between SMCU and Android Host

Table 15. Secure MCU PSP released

Sl.no Feature

1 EMVCo Contactless loopback application for Digital and analog Compliance
2 EMVCo Contactless Transac A and B application for analog Compliance

3 EMVCo Contactless Interop application

4 EMVCo Contact loopback application for CT compliance

5 Secure MCU application to update the PN722x FW

Table 16. Certifications

Sl.no Feature Completeness

1 NFC Forum CR13 - Digital Compliance (Internal) Functional verified

2 NFC Forum CR13 - Analog Compliance (Internal) Functional verified

3 EMVCo 3.0 L1 Digital Compliance (Internal) Functional verified

4 EMVCo 3.0 L1 analog Compliance (Internal) Functional verified

5 EMVCo 4.3d L1 CT Compliance (Internal) Functional verified
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6 Abbreviations and acronyms

Table 17. Abbreviations

Acronym Description

FW FirmWare

GMS Google Mobile Service

MW MiddleWare
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7 References

[11 Webpage — PN7160-EVK — Development Kits for PN7160 Plug’n Play NFC Controller (link)
[2] Webpage — PNEV7220BP1 — Development Board for PN7220 NFC Controller for EMVCo and NFC Forum
Operation (link)

[3] Webpage — PNEV7220BP2 — Development Board for PN7220 NFC Controller with Two Host Configuration
(link)
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8 Revision history
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Table 18. Revision history

Document ID

Release date

Description

RN00401 v.1.0

18 November

2025 | Initial version.
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Definitions

Draft — A draft status on a document indicates that the content is still
under internal review and subject to formal approval, which may result
in modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included in a draft version of a document and shall have no
liability for the consequences of use of such information.

Disclaimers

Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not give
any representations or warranties, expressed or implied, as to the accuracy
or completeness of such information and shall have no liability for the
consequences of use of such information. NXP Semiconductors takes no
responsibility for the content in this document if provided by an information
source outside of NXP Semiconductors.

In no event shall NXP Semiconductors be liable for any indirect, incidental,
punitive, special or consequential damages (including - without limitation -
lost profits, lost savings, business interruption, costs related to the removal
or replacement of any products or rework charges) whether or not such
damages are based on tort (including negligence), warranty, breach of
contract or any other legal theory.

Notwithstanding any damages that customer might incur for any reason
whatsoever, NXP Semiconductors’ aggregate and cumulative liability
towards customer for the products described herein shall be limited in
accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to

make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes no
representation or warranty that such applications will be suitable for the
specified use without further testing or modification.

Customers are responsible for the design and operation of their
applications and products using NXP Semiconductors products, and NXP
Semiconductors accepts no liability for any assistance with applications or
customer product design. It is customer’s sole responsibility to determine
whether the NXP Semiconductors product is suitable and fit for the
customer’s applications and products planned, as well as for the planned
application and use of customer’s third party customer(s). Customers should
provide appropriate design and operating safeguards to minimize the risks
associated with their applications and products.

NXP Semiconductors does not accept any liability related to any default,
damage, costs or problem which is based on any weakness or default

in the customer’s applications or products, or the application or use by
customer’s third party customer(s). Customer is responsible for doing all
necessary testing for the customer’s applications and products using NXP
Semiconductors products in order to avoid a default of the applications
and the products or of the application or use by customer’s third party
customer(s). NXP does not accept any liability in this respect.
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Terms and conditions of commercial sale — NXP Semiconductors
products are sold subject to the general terms and conditions of commercial
sale, as published at https://www.nxp.com/profile/terms, unless otherwise
agreed in a valid written individual agreement. In case an individual
agreement is concluded only the terms and conditions of the respective
agreement shall apply. NXP Semiconductors hereby expressly objects to
applying the customer’s general terms and conditions with regard to the
purchase of NXP Semiconductors products by customer.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Suitability for use in non-automotive qualified products — Unless

this document expressly states that this specific NXP Semiconductors
product is automotive qualified, the product is not suitable for automotive
use. It is neither qualified nor tested in accordance with automotive testing
or application requirements. NXP Semiconductors accepts no liability for
inclusion and/or use of non-automotive qualified products in automotive
equipment or applications.

In the event that customer uses the product for design-in and use in
automotive applications to automotive specifications and standards,
customer (a) shall use the product without NXP Semiconductors’ warranty
of the product for such automotive applications, use and specifications, and
(b) whenever customer uses the product for automotive applications beyond
NXP Semiconductors’ specifications such use shall be solely at customer’s
own risk, and (c) customer fully indemnifies NXP Semiconductors for any
liability, damages or failed product claims resulting from customer design and
use of the product for automotive applications beyond NXP Semiconductors’
standard warranty and NXP Semiconductors’ product specifications.

HTML publications — An HTML version, if available, of this document is
provided as a courtesy. Definitive information is contained in the applicable
document in PDF format. If there is a discrepancy between the HTML
document and the PDF document, the PDF document has priority.

Translations — A non-English (translated) version of a document, including
the legal information in that document, is for reference only. The English
version shall prevail in case of any discrepancy between the translated and
English versions.

Security — Customer understands that all NXP products may be subject to
unidentified vulnerabilities or may support established security standards or
specifications with known limitations. Customer is responsible for the design
and operation of its applications and products throughout their lifecycles

to reduce the effect of these vulnerabilities on customer’s applications

and products. Customer’s responsibility also extends to other open and/or
proprietary technologies supported by NXP products for use in customer’s
applications. NXP accepts no liability for any vulnerability. Customer should
regularly check security updates from NXP and follow up appropriately.
Customer shall select products with security features that best meet rules,
regulations, and standards of the intended application and make the
ultimate design decisions regarding its products and is solely responsible
for compliance with all legal, regulatory, and security related requirements
concerning its products, regardless of any information or support that may be
provided by NXP.

NXP has a Product Security Incident Response Team (PSIRT) (reachable
at PSIRT@nxp.com) that manages the investigation, reporting, and solution
release to security vulnerabilities of NXP products.

NXP B.V. — NXP B.V. is not an operating company and it does not distribute
or sell products.
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Licenses

Purchase of NXP ICs with NFC technology — Purchase of an NXP
Semiconductors IC that complies with one of the Near Field Communication
(NFC) standards ISO/IEC 18092 and ISO/IEC 21481 does not convey an
implied license under any patent right infringed by implementation of any of
those standards. Purchase of NXP Semiconductors IC does not include a
license to any NXP patent (or other IP right) covering combinations of those
products with other products, whether hardware or software.

Android 16 MW Release notes for PN722x/PN716x

Trademarks

Notice: All referenced brands, product names, service names, and
trademarks are the property of their respective owners.

NXP — wordmark and logo are trademarks of NXP B.V.
MIFARE DESFire — is a trademark of NXP B.V.
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