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1   Software Product Overview

GoldVIP provides a reference software integration platform for vehicle network processing applications like
vehicle computers and service-oriented gateways. It streamlines S32G hardware evaluation and accelerates
software development with ease-of-use, hardware abstraction, software integration and visualization.

GoldVIP provides out-of-the-box integration of open-source software components and third-party software on
top of the S32G software ecosystem, offering both AUTOSAR™ and Linux® rapid development and sample
applications. The key value propositions of the S32G hardware accelerators are showcased through example
use cases, fast deployment and visualization.

The targeted use cases include, but are not limited to:

• CAN and Ethernet data routing with and without acceleration and Intrusion Detection and Prevention
functionalities;

• Connected vehicle including over-the-air (OTA) updates and Vehicle-to-Cloud support using AWS IoT
Greengrass;

• In-vehicle services deployment with support for virtualization and containers;
• Vehicle network processing applications, network security and security services;

Figure 1. S32G Vehicle Integration Platform (GoldVIP) Block Diagram
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2   Software Content

This section contains a description of the modules integrated in the GoldVIP deliverable:

• Linux BSP
• Low Latency Communication Engine (LLCE) driver and standard firmware
• Packet Forwarding Engine (PFE) driver and standard firmware
• Real-Time Drivers (RTD)
• Inter-Platform Communication Framework (IPCF)
• Hardware Security Engine standard firmware
• System-Level Bootloader Integration Example
• S32 Safety Software Framework (SAF)
• SJA1110 Ethernet Switch standard firmware and telemetry application
• Yocto Project® support
• AWS IoT Greengrass
• AWS IoT FleetWise
• Argus IDPS
• EB tresos AutoCore
• Airbiquity OTAmatic® Software
• K3s Kubernetes Distribution
• Docker® Engine

2.1  Linux BSP
NXP Automotive Linux BSP follows the general layout of a BSP, containing a bootloader (U-Boot), a hypervisor
(Xen® Project), Arm® Trusted Firmware (ATF), the Linux kernel, a root file system, which can contain various
libraries and middleware, and sample applications. The objective is to enable more hardware platforms, to build
on top of the NXP Automotive Processing (AP) Linux BSP and add supplemental components such as drivers
or applications.

2.2  Low Latency Communication Engine (LLCE) driver and standard firmware
The Low Latency Communication Engine (LLCE) controls the traditional automotive communication interfaces
such as CAN, LIN, and FlexRay™. The LLCE offloads the Host CPU from all interface level tasks, while
maintaining performance and compatibility with the AUTOSAR standard. LLCE enablement consist of binary
images for the code running on each of the LLCE cores. The firmware services are integrated into the
AUTOSAR Communication stack via AUTOSAR MCAL drivers that are provided by NXP.

2.3  Packet Forwarding Engine driver and standard firmware
The Packet Forwarding Engine (PFE) consists of three software components: PFE Firmware, Ethernet drivers,
Configuration API – FCI (Fast Control Interface). The PFE is capable of offloading the computing intensive
operations of Ethernet packet routing from the application cores, while providing a high degree of configuration
through the FCI.

2.4  Real-Time Drivers
The Real-Time Drivers (RTD) is a set of AUTOSAR compliant device drivers responsible for hardware
abstraction and enablement of the NXP devices. The Complex Device Drivers provided on top of the required
AUTOSAR drivers create a rich ecosystem for developers and applications.
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2.5  Inter-Platform Communication Framework
The Inter-Platform Communication Framework (IPCF) is a subsystem which enables applications, running on
multiple homogenous or heterogenous processing cores, located on the same chip or different chips, running
on different operating systems (e.g., AUTOSAR, Linux, FreeRTOS™), to communicate over various transport
interfaces.

2.6  Hardware Security Engine standard firmware
The Hardware Security Engine (HSE) is an NXP dedicated security core that runs secure firmware. The HSE
enables offloading of the most common security algorithms from the CPU to the dedicated hardware, key
storage, secure boot, while serving as a secure enclave. The HSE Security (standard) Firmware is delivered in
executable form, encrypted and signed by NXP.

2.7  System-Level Bootloader Integration Example
The System-Level Bootloader Integration prepares the system to be able to execute code by loading application
images from Non-Volatile Memory to RAM. The bootloader prepares the system partitioning for the applications,
ensures data integrity using the HSE and performs a safety check on the system using the SAF.

2.8  S32 Safety Software Framework
The S32 Safety Software Framework (SAF) is a software product containing software components for
establishing the safety foundation for customer’s safety applications compliant with ISO 26262 functional safety.
It allows integration up to ASIL D automotive safety integrity level.

2.9  SJA1110 Ethernet Switch standard firmware and telemetry application
The NXP SJA1110 is a family of four, pin-compatible and software-compatible automotive Ethernet Switch SoC
offering a scalable solution for all automotive applications. All SJA1110 variants come with hardware-assisted
security and safety capabilities, multi-gigabit SGMII interfaces and the latest AVB and TSN standards. In one of
GoldVIP telemetry use cases, a telemetry application making use of AWS IoT Greengrass which was added on
top of the standard SJA1110 firmware to allow statistics from the Ethernet Switch to be sent to the cloud.

2.10  Yocto Project
The Yocto component is responsible for providing a way of building all GoldVIP components and tools
necessary to create the binary images that run on the target NXP hardware. It gives developers and clients the
flexibility to supplement the provided images with other tools, binaries and utilities that should be part of the final
root file system on the target hardware.

2.11  AWS IoT Greengrass
AWS IoT Greengrass is an Internet of Things (IoT) open source edge runtime and cloud service that helps you
build, deploy, and manage device software.

2.12  AWS IoT FleetWise
AWS IoT FleetWise makes it easier to collect, transform, and transfer vehicle data to the cloud in near real time
and use that data to improve vehicle quality, safety, and autonomy.
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2.13  Argus IDPS
Argus Intrusion Detection Prevention System monitors and analyzes in-vehicle network communication in real
time to detect cyber security attacks and suspicious network activity. Argus network protection uses various
techniques, such as deep packet inspection and timing and context analysis, to provide accurate, detailed alerts
of suspicious events in CAN and Ethernet networks.

2.14  EB tresos AutoCore
EB tresos AutoCore is an industry-leading implementation of AUTOSAR-compliant basic software for
automotive electronic control units (ECUs). This versatile solution is based on AUTOSAR 4.x. It provides a
modular and extensible framework and is a perfect software base for developing innovative ECU software
applications.

2.15  Airbiquity OTAmatic Software
Airbiquity OTAmatic software is an automated and secure Over-The-Air (OTA) service delivery tailored for
automotive applications. It consists of three main software components: OTAmatic Server, Client and Agent.
These three components operate in a secure and safe manner ensuring A/B swap capabilities and data
integrity.

2.16  K3s Kubernetes Distribution
K3s is a highly available, certified Kubernetes distribution designed for production workloads in unattended,
resource-constrained, remote locations or inside IoT appliances.

2.17  Docker Engine
A Docker image recipe is provided, containing demo scripts for ease of use and a Graphical User Interface
(GUI) ready to be deployed on an Ubuntu™ target. This ensures an Out-Of-The-Box-Experience for the user and
provides a lot of insight into the S32G and its capabilities for developers.
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3   Supported Targets

The software described in this document is intended to be used with the NXP Semiconductors S32G devices.

Hardware platforms supported:

• S32G Reference Design Board 2 (RDB2) - (S32G-VNP-RDB2)
• S32G Reference Design Board 3 (RDB3) - (S32G-VNP-RDB3)
• S32G2 GoldBox - (S32G-VNP-GLDBOX)
• S32G3 GoldBox 3 - (S32G-VNP-GLDBOX3)

S32G_PB All information provided in this document is subject to legal disclaimers. © 2026 NXP B.V. All rights reserved.

Product brief Rev. 3.0 — 7 August 2026 Document feedback
5 / 10

https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_S32G_PB


NXP Semiconductors S32G
S32G Vehicle Integration Platform (GoldVIP)

4   Quality, Standards Compliance and Testing Approach

The GoldVIP product is developed according to NXP Software Development Processes that are Automotive-
SPICE (tailored for open source), IATF16949 and ISO 9001 compliant.
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5   Revision History

This table summarizes the changes done to this document since the initial release.

Document ID Release date Description

S32G_PB.v.3.0 7 August 2026 • Replace the RTI component with MotionWise Communication
• Aligned the GoldVIP documentation to NXP guidelines

S32G_PB.v.2.0 28 February 2023 Update Software Content and Supported Targets chapters

S32G_PB.v.1.0 28 February 2022 Initial release

Table 1. Revision history
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Legal information

Definitions
Draft — A draft status on a document indicates that the content is still
under internal review and subject to formal approval, which may result
in modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included in a draft version of a document and shall have no
liability for the consequences of use of such information.

Disclaimers
Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not give
any representations or warranties, expressed or implied, as to the accuracy
or completeness of such information and shall have no liability for the
consequences of use of such information. NXP Semiconductors takes no
responsibility for the content in this document if provided by an information
source outside of NXP Semiconductors.
In no event shall NXP Semiconductors be liable for any indirect, incidental,
punitive, special or consequential damages (including - without limitation -
lost profits, lost savings, business interruption, costs related to the removal
or replacement of any products or rework charges) whether or not such
damages are based on tort (including negligence), warranty, breach of
contract or any other legal theory.
Notwithstanding any damages that customer might incur for any reason
whatsoever, NXP Semiconductors’ aggregate and cumulative liability
towards customer for the products described herein shall be limited in
accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to
make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes no
representation or warranty that such applications will be suitable for the
specified use without further testing or modification.
Customers are responsible for the design and operation of their
applications and products using NXP Semiconductors products, and NXP
Semiconductors accepts no liability for any assistance with applications or
customer product design. It is customer’s sole responsibility to determine
whether the NXP Semiconductors product is suitable and fit for the
customer’s applications and products planned, as well as for the planned
application and use of customer’s third party customer(s). Customers should
provide appropriate design and operating safeguards to minimize the risks
associated with their applications and products.
NXP Semiconductors does not accept any liability related to any default,
damage, costs or problem which is based on any weakness or default
in the customer’s applications or products, or the application or use by
customer’s third party customer(s). Customer is responsible for doing all
necessary testing for the customer’s applications and products using NXP
Semiconductors products in order to avoid a default of the applications
and the products or of the application or use by customer’s third party
customer(s). NXP does not accept any liability in this respect.

Limiting values — Stress above one or more limiting values (as defined in
the Absolute Maximum Ratings System of IEC 60134) will cause permanent
damage to the device. Limiting values are stress ratings only and (proper)
operation of the device at these or any other conditions above those
given in the Recommended operating conditions section (if present) or the
Characteristics sections of this document is not warranted. Constant or
repeated exposure to limiting values will permanently and irreversibly affect
the quality and reliability of the device.

Terms and conditions of commercial sale — NXP Semiconductors
products are sold subject to the general terms and conditions of commercial
sale, as published at https://www.nxp.com/profile/terms, unless otherwise
agreed in a valid written individual agreement. In case an individual
agreement is concluded only the terms and conditions of the respective
agreement shall apply. NXP Semiconductors hereby expressly objects to
applying the customer’s general terms and conditions with regard to the
purchase of NXP Semiconductors products by customer.

No offer to sell or license — Nothing in this document may be interpreted
or construed as an offer to sell products that is open for acceptance or
the grant, conveyance or implication of any license under any copyrights,
patents or other industrial or intellectual property rights.

Quick reference data — The Quick reference data is an extract of the
product data given in the Limiting values and Characteristics sections of this
document, and as such is not complete, exhaustive or legally binding.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Suitability for use in non-automotive qualified products — Unless
this document expressly states that this specific NXP Semiconductors
product is automotive qualified, the product is not suitable for automotive
use. It is neither qualified nor tested in accordance with automotive testing
or application requirements. NXP Semiconductors accepts no liability for
inclusion and/or use of non-automotive qualified products in automotive
equipment or applications.
In the event that customer uses the product for design-in and use in
automotive applications to automotive specifications and standards,
customer (a) shall use the product without NXP Semiconductors’ warranty
of the product for such automotive applications, use and specifications, and
(b) whenever customer uses the product for automotive applications beyond
NXP Semiconductors’ specifications such use shall be solely at customer’s
own risk, and (c) customer fully indemnifies NXP Semiconductors for any
liability, damages or failed product claims resulting from customer design and
use of the product for automotive applications beyond NXP Semiconductors’
standard warranty and NXP Semiconductors’ product specifications.

HTML publications — An HTML version, if available, of this document is
provided as a courtesy. Definitive information is contained in the applicable
document in PDF format. If there is a discrepancy between the HTML
document and the PDF document, the PDF document has priority.

Translations — A non-English (translated) version of a document, including
the legal information in that document, is for reference only. The English
version shall prevail in case of any discrepancy between the translated and
English versions.
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Security — Customer understands that all NXP products may be subject to
unidentified vulnerabilities or may support established security standards or
specifications with known limitations. Customer is responsible for the design
and operation of its applications and products throughout their lifecycles
to reduce the effect of these vulnerabilities on customer’s applications
and products. Customer’s responsibility also extends to other open and/or
proprietary technologies supported by NXP products for use in customer’s
applications. NXP accepts no liability for any vulnerability. Customer should
regularly check security updates from NXP and follow up appropriately.
Customer shall select products with security features that best meet rules,
regulations, and standards of the intended application and make the
ultimate design decisions regarding its products and is solely responsible
for compliance with all legal, regulatory, and security related requirements
concerning its products, regardless of any information or support that may be
provided by NXP.
NXP has a Product Security Incident Response Team (PSIRT) (reachable
at PSIRT@nxp.com) that manages the investigation, reporting, and solution
release to security vulnerabilities of NXP products.

NXP B.V. — NXP B.V. is not an operating company and it does not distribute
or sell products.

Trademarks
Notice: All referenced brands, product names, service names, and
trademarks are the property of their respective owners.
NXP — wordmark and logo are trademarks of NXP B.V.
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