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1 Introduction

ROM events are defined for ROM debug purpose. When the ROM code executes to a significant node, a
specific ROM event is recorded in the ROM event log buffer. Events are captured in the ROM log buffer for
every boot attempt, success, or fail. This provides the developer with a snapshot of the ROM boot process for
analysis.

This document describes the details of ROM log events for i.MX RT series ROM.

1.1 Glossary
Table 1 lists the terms and acronyms required to interpret this document.

Table 1. Glossary
Term Definition

ROM event Identifies a specific point in ROM boot processing, to show the ROM boot-related
information. For example:

¢ which boot mode ROM is retrieved from fuses or GPIOs;
* which boot device is used for this boot try;

* is boot device initialization complete;

* is loading data from the boot device complete;

* does boot image authentication pass, and so on.

ROM event log buffer A section or several sections (for some devices) in RAM where ROM events are
logged.

2 ROM events

Each ROM event is stored in the ROM event log buffer. The buffer contains several event entries, and the type
of event can be distinguished using the ROM event ID inside each ROM event entry.

2.1 ROM event entry

The ROM event entries are saved in the ROM event log buffer. For i.MX RT10xx series, the log buffer is simple
as below. Unused rom event ID bufferis setto all 0x00s.

uint32 t rom event ID[64];

For i.MX RT3digits and i.MX RT11xx series, it uses a new log context structure as below:

typedef struct log context

{
uint32 t entryNum;
uint32 t logEntries[64];
} log_context t;

One single ROM event entry consists of the ROM event ID and its parameters.

Table 2. A ROM event entry

Offset Bits [31:0]

0x00 ROM event ID

0x01 Parameter0 (Optional, available for some events)
AN15064 All information provided in this document is subject to legal disclaimers. © 2026 NXP B.V. All rights reserved.
Application note Rev. 1.0 — 1 September 2026 Document feedback

2/10


https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_AN15064

NXP Semiconductors AN15064

i.MX RT ROMs Log Events

Table 2. A ROM event entry...continued

Offset Bits [31:0]
0x02 Parameter1 (Optional, available for some events)
0x03 Parameter2 (Optional, available for some events)

For i.MX RT700, it doesn’t support ROM event log, but it stores boot state information into SyYscoNo-
>ELS BOOT_ STATEO, SYSCONO->ELS BOOT STATEL, SYSCONO->ELS BOOT STATE2 registers. As boot
state is different from event log, so i.MX RT700 ROM project is not included in this document.

2.2 ROM event ID format
There are two versions of ROM event ID formats:

Table 3. ROM event format version

ROM event ID format versions User
ROM event ID format version 0 i.MX RT10xx series
ROM event ID format version 1 i.MX RT3digits, i.MX RT11xx series

2.2.1 ROM event ID format version 0

Table 4. ROM event format version 0
Bits 31-24 Bits 23-0

Reserved as 0x00 Log event ID

2.2.2 ROM event ID format version 1

Table 5. ROM event format version 1
Bits 31-24 Bits 23-16 Bits 15-8 Bits 7-0

Log State Log Substate Log Status Remaining log parameters

2.3 ROM event ID definitions

Table 6. ROM event ID definition version

ROM event ID definition versions ROM event ID format User
ROM event ID definition version 0 ROM event ID format version 0 i.MX RT10xx series.
ROM event ID definition version 1 ROM event ID format version 1 i.MX RT3digits, i.MX RT11xx series

2.3.1 ROM event ID definition version 0
Table 7 describes the ROM event IDs used in i.MX RT10xx series.

Table 7. ROM event ID definition version 0

Log event ID Description

0x010000 Boot mode is Boot from Fuse

0x010001 Boot mode is Serial Download

0x010002 Boot mode is Internal Boot
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Log event ID Description

0x010003 Boot mode is Test Mode

0x020000 Secure config is FAB

0x020033 Secure config is Field Return

0x0200F0 Secure config is Open

0x0200CC Secure config is Closed

0x030000 DIR_BT_DIS Fuse is not blown
0x030001 DIR_BT_DIS Fuse is blown

0x040000 BT_FUSE_SEL Fuse is not blown
0x040001 BT_FUSE_SEL Fuse is blown

0x050000 Boot from the primary boot image
0x050001 Boot from the secondary boot image
0x050002 Boot from the third boot image
0x050003 Boot from the fourth boot image
0x060001 Primary boot from SD or EMMC device
0x060008 Primary boot from FLEXSPI NOR device
0x060009 Primary boot from FLEXSPI NAND device
0x06000A Primary boot from SEMC NOR device
0x06000B Primary boot from SEMC NAND device
0x061005 Recovery boot from LPSPI NOR device
0x061FFF No recovery boot device

0x062001 Manufacture boot from SD or EMMC
0x070000 Start to perform the device initialization
0x0700F0 The boot device initialization completes
0x070033 The boot device initialization fails
0x080000 Start to read data from boot device
0x0800F0 Reading data from boot device completes
0x080033 Reading data from boot device fails
0x090000 Image authentication result (Bit[7:0]==0xFO0: pass)
0x0A0000 Start to execute the plugin program
0x0AQ0F0 The plugin program returns success
0x0A0033 The plugin program returns failure
0x0B0000 Jump to the boot image soon

0x0C0000 Enters serial download processing
0x0D0000 Jump to the SDP boot image soon
0xOE0000 Internal use for ROMCP PATCH
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2.3.2 ROM event ID definition version 1
The ROM event IDs used in the i.MX RT3digits and i.MX RT11xx series are as follows.

Table 8. ROM event ID (log state) definition version 1

Log state Description Log parameter

0x00 Startup -

0x01 Hardware Init -

0x02 ROM Patch -

0x03 Secure Boot -

0x04 Boot Mode -

0x05 Master Boot ParameterQ: boot type
0x00000001 Primary Boot
0x00000002 Recovery Boot
0x00000003 Manufacture Boot
0x00000004 Serial Boot

0x06 Passive Boot -

0x07 Recovery Boot -

0x08 Isp Boot -

0x09 Boot Device ParameterQ: boot type (When substate is 0x01 — init)
0x00000001 Primary Boot
0x00000002 Recovery Boot
0x00000003 Manufacture Boot
0x00000004 Serial Boot

ParameterQ: image index (When the substate is 0x02 — call)
Parameter1: boot peripheral (When parameter0 is primary boot)

0x00000000 QuadSPI
0x00000001 MMC
0x00000002 SD
0x00000003 SEMC NAND
0x00000004 SEMC NOR
0x00000005 FLEXSPI NOR
0x00000006 FLEXSPI NAND

Parameter1: boot peripheral (When parameter0 is recovery boot)

0x00000000 SPINOR

Parameter1: boot peripheral (When parameter0 is manufacture boot)
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Table 8. ROM event ID (log state) definition version 1...continued
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Log state Description Log parameter
0x00000000 SDMMC
Parameter1: boot peripheral (When parameter0 is serial boot)
0x00000001 UART
0x00000002 I2C Slave
0x00000004 SPI Slave
0x00000008 CAN
0x00000010 USB HID
0x00000020 USB CDC
0x00000040 USB DFU
0x00000080 USB MSC
0x00000011 UART/USB HID
0x00000100 QuadSPI
0x00000200 MMC
0x00000400 SD
0x00000800 SEMC
0x00001000 SpiFlash
Parameter2: peripheral instance

0x0a Load Image -

0x0b Auth Image ParameterQ: Cost time in us

0x0c Jump to Image ParameterQ: image entry address

0x0d TZ-M -

Oxff Fatal -

Table 9. ROM event ID (log substate) definition version 1

Log Substate Description

0x00 Common

0x01 Init

0x02 Call

0x03 Deinit

0x04 Source

0x05 Check

0x20 Img - Initial Load

0x21 Img - Remaining Load
0x30 Auth - Check Secure State
0x31 Auth - Image Type Check
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Table 9. ROM event ID (log substate) definition version 1...continued

Log Substate Description

0x32 Auth - Read Key Store
0x33 Auth - Read Mac Key
0x34 Auth - Verify HMAC
0x35 Auth - Image Entry Check
0x36 Auth - Authenticate
0x37 Auth - Crc Check
0x38 Auth - DICE

0x39 Auth - Boot Seed
0x70 Boot Device

0x71 Load Image

0x72 Auth Image

0x73 Jump to Image

Table 10. ROM event ID (log status) definition version 1

Log Status Description
0x01 Master Boot
0x02 Passive Boot
0x03 Recovery Boot
0x04 Isp Boot
Oxdc Disabled
Oxea Enabled

0xf0 Pass

0xf3 Fail

0xf5 Fatal

Oxfc Invalid

Oxff Default

3 ROM event log buffer

The ROM event log buffer is located at a fixed address in the on-chip RAM.

3.1 Base address of ROM event log buffer

The 32-bit base address of the ROM event log buffer is recorded in a fixed location that varies by device type.
Users must reference the ROM event log buffer base address to locate the log buffer data.

Table 11. ROM event log buffer addresses

i.MX RT device Log buffer base address

i.MX RT118x 0x3048a000
AN15064 All information provided in this document is subject to legal disclaimers. © 2026 NXP B.V. All rights reserved.
Application note Rev. 1.0 — 1 September 2026 Document feedback

7/10


https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_AN15064

NXP Semiconductors

AN15064

Table 11. ROM event log buffer addresses...continued

i.MX RT ROMs Log Events

i.MX RT device Log buffer base address
i.MX RT117x 0x2024ad78
i.MX RT116x 0x2024ad78
i.MX RT106x 0x2020523c¢
i.MX RT105x 0x202051c8
i.MX RT104x 0x2020523c¢
i.MX RT102x 0x2020515¢
i.MX RT1015 0x2020515¢
i.MX RT1011 0x20203d38
i.MX RT6xx 0x10017f00
i.MX RT5xx 0x10017ef8

4 Note about the source code in the document

The example code shown in this document has the following copyright and BSD-3-Clause license:

Copyright 2026 NXP Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials must be provided with the distribution.

3. Neither the name of the copyright holder nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS I1S" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN

ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

5 Revision history

Table 12 summarizes the revisions to this document.

Table 12. Revision history

Document ID Release date Description
AN15064 v.1.0 01 September 2026

Initial public release.
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Definitions

Draft — A draft status on a document indicates that the content is still
under internal review and subject to formal approval, which may result
in modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included in a draft version of a document and shall have no
liability for the consequences of use of such information.

Disclaimers

Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not give
any representations or warranties, expressed or implied, as to the accuracy
or completeness of such information and shall have no liability for the
consequences of use of such information. NXP Semiconductors takes no
responsibility for the content in this document if provided by an information
source outside of NXP Semiconductors.

In no event shall NXP Semiconductors be liable for any indirect, incidental,
punitive, special or consequential damages (including - without limitation -
lost profits, lost savings, business interruption, costs related to the removal
or replacement of any products or rework charges) whether or not such
damages are based on tort (including negligence), warranty, breach of
contract or any other legal theory.

Notwithstanding any damages that customer might incur for any reason
whatsoever, NXP Semiconductors’ aggregate and cumulative liability
towards customer for the products described herein shall be limited in
accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to

make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes no
representation or warranty that such applications will be suitable for the
specified use without further testing or modification.

Customers are responsible for the design and operation of their
applications and products using NXP Semiconductors products, and NXP
Semiconductors accepts no liability for any assistance with applications or
customer product design. It is customer’s sole responsibility to determine
whether the NXP Semiconductors product is suitable and fit for the
customer’s applications and products planned, as well as for the planned
application and use of customer’s third party customer(s). Customers should
provide appropriate design and operating safeguards to minimize the risks
associated with their applications and products.

NXP Semiconductors does not accept any liability related to any default,
damage, costs or problem which is based on any weakness or default

in the customer’s applications or products, or the application or use by
customer’s third party customer(s). Customer is responsible for doing all
necessary testing for the customer’s applications and products using NXP
Semiconductors products in order to avoid a default of the applications
and the products or of the application or use by customer’s third party
customer(s). NXP does not accept any liability in this respect.
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Terms and conditions of commercial sale — NXP Semiconductors
products are sold subject to the general terms and conditions of commercial
sale, as published at https://www.nxp.com/profile/terms, unless otherwise
agreed in a valid written individual agreement. In case an individual
agreement is concluded only the terms and conditions of the respective
agreement shall apply. NXP Semiconductors hereby expressly objects to
applying the customer’s general terms and conditions with regard to the
purchase of NXP Semiconductors products by customer.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Suitability for use in non-automotive qualified products — Unless

this document expressly states that this specific NXP Semiconductors
product is automotive qualified, the product is not suitable for automotive
use. It is neither qualified nor tested in accordance with automotive testing
or application requirements. NXP Semiconductors accepts no liability for
inclusion and/or use of non-automotive qualified products in automotive
equipment or applications.

In the event that customer uses the product for design-in and use in
automotive applications to automotive specifications and standards,
customer (a) shall use the product without NXP Semiconductors’ warranty
of the product for such automotive applications, use and specifications, and
(b) whenever customer uses the product for automotive applications beyond
NXP Semiconductors’ specifications such use shall be solely at customer’s
own risk, and (c) customer fully indemnifies NXP Semiconductors for any
liability, damages or failed product claims resulting from customer design and
use of the product for automotive applications beyond NXP Semiconductors’
standard warranty and NXP Semiconductors’ product specifications.

HTML publications — An HTML version, if available, of this document is
provided as a courtesy. Definitive information is contained in the applicable
document in PDF format. If there is a discrepancy between the HTML
document and the PDF document, the PDF document has priority.

Translations — A non-English (translated) version of a document, including
the legal information in that document, is for reference only. The English
version shall prevail in case of any discrepancy between the translated and
English versions.

Security — Customer understands that all NXP products may be subject to
unidentified vulnerabilities or may support established security standards or
specifications with known limitations. Customer is responsible for the design
and operation of its applications and products throughout their lifecycles

to reduce the effect of these vulnerabilities on customer’s applications

and products. Customer’s responsibility also extends to other open and/or
proprietary technologies supported by NXP products for use in customer’s
applications. NXP accepts no liability for any vulnerability. Customer should
regularly check security updates from NXP and follow up appropriately.
Customer shall select products with security features that best meet rules,
regulations, and standards of the intended application and make the
ultimate design decisions regarding its products and is solely responsible
for compliance with all legal, regulatory, and security related requirements
concerning its products, regardless of any information or support that may be
provided by NXP.

NXP has a Product Security Incident Response Team (PSIRT) (reachable
at PSIRT@nxp.com) that manages the investigation, reporting, and solution
release to security vulnerabilities of NXP products.

NXP B.V. — NXP B.V. is not an operating company and it does not distribute
or sell products.

Trademarks

Notice: All referenced brands, product names, service names, and

trademarks are the property of their respective owners.
NXP — wordmark and logo are trademarks of NXP B.V.

© 2026 NXP B.V. All rights reserved.

Application note

Rev. 1.0 — 1 September 2026

Document feedback
9/10


mailto:PSIRT@nxp.com
https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_AN15064

NXP Semiconductors

AN15064

i.MX RT ROMs Log Events

Contents

1 Introduction ... e
1.1 GlOSSAIY .eeieeiiiiiie et
2 ROM events ......ccccceeereeeecmmmneecreereeseeeeeesenmnnnnsnes
21 ROM event entry .........ccooiiiiiiiiineeeeee
2.2 ROM event ID format ............coovvvviiceeeieeeeeees
2.2.1 ROM event ID format version O ............ccceuennn....
2.2.2 ROM event ID format version 1 ...........ccevvvennnnn..
2.3 ROM event ID definitions ............ooovvvvvevieeeeen..n.
2.3.1 ROM event ID definition version O .....................
2.3.2 ROM event ID definition version 1 .....................
3 ROM event log buffer ...
3.1 Base address of ROM event log buffer ..............
4 Note about the source code in the

document .............

Revision history
Legal information

Please be aware that important notices concerning this document and the product(s)
described herein, have been included in section 'Legal information'.

© 2026 NXP B.V. All rights reserved.

For more information, please visit: https://www.nxp.com Document feedback

Date of release: 1 September 2026
Document identifier: AN15064


https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_AN15064

	1  Introduction
	1.1  Glossary

	2  ROM events
	2.1  ROM event entry
	2.2  ROM event ID format
	2.2.1  ROM event ID format version 0
	2.2.2  ROM event ID format version 1

	2.3  ROM event ID definitions
	2.3.1  ROM event ID definition version 0
	2.3.2  ROM event ID definition version 1


	3  ROM event log buffer
	3.1  Base address of ROM event log buffer

	4  Note about the source code in the document
	5  Revision history
	Legal information
	Contents

