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1 Introduction

EdgelLock 2GO is a fully managed cloud platform operated by NXP that provides secure provisioning services
for easy deployment and maintenance of loT devices that integrate NXP MCU, MPU, and EdgelLock SE05x
secure elements.

EdgelLock 2GO Managed is a service that allows you to create and manage secure objects, such as symmetric
roots of trusts, key-pairs, and certificates, which are then securely provisioned by EdgeLock 2GO Managed into
the MPU or MCU based loT devices.

Secure objects and certificates created through EdgelLock 2GO Managed can be used for a wide variety of use
cases, including for secure cloud onboarding of 0T devices to your preferred cloud service (for example, AWS
loT Core or Azure loT Hub), data encryption or decryption, access control, and so on.

EdgelLock 2GO Managed can be easily used and configured through the EdgelLock 2GO web portal or the
EdgelLock 2GO REST API.
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Figure 1. EdgeLock 2GO platform overview

For more details about EdgelLock 2GO, see EdgeLock 2GO homepage and the documentation available at
EdgelLock 2GO Portal (account/sign-in required).
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2 Scope and objective

This document offers an outline of the EdgeLock 2GO platform and discusses the “Device provisioning via
proxy” flow. In this case, the SPSDK command line tool is the proxy being used to provision an MCU.

The document focuses on the initial device provisioning using secure objects from the EdgeLock 2GO cloud
server.

Note: The screenshots used in this application note show a variety of product families and part numbers.
Always make sure to select the device family and device part numbers according to the actual device you are
using.

3 Prerequisites

3.1 Hardware procurement

During manufacturing, the NXP SoC are injected with EdgeLock 2GO credential and registered in the EdgelLock
2GO pool of devices. Such NXP parts can be procured at nxp.com.

Procure the device among the ones listed under Supported Products at EdgeLock 2GO homepage at
nxp.com.

3.2 EdgelLock 2GO account creation

To access the EdgelLock 2GO cloud server, create an account by requesting access.

O Request Access to Edgelock 2GO Service
D+ Get in touch with us and sign up for a free trial/free board.

Learn more »

Figure 2. Requesting access to the EdgeLock 2GO cloud server

For more details, see the Logging in the EdgeLock 2GO — Managed account section in the EdgeLock 2GO —
Managed (document AN12691) mentioned in Section 8 "References".

3.3 EdgelLock 2GO account login

Once an account is created in the EdgeLock 2GO Managed server using the email address you provided, you
can use an NXP registered account associated with that email to log in to EdgeLock 2GQO Portal.
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Figure 3. Account login

3.4 Detect EdgeLock 2GO enabled hardware

After procuring the Evaluation Kit/Board or Part, the device can also be verified to be EdgeLock 2GO enabled
by performing the following steps:

1. Determine the UUID as described in Section 9 "Appendix A UUID retrieval".

2. Log in to the EdgelLock 2GO Portal.

3. Create a device group.
Click Devices; MCU & MPU; New Device Group, as shown in Figure 4.

NXO |Edgelock260 —
Browse Overview
Devices
Secure Objects Hardware Family  ggcyre Elements ~ MCU & MPU .
Type:
Intermediate CA
3 results Q search by GROUP NAME Hardware Al v SEARCH
{2} Matter
Documentation Group Name Created :;m"p :Ya:wuu rz::wcro Devices Claim Codes
aaa-060083
Figure 4. Create a device group
4. Verify the device.
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Figure 5. Verify the device

For the detailed information to input, see Figure 5.

Give a sample name to the Device group name field.

Choose MCU & MPU in the Hardware Family Type field.

Choose You have the device UUID in the Hardware Option field.

Paste the device UUID in the Device UUID field and prepend with 0x.

If the device is registered in the EdgeLock 2GO Managed server, then the Error in red is not shown.

P20 T

3.5 Install SPSDK and restricted data

Secure Provisioning SDK (SPSDK) is an open-source development kit with its source code released on Github
and PyPI. It contains a set of API modules for custom production tool development which requires more
advanced secure provisioning flow. The SPSDK also supports provisioning using EdgeLock 2GO. To follow the
steps shown in this document, install the latest version of SPSDK.

After SPSDK is installed, the restricted data package is needed for the tool, because it contains device-
specific provisioning firmware that the SPSDK tool must provision EdgeLock 2GO secure objects. You must be
approved to download the restricted data, so make this request before getting started.

3.6 Kleopatra install and setup

To create an EdgelLock 2GO secure object for provisioning the SB3 key (CUST MK SK), encrypt the SB3 key
before it is uploaded to the EdgeLock 2GO server.

Different tools can be used for generating the encryption keys used for this purpose, but Kleopatra is the
recommended Windows tool. It can be installed as part of the Gpg4win tool.

3.6.1 Kleopatra key setup

After installing the tools, open Kleopatra. When you open Kleopatra for the first time, it prompts you to create or
import a key pair. Pick the New Key Pair option.
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Figure 6. New Key Pair option

If regenerating keys or performing this step later, use the File; New OpenPGP key pair menu option.

L
Enter a name andfor an email address to use for the certificate.

Hame

Email address

+ Protect the generated key with a passphrase.

W Advanced options

Key Material
rsa40ss

v Valid untll (between 1/

Figure 7. Create OpenPGP Certificate - Kleopatra dialog box

For the detailed information to input, see Figure 7:

1. Name and email address are autofilled. Fill them in or change them if needed.

2. Check the passphrase option. It is optional, but recommended.

3. Expand the advanced options and pick rsa2048 or rsa4096. These are the only key options supported for
EdgeLock 2GO key signing.

4. Pick an expiration date for the key pair. Recommend to select a date beyond the default expiration.
5. Click OK to generate the key pair.
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After you click OK, a new window pops up, where you specify the passphrase for the key, as shown in Figure 8.
Remember the passphrase, which you will use in the following steps.

Please enter the passphrase to
protect your new key

[eessssccsees

Figure 8. Passphrase window

Open a command prompt window. If Kleopatra is installed for all users, then the directory you use to open the
window does not matter.

i) C:\>gpg —list-secret-keys
[keyboxd]
sec  rsall@9 2025-01-15 [SC] [expires: 2035-01-15]
e CAT3FABDFALET11EAELUBBLUIASE3TBAD393T7I9BCD

uid [ultimate]
ssb  rsal@96 2825-01-15 [E] [expires: 2835-01-15]

Figure 9. Get key hash

To obtain the hash of the key, which is needed for future steps, perform the following steps, as shown in
Figure 9:

1. At the command prompt, type gpg --list-secret-keys.
2. Note the hash value which is returned. You'll use this value in the following steps.

The EdgelLock 2GO public key must be imported so that it can be used within GPG. Download the public key
from the EdgeLock 2GO environment.

™ Kleopatra
File View Certificates Tools Settings Window Help
Sign/Encrypt  Decrypt/Verify | Import Lookup on Server

aaa-060686

Figure 10. Import EdgeLock 2GO public key

To import the EdgeLock 2GO public key, perform the following steps:

1. Click import at the top of the tool options inside Kleopatra.
2. Select the EL2GO_public_key.asc file from the location on your host PC.
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4 EdgelLock 2GO provisioning flows

For an overview on different EdgeLock 2GO services supported on MCUs and MPUs, see the EdgelLock 2GO
Services for MPU and MCU (document AN14544) mentioned in Section 8 "References".

5 Device provisioning via proxy

When using the Provisioning via Proxy flow, a host running SPSDK or SEC is used to facilitate provisioning. The
secure objects to be provisioned are loaded from the Edgelock 2GO server to the host. Then they are moved
from the host to the device.

@ OEM
EDGELOCK 2GO
Qum
Qu
©
C_\! uuID
L] =
Programmer
with SPSDK/SEC
A
EdgeLock EdgePock
device | ____ device | | _ {(Jh1
) .
o=
o=
Contract manufacturer
@= EL2GO root of trust ~ @= OEM keys aaa-060082
Figure 11. Provisioning via Proxy flow

To provision via the proxy, perform the following steps, as shown in Figure 11:

1. OEM configures secure objects via the EdgeLock 2GO portal or API.

2. At device manufacturing, readout device UUIDs (one by one or by batch) and send the UUID or list of
UUIDs to EdgeLock 2GO over API.

3. Edgelock 2GO generates the secure objects configured in step 1 and encrypts with EdgelLock 2GO root of
trust. The encrypted secure objects are downloaded to the host.

4. The host loads the encrypted secure objects to the device where EdgelLock 2GO provisioning firmware
passes the encrypted credentials to the EdgelLock secure enclave to unwrap them. Internal secure objects
are installed into fuses/IFR. External secure objects are rewrapped and written to flash.

Note: EdgelLock 2GO supports REST API with which user can interact with EdgeLock 2GO and perform
same steps as below. Using REST API is out of the scope of this document. For detailed information, see the
EdgelLock 2GO Developer Guide (document AN12642) mentioned in Section 8 "References”.
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6 Using SPSDK and EdgelLock 2GO to provision a device

This section describes the steps to configure the EdgeLock 2GO server and SPSDK command line tool for
device provisioning.

6.1 Create a device group

The EdgelLock 2GO server uses device groups to organize data. The device group includes information on the
part number for the devices that are provisioned as part of the group. Later, add the secure objects to the group.

To create a device group in EdgeLock 2GO cloud server, perform the following steps:

1. Click Devices; MCU & MPU; New Device Group, as shown in Figure 12.

NXO |Edgelock260 —
Browse Overview
[ E] Devices
Secure Objects :‘;’;:”0’9 Family  secure Elements  MCU & MPU .
Intermediate CA
3 results Q search by GROUP NAM Hardware Al v SEARCH
Matter
: Documentation Group Name Created ::;wp :;;:wan :‘;::Zwa" Devices Claim Codes
aaa-060083
Figure 12. Create a device group
2. A dialog box pops up, as shown in Figure 13.
CREATE A NEW DEVICE GROUP
DEVICE GROUF NAME (F ’ EL2GO_DEMO v
IARDWARE FAMILY TYPE (7 . MO & WPU -
IARDWARL ORTION (F . You hove a }‘JIMUCT name -
IARTIWARE TYPE ‘ IMAE -
HARDWARE PROOUCT MAbE ‘ LMY BULP -
CLAM CODE () [Optional] 0
Figure 13. Create A new Device Group dialog box
For the detailed information to input, see Figure 13:
a. Input a custom Device Group Name.
b. Select Hardware Family Type as MCU & MPU.
c. The Hardware Option emerges, and select You have a product name.
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d. Select the appropriate Hardware Type.
e. Select Hardware Product Name.
f. Click Create Group to create the device group, in which all new devices have been registered.

Some of the values from the device group are needed later when configuring the SPSDK tool to communicate
with the EdgeLock 2GO server. After creating the device group, the Device Groups screen is opened. If not, or
to go back to the device group, click Devices; MCU & MPU.

INXP |Edgslock260 —

NXP SE Team

[ pevices

(&) Securs Objects Hordware Famiy  secure tlements MOV &MPU
Type:

[Z} Intermediate cA

1l results Q £ Hardware Al -
& Matter

Zq  Documentation Group Name Created ¥ Group ID Hardware Type Hardware 12NC Devices Claim Codes

P § . . MCX N23x testing 5 minutes ago . 485 MCXNZ3X . 999340002301 0 No claim codes created 2]
£33 Admin Settings

Figure 14. Device Groups interface

To configure the SPSDK tool to communicate with the EdgelLock 2GO server, perform the following steps, as
shown in Figure 14:

1. Find the name of your device group in the list.
2. Copy the Group ID number for use later.
3. Copy the Hardware 12NC number for use later.

6.2 Create an API key

The SPSDK communicates with the EdgeLock 2GO server using REST APIs. The API key is a random
sequence of characters that uniquely identify an EdgeLock 2GO customer. The API key is sent as a parameter
with the REST APIs for authorization.

INXP |Edgelock260 —

NXP SE Team

uUsers Services Notifications APIKeys. Vendor IDs (VID)

O] Devices

. j 3results Q + ADD NEW APIKEY
(=) Secure Objects :

[ER intermediate cA
- Actions
=1 Matter

Za Documentation

M

H

§

i

H

g
9
IIIIL
H

=

[ 37 Admin Settings

Figure 15. Create an API key

To create an API key, perform the following steps, as shown in Figure 15.

1. Click Admin Settings.
2. Select API Keys.
3. Click Add New API Key.
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Create new API Key
of NXP SE Team MATTER SERVICE

| Name of the AP key * what is this

‘ SEC key

[J view matter related data

D Assign and un-assign DAC templates to Device
Groups as well as query jobs for batch processing

D Manage DAC templates and query jobs

Assign permissions to the APl key * What is thi:
D Manage Vendor Ids and PAls

GENERAL
REMOTE TRUST PROVISIONING

D View activity
‘ View secure objects and their Intermediate CAs

. View device groups

D View device group encrypted data
|:| Assign data to secure objects

[[] view produects and other general data
[[] edit secure objects and their Intermediate CAs

D Edit device groups

. Register devices

Figure 16. API key dialog box

For the detailed information to input, see Figure 16.

1. Input a name for the API key
2. Set the permissions for the API key:
* View device groups
* Register devices
* View secure objects and their intermediate CAs
The values must be selected at minimum for the rest of the steps shown in the document to complete
successfully.
Note: The View device groups permission is required for testing the EdgelLock 2GO connection. It is
optional for manufacturing packages.
3. Click Create to generate the API key.

The API key value is needed later when configuring the SPSDK tool to communicate with the EdgeLock 2GO
server. After creating the API key, you are in the API keys screen. If not, or to get the API key value later, click
Admin Settings; APl Keys.

Name |- Value

. SECkey e ) .

Figure 17. API key value

For the detailed information to input, see Figure 17.
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Find the name of your API key in the list.

2. Click the eye icon to show the API key value. After clicking the eye icon, a copy to clipboard button pops up,

which can be used to save the value.

6.3 Configure SPSDK for EdgeLock 2GO provisioning

The following steps describe how to configure the SPSDK tool to communicate with the Device Group you
created on the EdgelLock 2GO server using the API key value you also created.

General Options

MCU famil
p revision. If revision is

ion: Revision of silicon
latest
Edgelock 2GO API URL [Optional]

# Description: Base URL of the Edgelock 2GO backend API without an / at the end
url: https://api.edgelock2go.com
# --- Edgelock 2GO API Key [Required] ==
# Description: REST API key used for user authentication in Edgelock 2GO. You may use: 1) path to a fil
# the first line: ~/.el2go/wpc_token.txt (~ is interpreted as your HOME) 2) environment variable with the key:
# $MY_EL2GO_KEY 3) environment variable containing a path to the key file: $MY_KEY_FILE 4) directly your API key in
# plain text (not recommended)

Device Group ID [Required]
ion: Device Group ID in which the connected secure element needs to be assigned

Product 12NC [Required]
: Product 12NC registered in Edgelock 2GO
ncl2: 123456789012
===== Secure Objects Domains [Optional] =
# Description: List of the EdgeLock 2GO Secure Objects Domains to download.
# Possible options: <RTP, MATTER>
domains:

Delay between Edgelock 2G0's API calls [Optional] ===

een Edgelock 2G0 API requests regarding Secure Objects ge
# value is 5 seconds
delay: 5
# --- Timeout for Edgelock 2GO API [Optional
# Description: Timeout in seconds of downloading Secure Objects through EdgeLock 2GO API operation. Default is 6@
# seconds
timeout: 60

Download Timeout [Optional] ==
Timeout for overall download process including waiting for Secure Objects creation

Address for External (user-defined) Secure Objects [Required] =
Address where to store External (user-defined) Secure Objects obtained from EL2GO. ternal Secure
# Objects refers to Secure Objects other than OEM FW Authentication Key Hash, and OEM FW Decryption Key. Please note
# that the FW will always erase 8K memory block (flash page size) in the destination address, so any data previously
# stored at that flash location will be gone. If you don't use any External Secure Objects, this setting has no effect

XP EL2GO Provisioning FW path [Required]
ning Firmware SB file. If you don't want to use the Provisioning FW, please

aaa-060685

Figure 18. Configure SPSDK for EdgeLock 2GO provisioning

For the detailed information to input, see Figure 18:

1. Use the el2go-host get-template command to generate a configuration file for the processor used.
Example: el2go-host get-template -f kw45b41z8 -0 kw45_el2go_config.yaml

2. Use the values previously saved in the various steps to fill the relevant information in the file.

3. Fillin the API key value that you have saved. For details, see Section 6.2 "Create an AP key".

4. Fill in the Device Group ID number that you have saved. For details, see Section 6.1 "Create a device
group".

5. Fillin the 12NC number that you have saved. For details, see Section 6.1 "Create a device group".

6. Select a flash address to use for storing secure objects. This address is only used for external secure
objects (secure objects that are not directly written to fuses or IFR).
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7. Select the path to the trust provisioning firmware, located inside the restricted data package.
8. Save the file with new changes.
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6.4 Set up provisioning credentials

The EdgelLock 2GO Managed remote trust provisioning service can securely configure, provision, and
revoke secure objects in the loT device. During the initial provisioning of the device, the EdgeLock 2GO
Managed service requires the secure objects to be tied to the OEM firmware authentication key hash
(OEM_ROTKH/OEM SRKH), so it is necessary for the device to be registered and the OEM ROTKH/OEM SRKH
recorded to the newly created device group.

6.4.1 Generate OEM firmware authentication key hash

ELE-based NXP MCU and MPU devices require four' root keys to be used for performing secure boot by
the OEM. The public keys out of these OEM generated key pairs must be hashed to create the OEM FW
Authentication Key Hash.

Root keys can be generated using the SPSDK tool.

For the SPSDK tool instructions, see Section 10 "Appendix B Steps to generate OEM FW authentication key
hash (OEM_RTKH/OEM_SRKH)".

6.4.2 Install root key hash to device group (mandatory)
The following steps describe recording of the OEM FW Authentication Key Hash to the device group.

1 Some devices require up to four root keys. See the device-specific Security Reference Manual.
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NMP |edgelock 260

NXP SE Teamn

[:| Devices

(3] SecureObjects il

SECURE OBJECTS

Type Al

Create New Secure Object

Sedect the type of the Securty Objact
Kay Pair
KO Crrtifcare
ALS Moz Kay
AT Muster Key
Rinbi Puilic: Key
Fanary File
L] ULMI'r.'.lullmlli:ul.i:-".nvyIlusll.

QLM PW Decryplion Key

Hame

DEM_3RKH

1. Provide the binary file *

SelectFile ... .

2. Provide checksum of the binary file

Usage policies *
Use default policies

® Add custom policies (max 5)

+ Add Policy .

Salact hardwiare configuration

IMXA
LMY BULP

LMY RUILP (939340001601)

Selact Devics Ltecycls for detault profile
Open
Closad .

G Clossd)Lockad

Provide the binary file for this Secure Object *

What is this?

What is this?

What is this?

- Select permitted algorithm

NONE

| Policies for this profile

NONE  perauLt .

What 1 this?

T ®

What is this?

What is this?

CANCEL

Figure 19. Install root key hash to device group

To install the root key hash to a device group, perform the following steps, as shown in Figure 19:

Click Secure Objects.
Click New Secure Object.

ok w2

hardware.

Select OEM FW Authentication Key Hash.
Enter the custom name in the Name field.

In the Select File field, choose the generated OEM ROTKH/OEM SRKH binary file from Step 4.
Select Add custom policy and click +Add Policy. This policy is to attach this secure object to a specific

7. Choose the appropriate hardware configurations.
8. Select the device lifecycle as Open or Closed, where this secure object can be imported.
9. Select NONE for the permitted algorithm.

10. Select NONE for the profile policy.
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11. Click Add to create the secure object.

6.4.3 Generate OEM firmware decryption key

Most ELE based NXP MCU devices use SB3 files for secure firmware loading. For these devices, configuring
an OEM firmware decryption key secure object is required.

For the SPSDK tool instructions, see Section 11 "Appendix C Steps to generate OEM FW decryption
key(CUST_MK_SK/SB3KDK)".

6.4.4 Install SB3 key to device group (mandatory for devices that use SB3 files)
The following steps describe recording of the OEM FW Decryption Key to the device group.

NMPO | Eedgelock 260

SECURE OBJECTS

{- MEW SECURE OBIECT

NXP SE Team
Browse
] Dewvices
|I Iﬂ‘ Secure Objects 7 results = Type Al
(&3
Create New Secure Object Provide the key material for this Secure Object®  what is this?
for NXP SE Team
1. Provide the key material (.asc) * What is this?
Select the type of the Security Object*
o e SelectFile ... ‘
Key Pair
hig Cartiticaty 2. Provide the public key to use for verifying the *  What is this?
AES Master Key signature of the encrypted key. (.asc)

HMAC Master Key Select File .
Static Public Key

Binary File
OEM FW Authentication Key Hash
. Usage policies*® What is this?
@ OEMFW Decryption Key

Use default policies

® Add custom policies (max 5)
Name * What is this?

MCX_N23x_CUST_MK_SK . v + Add Policy .

Salact hardwons :.cn"lg gration Whit i e
IMER - Select permitted algorithm What is this?
LM¥ BULP - NONE ‘
LMY RUILP (939340001601) -
| Policies for this profile What is this?
Select Devices Litecycie tor detault profile What is this? NONE  peraur ‘
Open
Closad .
ADD ‘ CANCEL
|:| Closad)Lockad
Figure 20. Install SB3 key to device group
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To install the SB3 key to a device group, perform the following steps, as shown in Figure 20:

Click Secure Objects.

Select New Secure Object.

Select OEM FW Decryption Key.

Enter the custom name in the Name field

In the Select File field, choose the cust_mk_sk.asc file from Section 11 "Appendix C Steps to generate
OEM FW decryption key(CUST_MK_SK/SB3KDK)".

6. In the Select File field, choose the publick_signing_key.asc file from Section 11 "Appendix C Steps to
generate OEM FW decryption key(CUST_ MK_SK/SB3KDK)".

7. Select Add custom policy and click +Add Policy. This policy is to attach this secure object to a specific
hardware.

8. Choose the appropriate hardware configurations.

9. Select the device lifecycle as Open or Closed, where this secure object can be imported.
10. Select NONE for the permitted algorithm.
11. Select NONE for the profile policy.
12. Click Add to create the secure object.

aorON -

6.4.5 Create and configure secure objects

Using EdgeLock 2GO service, it is possible to dynamically provision RSA and ECC key-pairs, AES keys, HMAC
keys, X.509 certificates, binary files, and static public keys in the flash of the NXP MCU and MPU device.

First, it is necessary to install the OEM FW Authentication Key Hash to the device group. The secure objects
generated, thereafter, are encapsulated using the OEM FW Authentication Key Hash and thus can only be
accessed in the devices with the same OEM FW Authentication Key Hash programmed in the eFuses.

For steps to set up different secure objects as needed, see the Create a new secure object in EdgeLock 2GO —
Managed section in the EdgeLock 2GO — Managed (document AN12691).

6.4.6 Assign secure objects to the device group

Once the secure objects are created, they can be assigned to a device group. In this way, all devices belonging
to the device group is provisioned with the secure object when they connect to the Edgelock 2GO service.

If a device is added to the device group later, it is provisioned with the secure object once it connects to the
EdgelLock 2GO service.

For further details, see the Assign a device group to a secure object section in the EdgeLock 2GO —
Managed (document AN12691).

6.5 Use SPSDK to provision a device

Now that the EdgelLock 2GO server is set with all the secure objects that you want to provision and the SPSDK
tool has the information to access the device group, it is time to provision a device.

Note: When you perform the EdgelLock 2GO provisioning, the lifecycle state of the device is written according
to the lifecycle selected in the usage policy for the RKTH/SRKH and CUST MK SK secure objects. If your
RKTH/SRKH and cUST MK SK secure objects are configured as Closed, then the lifecycle state of the device
is advanced to In Field. The lifecycle state advancement burns fuses and is irreversible, so it is important that
the desired lifecycle state was selected when creating the secure objects. Select only one lifecycle state option.
If you’re using a device that supports SB3 files, then the lifecycle state in the usage policy for the RKTH and
CUST MK _SK secure objects must also be the same.

To use the SPSDK to provision a device, perform the following steps:
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1. In your SPSDK command line, use the el2go-host provision-device command and connect a device in the
ISP mode. Example: el2go-host provision-device -p COM11 --config kw45_el2go_config.yaml

2. The step above does the following steps in one command:
a. Reads the UUID from the device
Downloads secure objects from the EdgelLock 2GO server
Writes the secure objects to a temporary location on the device
Loads the OEM trust provisioning firmware into the device
Executes the trust provisioning firmware which processes the secure objects and provisions the device

© oo T

After a successful provisioning:

* The lifecycle fuse is written according to the lifecycle of the OEM FW authentication key hash (RKTH) and
OEM FW decryption key (CUST_MK_SK) secure object lifecycles where Open = Develop, Closed = In Field,
and Closed/Locked = In Field Locked.

* OEM FW authentication key hash value (RKTH) is written to CMPA for flash based devices. For external flash
devices, the RKTH is written to shadow registers. If the life cycle is In Field or In Field Locked, then RKTH is
written to fuses.

* OEM FW decryption key (CUST MK SK) is written to CMPA (flash based devices) or shadow registers
(external flash devices). If the life cycle is In Field or In Field Locked, the CUST MK SK fuses are burned for
external flash devices.

» External secure object blobs are written to the secure objects address where they can be accessed by an
application.
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7 Acronyms/Definitions

Table 1 lists the acronyms and definitions in this document.

Table 1. Acronyms and definitions

Acronym Meaning

ELE EdgelLock Enclave

SEC MCUXpresso secure provisioning tool
SPSDK Secure provisioning SDK

uuib Universally Unique Identifier

8 References

Table 2. References

Document Description

AN12642 EdgelLock 2GO Developer Guide
AN12691 EdgelLock 2GO - Managed
AN13255 EdgeLock 2GO Quick Start Guide

Edgelock 2GO -Managed
Service Description

EdgelLock 2GO - Managed Service Description

AN14544 EdgelLock 2GO Services for MPU and MCU

SPSDK Secure Provisioning SDK

SEC MCUXpresso Secure Provisioning Tool and restricted data
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9 Appendix A UUID retrieval

UUID is the unique identifier fused in the NXP SoCs used to validate against the registered devices in the
EdgelLock 2GO backend server and also to generate the secure objects unique to a device.

9.1 Read using SPSDK

Make sure that your board is configured for the ISP mode.
To read the UUID using SPSDK, perform the following steps, as shown in Figure 21:

1. In the SPSDK tool, use the blhost get-property command to read back the UUID.
Example: blhost -p COM11 get-property 18

At the command line, paste the blhost command line.

>blhost -u Ox1FC9,0x0158 —- get-property 18

status B (BOxB) Success.
word 1 3800551930 (Bxe287d1fa)
word 2 = 1365066310 (@x515du2u6)
word 3 3665152U09 (Pxda75c999)
(0x53b767U3)
= FA D1 87 E2 U6 42 5D 51 99 C9 75 DA u3 67 B7 53

Figure 21. Paste the blhost command line

10 Appendix B Steps to generate OEM FW authentication key hash
(OEM_RTKH/OEM_SRKH)

The SPSDK crypto backend provides unified API for all crypto operations needed for secure and trust
provisioning like key and certificate generation, signing, encryption, hashing, and others.

(venv) C:\git_spsdk>nxpcrypto -v key generate -k secp256rl —o workspace/ROTO_secp256rl.pem —force
The key pair has been created: C:\git_spsdk\workspace\ROT@_secp256rl.pub, C:\git_spsdk\workspace\ROT@_secp256rl.pem

(venv) C:\git_spsdk>nxpcrypto -v key generate -k secp256rl -o workspace/ROT1_secp256rl.pem ——force
The key pair has been created: C:\git_spsdk\workspace\ROT1_secp256rl.pub, C:\git_spsdk\workspace\ROT1_secp256rl.pem

(venv) C:\git_spsdk=>nxpcrypto -v key generate -k secp256rl -o workspace/ROT2_secp256rl.pem ——force
The key pair has been created: C:\git_spsdk\workspace\ROT2_secp256rl.pub, C:\git_spsdk\workspace\ROT2_secp256rl.pem

(venv) C:\git_spsdk>nxpcrypto -v key generate -k secp256rl -o workspace/ROT3_secp256rl.pem ——force
The key pair has been created: C:\git_spsdk\workspace\ROT3_secp256rl.pub, C:\git_spsdk\workspace\ROT3_secp256rl.pem

(venv) C:\git_spsdk=>nxpcrypto rot calculate-hash —f mcxn9u7 -k workspace\ROT®_secp256rl.pub -k workspace\ROT1_secp256rl.
pub -k workspace\ROT2_secp256rl.pub -k workspace\ROT3_secp256rl.pub
RoT hash: '963dfU9alf6ae905b6a967015209cbfoUBeale5e7df618771U05cUbeefo2dfud"

Figure 22. Keys and hash of keys

To generate the keys and calculate the hash, perform the following steps, as shown in Figure 22:

1. Use the nxpcrypto key generate command to generate four root-of-trust key pairs.

2. Use the nxpcrypto rot calculate-hash command to generate the hash of the four public keys for the device
used.

3. Copy the hash and save it as the rkth.bin file.

The rkth.bin file is the binary file that you should upload to the EdgeLock 2GO server in the steps listed in
Section 6.4.2 "Install root key hash to device group (mandatory)".
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11 Appendix C Steps to generate OEM FW decryption key(CUST_MK_SK/
SB3KDK)

The cust_mk_sk.asc and public_signing_key.asc files in this folder are uploaded to the EdgelLock 2GO server
as shown in the steps in Section 6.4.4 "Install SB3 key to device group (mandatory for devices that use SB3

files)".
The OEM FW decryption key is a 256-bit symmetric key that is user defined. There are many tools that can

generate this value, such as a random number generator. Once the key is generated, it is necessary to encrypt
it before loading it to the EdgeLock 2GO environment.

Follow the steps shown in the next figures to encrypt the OEM FW decryption key using Kleopatra.

vy Klecpatra
File View Certificates Tools  Settings  Window  Help

L [ B B Q =] =) 2
Sign/Encrypt  DecryptMNerify | Import Lookup on Server | Certificates | Motepad = Smartcards = Groups

[% sign / Encrypt Motepad | (%, Decrypt / Verify Motepad | 2

& Motepad & Redpients

Figure 23. Kleopatra notepad for symmetric key encryption

1. Press the Notepad button in the Kleopatra tool.
2. Paste the value of the symmetric key directly to the notepad.

L3 i = B B Q El E s
Sign/Encrypt  Decrypt/Verify | Import Lookup on Server | Certificates  Motepad | Smartcards | Groups

(& Sign / Encrypt Motepad | | {8 Decrypt / Verify Notepad
& Notepad A Recipients

Protocol:
Prove authenticity (sign)

& sign as: ' o s a5 e pmem v (certified, OpenPGP, created: 1/15/2025)
Encrypt
B Encrypt for me: ' ¥ P'® Ak o8 B el 1 0e¥ = (certified, OpenPGP, created: 1/15/2025)

8 Encrypt for others: _ﬂ Edgelock2go. support@nxp. com (certified, OpenPGP, created: 7/23/2020)

Figure 24. Kleopatra add users who can decrypt key

3. Click the Recipients tab.
4. Your credentials should already be listed in the Sign and Encrypt windows. In the Encrypt window, add a
line for others and include the previously imported Edgelock 2GO public key.
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s i) = B B Q El E 2
Sign/Encrypt  DecryptMerify = Import Lookup on Server | Certificates | Motepad | Smartcards — Groups
L% sign f Encrypt Notepad | {8, Decrypt / Verify Notepad = [ 3 Revert

&* Notepad &+ Redpients
-——PBEGIM PGP MESSAGE-—-

hQIMAGMNsXaG0thhARAADK Iguy4ZE +/bJ+y 10HY [BZvKDKGPS -+ LpKDKEFQUECWM
MNMGQZ 1ohiti fogju/T/C25Y trglQca W ACTY 2296bD 2eI4ThfoTa S Shw 3K Zxd

BV INGTENNvZVQEyxd FLVMSBEvunQYn 1GG5ihHYPAQ4pDkilh 1+CP6UZ +IDBrsosG
¥KY 4bgiBStwyaPb/m7arBEaIrW Go 1kFavVkFGZ 5nzaV 1 79ynFRCKL 2nminZUEu4h
JviZinlGHnSiSaMEIMhviviny 90 2nR.C 7L j0aShp HnTaikQp7 1QhjzTQCOd/ gi
V31XjxHcobgM5gkaCaWhMNDd +1k SqwkiMNaWeik 50npD IJthuW gamg YMQyORLUTceBpwg
HOMw Si0GHIGgvkR.GMby JWP 309000 50 2f0a5icd WPCVNBOIDhps 6 +as5QgFFviM
3% SbbmghL9d 3sGMATgUItPEbs4wGa0EOpUivvrtAipbInGj /ztFhwe 3iACK YwCq
ATWHIIsAWITDK b/ TXs5dG /23 SbaajsTHwzaZ IwMMmzIigA 2t 19ku JBZalFIm5c

ucsB P rgTIZ0gY gvv MICboo38znQ N9 26isLI0wSaZ yUkamwlXeFQERLL 2MK 307
QwaFi9llatras +2DCOGKEQFRUDSiEY ZgRIZUwWUS40M +aAW /fpSsLF tnoR129D5F
AgwDibEFKMNIDIBEACST 7frgsABrHNKGZO W0 3bnHElzalb 409X 0gBTo 2/56]
IVCHalY T 3oLV fa5WaHSG MANFNW QzimR 7 /OpsPMaszPMumaWoshii +HL 3Y AEQALING
&0 27DjoGW 537 ABS kv X dxBELSs52ZPgn 79pEreb 2tch 3uoycVoVHGD tSCHQMNgdF
obWMnIHIXTd4kQRMI 2R +oeZ fSWMozpM 3P0 5+HESe SUWtcn 72R 2T +Pvo 7006 I0Sb0
TileCelyxb2xM1YOZR0is3ThaUsagInWkaTes +HHDU fwsxVEAJkreFfPMmP 2CxGPL
NUdgoZKoRRrBGAChaE 7mkoh\ eiF GilsatD 3HIOX80yy Ty Z0kz/FMRuGyQdIofLf
QX¥MCMzonbTiepstRP K IV 151z 359Be0ZYE4Q Lz 5CF 2FhsQdkSgYryD 2R 31
+yI3gruoD024AP 3pZghr 2G59HxHRJnhOET 7BTgYshGAT 1m 1GMLbnvEgwIICovmtRh
dqVEBAFKiaDT /Y dYBSx/BEN5Q0 2L Ohyw ShaYSvzel +Yd3eEfHgO2VN/ DaayPfG
SHICpsmG3NDKR 15ZvexIIkcXmQRs +EDIEwMH L +vzOnQnuF 1PgQMNCIB 7 TCrZAm
63+ +HPz436LnTOU/OG 248 A SZ 3I4IwWEVrxLriWwasWg 1URekFPv IghRwAbI7 1chLp
AZViUZIASe ACKRjpXkxyaeQs//qi/Tor Jany 5dW 3PFSMoWwBpPw\YFok 1IFGplkpMbi
MUmtUrbP 790U 211 fobcdxML 7aGhoirRn0 FoShEEXKK A/ fArF 154USydt +H2QE5
ak2DznVQMDLyMUQr 4py fwOSced INw Frit cE +rsghNXgotECYnSLUpIT3PUDi4Q0
QU3Rk3bIgxDilogigMmIsihivpErkgr 26 28wz0QCdxD Id /cakVBIr ICKY uyHok Sx

AV 15 +MHiIBHEN HOQ 3ZWggoF6A 1atvSngHFOC wrl 1Y cTEFHImIfTY xeWUPhOg/
¥CLxecIQigbPOKMrRLIdVv 52 1AiddOMulslzynlkSGKErcWeCiMNdxgXo faRUHRK]
4nBEgcSMY 10C XY MocUrzZUQbCm4P HUxsSuR 044 IRMNUWGCY 2PwxY zDoD6FQstHI
1hREVTmISonOTsLGMoHwDSPTCudlip2TIgdPnwzIPhedFXkPExUQowbARYOMNDCQe
NFDRLOBpKIstzHGIK, fehthBiHOLZUyE /e zgYsZTISRRpK 1ATqdx 8008420

Sxchd W +htFmHCEIHCE e +nORrkw Gt vURaATW v cdzer SpTCY tarmM0 1k /ZPeMs
mm+QTiIZul4SYCThoGAQMOK 10BMNZ 7VLETiBEU4+25 P AADYUZipS 1YPVEZ +hFXED
52 +4guludighIkx+2MMkdTiis 155UmRsxtanw MIF 14+x 7o JBFjibITihe 302 ykMH
beg/75606ezi9uj+7EluesfLhoD9Y ziR f+DAgOxDRCDDL 3nWMFewdZH25cd +0Ld
¥500mTghe/d+HJMwWskKRpf4+21VSalwozb35HZ0RdaQtWT SoBCh 2ogJkaZ Imov QGY
aZ8MmpTyMXOSAGHIHFzvizY 2v4QpxWIFghl9 +HrZS0Qo 7P Sxah==

=J5tg

-—FEMD PGP MESSAGE-—-

Figure 25. Kleopatra encrypted output

5. Click the Sign/Encrypt Notepad button to encrypt the symmetric key value.
6. Copy the contents to a file and save it as cust_mk_sk..asc.

12 Revision history

Table 3 summarizes the revisions to this document.
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