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1 Introduction

1.1 Motivation and background

Today many transport ticketing, access management, loyalty, and other systems use contactless cards
compliant to ISO/IEC 14443 in their infrastructure. Terminals are typically designed to operate a well-determined
set of cards, holding specific applications. This is also known as a closed system approach. Intentionally or

not, some terminal applications require specific parameter settings of lower RF or ISO protocols to perform the
entire transaction. In case the mentioned parameters are not set accordingly by the card or the NFC mobile
devices (NMD) emulating a card, the terminal application may stop the transaction. NMDs may host multiple
applications. Typically, those applications may rely on different or even conflicting low-level ISO/IEC 14443
parameter settings, which may cause interoperability issues.

In order to avoid interoperability issues with multi-application cards and NMDs, this document aims to list
contactless parameters and to provide guidance on its relevance and their settings in a reader infrastructure
system. Additionally, possible consequences which can arise in case guidelines are neglected, are mentioned.

1.2 Scope

This application note addresses system operators, system integrators, infrastructure providers, and terminal
developers, who aim to allow multi-application cards and NMDs in their system to move from a closed to an
open ecosystem approach. The document attempts to allow the coexistence of multiple applications to be used
within one reader system.

1.3 Important remark

This application note is a supplementary document, highlighting essential parts of ISO/IEC 14443, ISO/IEC
7816, ISO/IEC 18092 parameters, and their usage in reader systems.

In order to get the full picture of the mentioned standards and products refer to the matching specifications,
whitepapers, and data sheets.
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2 General guidelines for infrastructures / reader systems

2.1 Currently existing issues

Already installed reader infrastructures are mostly not prepared for 3™ party media. ISO/IEC 14443 and ISO/
IEC 18092 offer several different ways how to exchange information and provide optional features. It is not
required to implement optional features.

In the past, PCD implementations in the field were mainly designed to allow single application PICCs indicating
specific parameter settings. As a result, reader of such an infrastructure rejected all other PICCs which made
use of different ISO/IEC conformant parameter settings and hosting different applications.

End customers are struggling with the vast number of different cards in their wallet, all hosting a single
application. Therefore, there is a strong trend towards PICCs and NMDs entering the market capable of hosting
multiple applications. Parts of the existing infrastructure do not allow this introduction because of the above
mentioned reasons.

It is strongly recommended that the current PCD infrastructure is updated to support the needs of end
customers. Especially, it shall be achievable to have different kinds of applications (e.g. public transport,
access, and payment applications) residing on the same device. In order to achieve this, this document gives
recommendations how infrastructures can be designed, focusing mainly on ISO/IEC 14443 parameter settings
and application selection.

2.2 General recommendations

It is recommended that terminal implementations do not mix up the transport layer (Type A activation and
protocol) of the 13.56 MHz radio and the application layer (applicative data). Consequently, terminals should be
designed to accept the whole range of PICC or NMD indicated parameters and to comply with all requirements
as specified by ISO/IEC 14443 parts 1 to 4, ISO/IEC 18092 and NFC Forum.

The terminal shall allow the indication, and shall respect all responses coming from the PICC for the following
parameters:

* All UIDs and UID lengths (4, 7 and 10 bytes, see ref.[8], section 6.5.4)
* All protocols (see ref.[9], section 11.2.1)

* All bit rates

 All frame sizes and frame waiting times

* All information of the ATS (if within the ISO/IEC 14443 specification)

It is not recommended that the terminal rejects PICCs in case the length of the ATS is not as expected, i.e. does
not contain the expected length of historical byes.

AN12057 All information provided in this document is subject to legal disclaimers. © 2026 NXP B.V. All rights reserved.
Application note Rev. 1.2 — 3 July 2026 Document feedback
3/16



https://www.nxp.com/pages/technical-documentation-feedback:WF-TECHNICAL-DOCUMENTATION-FEEDBACK?tid=pdfwf_AN12057

NXP Semiconductors AN1 2057

Making reader infrastructures ready for multi-application cards and devices

3 ISOI/IEC 14443 guidelines for terminal implementations

All MIFARE ICs are designed to be compliant to ISO/IEC 14443 part 2 and part 3. The transmission protocol as
defined in the ISO/IEC 14443-4, is supported by MIFARE DESFire, the NXP Dual or Triple Interface Card ICs
(like SmartMX), and the MIFARE Plus.

For all reader terminals, we recommend to strictly follow the requirements and guidelines of ISO/IEC 14443
and to be non-restrictive regarding the parameters presented by the PICC. In order to work smoothly with
different kinds of PICCs / NMDs and their applications, the reading device shall be open and not restrictive on
the parameters, which are presented by the PICC.

3.1 Implementation of MIFARE ISO/IEC 14443 PICC selection

The ISO/IEC 14443 standard describes how to select and activate a single PICC. By following the
recommended card activation procedure, it is guaranteed that a single PICC is properly selected and also keeps
on properly selected during the ongoing transaction — independent on the number of cards moved in to the field
simultaneously.

Details on the recommended card activation sequence, which includes multiple steps, like the polling for cards,
is described in detail in ref.[1].

Especially the timing parameters during card activation and PICC selection are essential. Some important
timing constraints, which need to be highlighted:

» After the RF reset was executed, it is necessary to wait at least 5.1 ms before transmitting a REQA or REQB.

* If a terminal polls for multiple technologies, i.e. polls for ISO/IEC 14443 Type-A and Type-B and more, it is
necessary to wait at least 5.1 ms between a REQA and a REQB or REQB and REQA. For more details on
timing requirements when polling for multiple technologies, please refer to ref.[6].

More detailed information and sequence diagrams which focus on timing constraints, can be found in ref.[1].

3.2 Handling of exchanged ISO/IEC 14443 parameters

During the ISO/IEC 14443 compliant anti-collision loop and card activation, a number of parameters is
exchanged between PCD and PICC:

Table 1 lists selected parameters defined in the standards ISO/IEC 14443, ISO/IEC 18092 and NFC Forum.
Recommendations on how a PCD should handle each of these parameters are provided. Parameters of
particular importance are also discussed in the sections following the table.

For identifying the type of presented PICC, the exchanged parameters need to be evaluated (mainly the content
of the SAK). Details for type identification mechanisms can be found in ref.[2].
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Table 1. Parameters according to ISO/IEC 14443 and ISO/IEC 18092

AN12057

the valid range. The default FWI is
4.

Parameter |PCD Recommendation PICC Recommendation Comment

RF Field Off | The PCD shall switch off the RF The PICC shall detect this RF Field Off
Field for at least 5.1 ms after period to reset all internal states.
each cycle of polling or after the
deactivation of the PICC.

RF Field On | The PCD shall provide an The PICC shall detect this RF Field On |Some PICCs can respond
unmodulated RF Field for at least period to lock its clock and boot the much faster, but more
5.1 ms before sending the first internal processing within 5 ms. complex systems need more
command for activation. time to establish an accurate

communication.

uiD The PCD shall accept any UID that | The PICC may provide any possible PCD implementations

(UID size the PICC provides. The PCD shall |type of UID (e.g. random ID or fixed ID) |may rely on fixed UIDs

bit frame in | not rely on a specific length of the as well as any possible length of UID (4 |or fixed length UIDs

ATQA) UID or on a specific type of the UID. |bytes, 7 bytes or 10 bytes). (e.g. for executing a key
Most important, the PCD shall not | Most NMDs will provide 4 byte random  |diversification). If this is
rely on a specific range of UIDs for |IDs according to ISO/IEC 18092. the case and a device with
a dedicated application. In case random ID is presented,
multiple applications are available the real UID needs to be
on the PICC at the same time, it is retrieved by implementing
not predictable, which UID will be additional commands
presented during the activation (due (e.g. Cmd.GetCardUID for
to the implicit selection). MIFARE DESFire).

Random ID may prevent
fraudulent tracking and
improves card holders
privacy protection.

ATQA The PCD shall not examine or The PICC shall set the ATQA as defined
depend upon the values returned by |in ISO/IEC 14443-3.
the PICC in b8 to b7 and b5 to b1 of
byte 1 and in b4 to b1 of byte 2 of
the ATQA.

SAK The PCD shall check for ISO/IEC The PICC shall have Bit6 set in case Bit6 and Bit7 indicate

(protocol 14443-3 based applications before |any ISO/IEC 14443-4 compliant the presence of a higher

indication) |evaluating Bit6 and Bit7 of the SAK. |application is available. transport protocol.

The PCD shall accept any value of |The PICC shall have Bit7 set in It is possible that applications
Bit7. In the mobile environment, this |case any ISO/IEC 18092 compliant based on ISO/IEC 14443-3
bit mostly is set to 1 to indicate the |application is available (this is the reside on the PICC
NFC-DEP capability. The PCD shall |default for NFC mobile devices). independent of the Bit6 or
not be confused when receiving Bit7 setting.

a Bit7 different to zero, but shall

continue normal operation.

Frame size |The PCD shall indicate its maximum | The PICC shall indicate it's maximum Some PCD implementations
acceptable frame size for receiving |acceptable frame size for receiving data |may be restricted to specific
data in the FSDI. in the FSCI. combinations.

The PCD shall accept any FSCI The PICC shall allow any FSDI value
value within the valid range proposed by the PCD.
received from the PICC.

Frame The PCD shall evaluate the FWI The PICC shall indicate it's FWI Some PCD implementations

waiting time |and allow any received value within |(possible values between 0 to 14). may be restricted to specific

If specific commands require longer
processing time, a S(WTX), a frame
waiting time extension request, can be
sent.

All information provided in this document is subject to legal disclaimers.
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Table 1. Parameters according to ISO/IEC 14443 and ISO/IEC 18092...continued

shall not restrict them to certain
expected values.

The maximum number of historical
bytes can be determined from the
maximum length of the ATS.

Parameter |PCD Recommendation PICC Recommendation Comment
Until the RFU value 15 is assigned
by ISO/IEC, a PCD receiving FWI =
15 should interpret it as FWI = 4.
SFGI The PCD shall evaluate the SFGI The PICC shall set the SFGI as defined
and allow any received value within |in ISO/IEC 14443-4.
the valid range. The default FWI is
0.
Until the RFU value 15 is assigned
by ISO/IEC, a PCD receiving SFGI
= 15 should interpret it as SFGI = 0.
Bit rates The PCD shall accept any indicated | The PICC shall indicate the maximum
bit rate as received within the ATS, |supported bit rate in the Interface
however does not necessarily need |byte TA(1) or via S(PARAMETER)
to use the highest bit rate. negotiation.
CID The PCD shall accept PICCs The PICC shall indicate whether CID is | The CID supported flag
supported |supporting CID as well as PICCs supported or CID is not supported. is located in Bit1 of the
not supporting CID. Interface Byte TC(1) of the
The PCD shall continue normal ATS.
operation independent if the PICC
supports or does not support CID.
NAD The PCD shall allow any possible The PICC shall indicate whether NAD is | The NAD supported flag
supported | value for the NAD supported supported or NAD is not supported. is located in the Bit2 of the
field. Independent whether it Interface Byte TC(1).
receives NAD supported or NAD not NAD is rarely supported by
supported, it shall be accepted. PICCs nowadays.
Historical The PCD shall allow any possible | The PICC is free to use the historical The content of the historical
bytes value for the historical bytes and bytes as they are optionally available. characters is not fixed. They

can be used for any specific
information of the PICC
provider.

Accepting only certain
defined historical bytes

on the PCD might lead to
interoperability issues.

3.2.1 Terminal implementations supporting only ISO/IEC 14443-3 applications

In case the PICC indicates the presence of ISO/IEC 14443-4 applications in the SAK, the PCD shall
nevertheless send commands for the ISO/IEC 14443-3 based applications.

3.2.2 Terminal implementations supporting both ISO/IEC 14443-3 applications and ISO/IEC
14443-4 applications

Independent if the PICC indicates the presence of higher layer protocols in the SAK, the PCD shall check

for the existence of ISO/IEC 14443-3 applications by sending the according commands. In case no ISO/IEC
14443-3 application is found, the PICC may have left the ACTIVE state and entered the IDLE state. In that case
the PCD should perform a card activation and put the PICC in the PROTOCOL state, before the PCD can check
for existing ISO/IEC 14443-4 applications.
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3.3 Overcoming potential restrictions with respect to the FWI

Especially NMDs may hold several applications, where from each application can be characterized by different
RF parameters. Some applications require the PICC to set the FWI to a specific value.

On the PCD side the interoperability should not be affected by this specific setting, as the terminal shall respect
any FWI value up to FWI = 14. PCDs which expect a certain FWI value (e.g. 7 or 8) are neither ISO/IEC 14443
nor EMVCo compliant.
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4 Additional recommendations

4.1 Host Card Emulation (HCE) and ISO/IEC 7816 support

Especially for the support of HCE implementations, future terminal implementations shall be designed and
implemented in a way that application selection according to the underlying (native) PICC command set based
on ISO/IEC 14443-4, as well as application selection according to ISO/IEC 7816, can be achieved.

Beside the host, NMDs may contain a Secure Element (SE) such as the SmartMX. In this case, several
NFCEEs (NFC execution environments) are available on the NMD. When several NFCEEs are present on one
NMD, then the RF parameters which are presented to the terminal can be of any of the available NFCEEs or
from the managing entity. Depending on the selected default application of the NMD and its location (either the
SE or the host), the UID might change. Consequently, the PCD targeted application may not match the received
UID. Therefore, the PCD shall select applications regardless of the received UID.

Example: Using HCE it is possible to activate the card emulation with parameters of SmartMX, but finally

an application residing on the host is selected by the terminal application. The SmartMX and the host might
have different UIDs, and the application does not know the UID of the SmartMX. The expected behavior in

this example is that the terminal does the activation process using the RF parameters that are presented by
SmartMX, and on the NMD the NFC controller takes care for routing the request to the application which is
residing on the host. For this routing, the NFC controller uses a routing table where all the AIDs of SmartMX and
host are mapped.

4.1.1 Application selection using the SELECT FILE command

For application selection according to ISO/IEC 7816-4, the command SELECT FILE by DF Name needs to be
used in the terminal implementation (with the DF Name representing the AID of the application), see details in
ref.[4], section 3.3.

This application selection can be used for the interaction with HCE as well as PICCs which operate on ISO/
IEC 14443-4 and support the ISO/IEC 7816-4 interindustry-compliant command set (at least the SELECT FILE)
command.

Infrastructures which are currently not using the SELECT FILE command, have the possibility to select the
DF Name / AID according to the NXP IID Allocation scheme ref.[3]. Existing infrastructures which are already
using the SELECT FILE command in their terminal implementations, can use the same DF Name for the HCE
application implementation.

4.1.2 UID retrieval

Retrieval of the UID is required mainly when using diversified keys inside the PICC, and the key diversification
is based on the UID as a base input of the key diversification function. Also when using special configurations,
such as for example the random ID, the real UID needs to be retrieved from the PICC.

The UID reported by an NMD in the ISO/IEC 14443-3 ANTICOLLISION process is determined by the NFC
Controller. The Android Host Card Emulation is fully independent of the UID and there is no API available which
allows to set it. The UID mainly depends on the default Secure Element that is defined in the NFC controller
(either UICC or SmartMX) and on the implicit selection, in case there are multiple applications available on the
SmartMX.

It is possible to fix any value of the UID to a static value of 4 bytes, 7 bytes or 10 bytes by using the according
NCI parameter (LA_NFCID1), as defined in ref.[7], if the default route for the card activation is the host.
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4.1.3 Usage of Random ID

In case a random ID is used for card activation, the actual mechanism to retrieve the UID is dependent on the
concrete product of the MIFARE product family.

To give some examples:

e For MIFARE DESFire, the dedicated commands Cmd.GetVersion or Cmd.GetCardUID can be executed. As a
response, the real UID of the PICC will be returned.

* For MIFARE Classic, MIFARE Ultralight and MIFARE Plus a read command to block 0 in sector 0 needs to be
executed (read from manufacturer block), where the manufacturer details and the UID are stored.

4.2 MIFARE4Mobile

For detailed recommendations regarding how to handle MIFARE4Mobile on the terminal installation, refer to ref.

[5].

4.2.1 Usage of UIDs in MIFARE4Mobile

Depending on the MIFARE4Mobile usage, and if a Virtual Card is activated by implicit selection (for example,
MIFARE Classic), the UID presented by the cell phone can be:

* Random UID, changing at each new activation
* Fixed 7-byte UID, corresponding of the Master UID of the secure element (like P73)

* Pseudo Random UID (4-byte or 7-byte) using a random ID in a pre-defined range and fixed during the
creation of the Virtual Card

* Assigned 4-byte or 7-byte UID if the application has full access to the Secure Element

4.3 RF field of the reader / terminal

As already stated in a previous section of this document, all timing-related parameters during card activation
and PICC selection are essential. For modifications on the RF field (field on / field off), at least 5.1 ms waiting
time need to be inserted before continuing with command execution.

4.4 Command Format

When communicating with MIFARE DESFire or MIFARE Plus contactless ICs, two command formats are
generally available:

* Native command format (proprietary)
* ISO/IEC 7816-4 wrapped command format

The ISO wrapped command format is based on the ISO/IEC 7816-4 APDU structure, which is an internationally
standardized protocol widely used in smart card systems.

While the native command format may offer slightly reduced overhead in some low-level implementations, the
ISO wrapped command format provides significant system-level advantages, including:

» Standardization and interoperability

» Simplified integration with existing ecosystems
» Compatibility with security architectures

* Unified command and error handling

* Long-term scalability and maintainability

Therefore, for most applications involving MIFARE DESFire and MIFARE Plus, especially in modern NFC
systems and multi-vendor environments, the ISO wrapped command format is the recommended approach.
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5 Abbreviations

Table 2. Abbreviations

Abbreviation Description

AID Application Identifier

APDU Application Protocol Data Unit

ATQA Answer to Request

ATR Answer to Reset

ATS Answer to Select

C-APDU Command APDU (sent from the PCD to PICC)
CID Card Identifier

CL Cascade Level

CT Cascade Tag

FSC Frame Size for Proximity Card

FSCI Frame Size for Proximity Card Integer
FSD Frame Size for Proximity Device

FSDI Frame Size for Proximity Device Integer
FWI Frame Waiting Integer

FWT Frame Waiting Time

HCE Host Card Emulation

IC Integrated Circuit

LSB Least Significant Byte

NAD Node Address

NFC Near Field Communication

NMD NFC Mobile Device

PCD Proximity Coupling Device

PICC Proximity Integrated Circuit Card

PPS Protocol and Parameter Selection
R-APDU Response APDU (sent from PICC to PCD)
RATS Request for Answer to Select

REQA Request A

RID Random ID

SAK Select Acknowledge

SE Secure Element

uicC Universal Integrated Circuit Card

uiD Unique Identifier

WTX Waiting Time Extension
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Terms and conditions of commercial sale — NXP Semiconductors
products are sold subject to the general terms and conditions of commercial
sale, as published at https://www.nxp.com/profile/terms, unless otherwise
agreed in a valid written individual agreement. In case an individual
agreement is concluded only the terms and conditions of the respective
agreement shall apply. NXP Semiconductors hereby expressly objects to
applying the customer’s general terms and conditions with regard to the
purchase of NXP Semiconductors products by customer.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Suitability for use in non-automotive qualified products — Unless

this document expressly states that this specific NXP Semiconductors
product is automotive qualified, the product is not suitable for automotive
use. It is neither qualified nor tested in accordance with automotive testing
or application requirements. NXP Semiconductors accepts no liability for
inclusion and/or use of non-automotive qualified products in automotive
equipment or applications.

In the event that customer uses the product for design-in and use in
automotive applications to automotive specifications and standards,
customer (a) shall use the product without NXP Semiconductors’ warranty
of the product for such automotive applications, use and specifications, and
(b) whenever customer uses the product for automotive applications beyond
NXP Semiconductors’ specifications such use shall be solely at customer’s
own risk, and (c) customer fully indemnifies NXP Semiconductors for any
liability, damages or failed product claims resulting from customer design and
use of the product for automotive applications beyond NXP Semiconductors’
standard warranty and NXP Semiconductors’ product specifications.

HTML publications — An HTML version, if available, of this document is
provided as a courtesy. Definitive information is contained in the applicable
document in PDF format. If there is a discrepancy between the HTML
document and the PDF document, the PDF document has priority.

Translations — A non-English (translated) version of a document, including
the legal information in that document, is for reference only. The English
version shall prevail in case of any discrepancy between the translated and
English versions.

Security — Customer understands that all NXP products may be subject to
unidentified vulnerabilities or may support established security standards or
specifications with known limitations. Customer is responsible for the design
and operation of its applications and products throughout their lifecycles

to reduce the effect of these vulnerabilities on customer’s applications

and products. Customer’s responsibility also extends to other open and/or
proprietary technologies supported by NXP products for use in customer’s
applications. NXP accepts no liability for any vulnerability. Customer should
regularly check security updates from NXP and follow up appropriately.
Customer shall select products with security features that best meet rules,
regulations, and standards of the intended application and make the
ultimate design decisions regarding its products and is solely responsible
for compliance with all legal, regulatory, and security related requirements
concerning its products, regardless of any information or support that may be
provided by NXP.

NXP has a Product Security Incident Response Team (PSIRT) (reachable
at PSIRT@nxp.com) that manages the investigation, reporting, and solution
release to security vulnerabilities of NXP products.

NXP B.V. — NXP B.V. is not an operating company and it does not distribute
or sell products.
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Licenses

Purchase of NXP ICs with NFC technology — Purchase of an NXP
Semiconductors IC that complies with one of the Near Field Communication
(NFC) standards ISO/IEC 18092 and ISO/IEC 21481 does not convey an
implied license under any patent right infringed by implementation of any of
those standards. Purchase of NXP Semiconductors IC does not include a
license to any NXP patent (or other IP right) covering combinations of those
products with other products, whether hardware or software.
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Trademarks

Notice: All referenced brands, product names, service names, and
trademarks are the property of their respective owners.

NXP — wordmark and logo are trademarks of NXP B.V.
MIFARE — is a trademark of NXP B.V.

MIFARE Classic — is a trademark of NXP B.V.
MIFARE4Mobile — is a trademark of NXP B.V.
MIFARE Plus — is a trademark of NXP B.V.

MIFARE Ultralight — is a trademark of NXP B.V.
SmartMX — is a trademark of NXP B.V.
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