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1. Introduction

This application note provides an overview of In-System programming (ISP) and easy
steps to program the on-chip flash of LPC18xx/43xx flash based Cortex M3/Cortex M4
microcontrollers using Flash Magic software. Keil's MCB4300 evaluation board is used
for demonstration purposes.

LPC18xx/43xx flash-based chips contain up to 1 MB flash divided into two banks:
e Bank A: 0Ox1A00 0000 (512 KB max.)
e Bank B: 0x1BOO 0000 (512 MB max.)

In an LPC18xx/43xx with on-chip flash, USARTO or USART3 can be used for ISP
communication depending on the OTP bits and/or boot pins. If all boot pins are held low,
USARTO is selected.

2. In-System Programming

In-system programming (ISP) via USARTO is used for this demo with the following pin
configuration:

e P2_0 FUNCTION 1, USARTO TXD
e P2 1 FUNCTION 1, USARTO RXD

ISP mode can be entered using pin P2_7 pulled low (GND) before RESET. This pin is
controlled via the ‘ISP’ button on an MCB4300/MCB1800 board.

2.1 Requirements
The following items are used for demo of this application note:
¢ Keil MCB4300/MCB1800 evaluation board
¢ Keil MDK for ARM (v.4.50 or higher), evaluation version is sufficient
o RS232 serial cable
o Optional USB-to-serial adapter, in case a standard serial port is not available on PC

¢ Flash Magic software (version 6.8 or higher) — it can be downloaded for free from
Embedded Systems Academy http://www.flashmagictool.com/

e Micro USB cable supplied with MCB4300 board or 6 V to 12 V power adapter with at
least 500 mA output current.

e Optional RS232 terminal software, e.g. Terminal v1.9b

Note: It is assumed that all items mentioned above are in place and necessary drivers
are already installed.
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2.2 Blinky sample code

The example code ‘Blinky’ is used for this demo. Open Keil pVision 4 and browse the
Blinky project for MCB4300 board at following location:

C:\Kei INARM\Boards\Kei IN\MCB4300\Bl inky\Blinky.uvproj
There are three target options defined in this project:
e LPC4350 RAM (default)
e LPC4350 external flash
e LPC4350 SPIFI
All three target options are available from the ‘Select Target’ drop-down menu.
An additional target option needs to be added for ‘LPC4350 Flash Bank A’

¢ Right click on ‘LPC4350 RAM' root directory from ‘Project’ explorer window and
select ‘Manage Components..."” option from pop-up menu as shown in Fig 1.

Fig 1. Blinky project in Keil uVision 4 showing Target options menu
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e Components, Environment and Books window pops up with Project Components tab
active. In Project Targets option, click New (Insert) button ! | type ‘LPC4350 Flash
Bank A’ and press Enter. It is added into Target option list as shown in Fig 2. Click
OK when done.

Fig 2. Managed Components window

e Select ‘LPC4350 Flash Bank A’ from Select Target drop-down menu and click Target
Options button | nexttoit; ‘Options for Target LPC4350 Flash Bank A’ window
pops up with ‘Target’ tab active. Select internal ROM address as 0x1A000000 with
size 0x4000; it is sufficient for this demo. Leave the RAM address as-is; the rest of
the settings will remain the same as shown in Fig 3.
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Fig 3. Options for Target Window — Target Tab

e Click ‘Output’ tab and change the name of the executable to ‘Blinky_Flash_Bank_A'.
Also check the ‘Create HEX file’ option as shown in Fig 4. The compiler will generate
‘Blinky_Flash_Bank_A.hex file into default ‘Obj’ folder. This file will be used for
programming flash using ISP. Click OK when done.

AN11248 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2012. All rights reserved.

Application note Rev. 1 — 9 August 2012 6 of 17




NXP Semiconductors AN11248

In-System Programming of LPC18xx/43xx flash

Fig 4. Options for Target Window — Output tab

e Click ‘Rebuild’ button ' to compile the project with ‘LPC4350_Flash_Bank A’
target selected. Check if the ‘Blinky_FLASH_Bank_A.hex file is created in the ‘Obj’
folder.

A target project for ‘LPC4350_Flash_Bank_A' and its .hex file has now been successfully
created. The next step is to program the internal flash with the newly created .hex file.
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2.3 Steps for In-System Programming using Flash Magic

Keil's MCB4300 is selected for this demo with an LPC4357 chip placed on it. This chip
has 1 MB on-chip flash, and we are going to program its bankO at address 0x1A000000.
The MCB4300 evaluation board is shown in Fig 5.

Fig 5. Keil MCB4300 evaluation board

o First, check the jumper settings of the board and make sure the position of jumpers
J13 and J16 are set for UARTO as shown in Fig 6 (Top). Boot pins P1_1, P1 2, P2 8
and P2_9 are held low, as shown in Fig 6 (Bottom), so that it can boot from internal
flash on RESET after programming. Also, J17 should be open to manually enter ISP
mode using the ISP button.
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Fig 6. Jumper settings for MCB4300
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e Connect the Serial Cable to the DB9 connector on the top left corner named

UARTO/3, and connect the other end to a PC. Check that the exact COM port
associated is known; otherwise, check it from Device Manager in Windows. Also,
connect the power adapter into socket P1 and turn ON power, or use a Micro USB
cable to power the board from the PC.

Press and hold ISP button, and then press RESET button; release ISP button after
releasing RESET button. The LPC4357 enters ISP mode, which can be easily
verified using any terminal software by sending synchronization character ‘?’; it
should respond with message ‘Synchronized’.

Open Flash Magic by clicking the icon on desktop. In Step 1: Click on ‘Select’
button and select LPC4357, select Bank 0 from ‘Flash Bank’ drop down menu, select
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COM port for your PC, Baud Rate = 9600, Interface = None (ISP) and Oscillator
(MHz) = 12. You may also select ‘Erase all Flash’ option in Step 2.

¢ In Step 3: click ‘Browse’ button and select ‘Blinky FLASH_Bank_A.hex’ file from the
location:
C:\Kei INARM\Boards\Kei IN\MCB4300\BI inky\Obj\Blinky Flash_Bank_ A.hex

e In Step 4: select ‘Verify after programming’ and ‘Activate Flash Bank’ options.

These settings are shown in Fig 7.

Fig 7. Flash Magic window

e Click ‘Start’ button to start Flash programming. The status bar at the bottom of the
Flash Magic window shows the status during programming. When flash programming
finishes successfully it shows the message ‘Finished’ in the status bar as shown in
Fig 8.
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Fig 8. Flash programming done successfully

e Press RESET button to finish ISP mode and boot from internal flash. Now you should
see blinking LEDs.

Congratulations! You have successfully programmed the internal flash of LPC4357 chip.

ACTIVITY: Use the steps mentioned in sections 2.2 and 2.3 to create a target project for
Flash Bank B.
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3. Implications of Code Read Protection (CRP) on flash

Code Read Protection is the mechanism to restrict the access to on-chip flash and ISP.
The demo does not use CRP for simplicity — check ‘Asm’ tab in Target Options. CRP is
invoked by programming a specific pattern in flash at 0x2FC. There are four different
levels of CRP security defined for LPC18xx/43xx which are defined in Table 1:

Table 1. Code Read Protection options

Name Pattern Description
programmed in
0x000002FC
CRP1 0x1234 5678 Chip access via JTAG pins is disabled. This mode allows partial flash update using the

following ISP commands and restrictions:

e Because the ISP code uses SRAM, the Write to RAM command cannot access SRAM
below 0x1000 0200

¢ Read Memory command: disabled.
e Copy RAM to flash command: cannot write to Sector O.
e Go command: disabled.

e Erase sectors command: can erase any individual sector except sector 0 only, or can
erase all sectors at once.

e Compare command: disabled

This mode is useful when CRP is required and flash field updates are needed but all sectors
cannot be erased. The compare command is disabled, so in the case of partial flash
updates the secondary loader should implement a checksum mechanism to verify the
Integrity of the flash.

CRP2 0x8765 4321 This is similar to CRP1 with the following additions:
e  Write to RAM command: disabled.
e Copy RAM to Flash: disabled.
e Erase command: only allows erase of all sectors.

CRP3 0x4321 8765 This is similar to CRP2, but ISP entry by pulling P2_7 LOW is disabled if a valid user code
is present in flash sector 0.

This mode effectively disables ISP override using the P2_7 pin. It is up to the user’s
application to provide for flash updates by using IAP calls or by invoking ISP with UARTO.

Caution: If CRP3 is selected, no future factory testing can be performed on the device.
NO_ISP  0x4E69 7370 Disables ISP request using the P2_7 pin.

Important: Any CRP change becomes effective only after the device has gone
through a power cycle.
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4. Flash signature

For LPC18xx/LPC43xx parts with on-chip flash, a hardware flash signature generation
capability is built into the flash memory. This feature can be used to create a signature
that can then be used to verify the flash contents. The generator can produce a 128-bit
signature from a range of flash memory. It is located at the reserved exception vector
location 7 (offset 0x001C in the vector table). It should contain the 2's complement of the
check-sum of table entries 0 trough 6. This causes the checksum of the first 8 table
entries to be 0. The boot loader code checksums the first 8 locations in sector 0 of the
flash. If the result is 0, then execution control is transferred to the user code.

Now Flash Magic with version 6.80 can force to always put the correct checksum in by
checking the option ‘Activate Flash Bank’ in Step 4 of its main window as shown in Fig 7.
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5.1 Definitions

Draft — The document is a draft version only. The content is still under
internal review and subject to formal approval, which may result in
modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included herein and shall have no liability for the consequences
of use of such information.

5.2 Disclaimers

Limited warranty and liability — Information in this document is believed to
be accurate and reliable. However, NXP Semiconductors does not give any
representations or warranties, expressed or implied, as to the accuracy or
completeness of such information and shall have no liability for the
consequences of use of such information. NXP Semiconductors takes no
responsibility for the content in this document if provided by an information
source outside of NXP Semiconductors.

In no event shall NXP Semiconductors be liable for any indirect, incidental,
punitive, special or consequential damages (including - without limitation -
lost profits, lost savings, business interruption, costs related to the removal
or replacement of any products or rework charges) whether or not such
damages are based on tort (including negligence), warranty, breach of
contract or any other legal theory.

Notwithstanding any damages that customer might incur for any reason
whatsoever, NXP Semiconductors’ aggregate and cumulative liability
towards customer for the products described herein shall be limited in
accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to make
changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’s
own risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes no
representation or warranty that such applications will be suitable for the
specified use without further testing or modification.

Customers are responsible for the design and operation of their applications
and products using NXP Semiconductors products, and NXP
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Semiconductors accepts no liability for any assistance with applications or
customer product design. It is customer’s sole responsibility to determine
whether the NXP Semiconductors product is suitable and fit for the
customer’s applications and products planned, as well as for the planned
application and use of customer’s third party customer(s). Customers should
provide appropriate design and operating safeguards to minimize the risks
associated with their applications and products.

NXP Semiconductors does not accept any liability related to any default,
damage, costs or problem which is based on any weakness or default in the
customer’s applications or products, or the application or use by customer’s
third party customer(s). Customer is responsible for doing all necessary
testing for the customer’s applications and products using NXP
Semiconductors products in order to avoid a default of the applications and
the products or of the application or use by customer’s third party
customer(s). NXP does not accept any liability in this respect.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Evaluation products — This product is provided on an “as is” and “with all
faults” basis for evaluation purposes only. NXP Semiconductors, its affiliates
and their suppliers expressly disclaim all warranties, whether express,
implied or statutory, including but not limited to the implied warranties of non-
infringement, merchantability and fitness for a particular purpose. The entire
risk as to the quality, or arising out of the use or performance, of this product
remains with customer.

In no event shall NXP Semiconductors, its affiliates or their suppliers be
liable to customer for any special, indirect, consequential, punitive or
incidental damages (including without limitation damages for loss of
business, business interruption, loss of use, loss of data or information, and
the like) arising out the use of or inability to use the product, whether or not
based on tort (including negligence), strict liability, breach of contract, breach
of warranty or any other theory, even if advised of the possibility of such
damages.

Notwithstanding any damages that customer might incur for any reason
whatsoever (including without limitation, all damages referenced above and
all direct or general damages), the entire liability of NXP Semiconductors, its
affiliates and their suppliers and customer’s exclusive remedy for all of the
foregoing shall be limited to actual damages incurred by customer based on
reasonable reliance up to the greater of the amount actually paid by
customer for the product or five dollars (US$5.00). The foregoing limitations,
exclusions and disclaimers shall apply to the maximum extent permitted by
applicable law, even if any remedy fails of its essential purpose.

5.3 Trademarks

Notice: All referenced brands, product names, service names and
trademarks are property of their respective owners.
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